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Q 1) Compare centralized and distributed system in terms of their advantages and disadvantages.
Explain the importance of fransparency in distributed system.

Ans:
e ——

Cenfralized System Distributed System |

O — Spryer/master

O == Computeri/siave () == Node/Computer

L——

Centralized systems are syslems that use In decentralized systems, every node makes its own \
client/server architecture where one or more decision.

client nodes are directly connected to a ‘ II
central server. '

=
'|

This is the most used type of system in many | Google search system. Each request is worked upon by \
organizations where a client sends a request | hundreds of computers which craw! the web and return |
to a company server and receives the - the relevant results. ",
response.

Limitations of Centralized System — Limitations of Distributed System — '

|

e Can't scale up vertically after a certain « Difficult to design and debug algorithms for the |
!

limit — After -a limit, even if you system. These algorithms are difficult because |

increase the hardware and software of the absence of a common clock: so no \

temporal ordering of commands/logs can take |

|
. 3 o |
performance  will  not increase place. Nodes can have different latencies which \

capabilities of the server node, the

appreciably leading to a cost/benefit have to be kept in mind while designing such '|

ratio = 1. algorithms. The complexity ncreases W iththe |

I

e Bottlenecks can appear when the increase in the number of nodes. Visit this link

- i L . : . |
traffic spikes — as the server can only for more information

I
have a finite number of open ports to  No common clock causes difficulty in the \

which can listen to connections from temporal ordering of events transactions |I

" client nodes. So, when high traffic

e Difficult for a node to get the global view of the '
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Second part: . _ _
Ans: The earliest successful distributed system could be attributed to Sun Microsystems, which developed

the Network File System (NFS). NFSv2 was the standard protocol followed for many years, designed with
the goal of simple and fast server crash recovery. This goal is of utmost importance in multi-client and
single server-based network architectures because a single instant of server crash means that all clients are

un-serviced. The entire system goes down.

The major features of SUN NF5 are:
a. Machine and Operating System Independence: The protocols used should be independent of UNIX so

that an NFS server can supply files to many different types of clients. The protocols should also be simple
enough that they can be implemented on low-end machines like the PC.

b. Crash Recovery: When clients can mount remote filesystems from many different servers it is very
important that clients and servers be able to recover easily from machine crashes and network problems.

¢. Transparent Access: We want to provide a system which allows programs to access remote files in the

same way as local files, without special pathname parsing, libraries, or recompiling. Programs should not

need or be able to tell whether a file is remote or local.

d. UNIX Semantics Maintained on UNIX Client: For transparent access to work on UNIX machines, UNIX
filesystem semantics have to be maintained for remote files.

e. Reasonable Performance: People will not use a remote filesystem if it is no faster than the existing

networking utilities, such as rcp, even if it is easier to '
. ; , use. Our design go tasa
small local disk on a SCSI interface. gn goal was to make NFS & -
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L —

Local O.5.

NFS server

Network

Basic Design
The NFS design consists of three major pieces: the protocol, the server side and the client side.

NFS Protocol:
NES uses a stateless protocol. The NFS protocol is defined in terms of a set of procedures, their arguments

and results, and their effects. Remote procedure calls are synchronous, that is, the client application blocks
until the server has completed the call and returned the results. This makes RPC very easy to use and

understand because it behaves like a local procedure call.

The Server side: . _
Because the NFS server is stateless, when servicing an NFS request it must commit any modified data to

stable storage before returning results. The implication for UNIX based servers is that requests which
modify the filesystem must flush all modified data to disk before returning from the call. For emm:pl:e:, ona
write request, not only the data block, but also any modified indirect blocks and the block containing the

1ode must be flushed if they have been modified.

The Client Side: o o ,
The Sun implementation of the client side provides an interface to NFS which is transparent 10 applications.

To make transparent access to remote files work we had to use a method of locating remote files that dcfts |
not change the structure of path names. Some UNIX based remote file access methods-use pathnames like

host: path or /.../host/path to name remote files. This does not allow real transparent access Since existing

programs that parse pathnames have to be modified.

1

Q3) How RMI helps in distributed programming model? Describe the strengths and weakness of

RPC.
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RMI Architecture

RMI stands for Remote Method Invocation. It is an API provided hj-__f java that allows an object residing iy
one JVM (Java Virtual Machine) to access Or invoke an object running on another JVM. The other TV
could be on the same machine or remote machine.

Let us now discuss the components of this architecture.

« Transport Layer — This layer connects the client and the server. It manages the existing cannectiop

and sets up new connections.

« Stub-— A stub is a representation (proxy) of the remote object at client. It resides in the client

system; it acts as a gateway for the client program.

+ Skeleton - This is the object which resides on the server side. stub communicates with this skeleton

to pass request to the remote object.

« RRL (Remote Reference Layer) — It is the layer which manages the references made by the client
to the remote object.

Following are the features of RMI —

» To minimize the complexity of the application.
¢ To preserve type safety.

« Distributed garbage collection.
* Minimize the difference between working with local and remote objects
Second part:
Advantages of RPC:

- Server independent.
- Process-oriented and thread oriented model

) s supported by RPC.

© PHOTOCOP
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_ The development of distributed systems is simple because it uses straightforward semantics and easier.
. Like the common communications between the portions of an application, the development of the
procedures for the remote calls 1s qultt:‘gene.ral. _

_ The procedure calls preserves the business logics which is apt for the application.

_ The code re-writing / re-developing effort is minimized. :

_ Enables the usage of the applications used in the distributed environment, not only in the local

environment.

- RPC provides interoperability between CORBA ORB implementations.
- A lightweight RPC protocol permits efficient implementations.

pisadvantages of RPC:

* _ Context switching increases scheduling costs

_RPC is not a standard — it is an idea that can be implemented in many ways .
_ RPC does not solve most of the distribution creation problems
_RPC is only interaction based. This does not offer any flexibility in terms of hardware architecture

. RPC implementations are not yet mature. ‘
_ It requires the TCP/IP protocol. Other transport protocols are not supported yet.

- Not yet proven over wide-area networks.

Q 4) Define the term distributed cut along with its types. Explain how clock synchronization can be
done using vector clock method.

Ans )
A cut is a set of cut events, one per node, each of which captures the state of the node on which 1t occurs.

Sy

SN N\
i :,f : \ \

C = {ol, ¢2,c3}

Consistent Cut: _ | :
A cut C = {cl, c2, ¢3, ...} is consistent if for all sites there are no events ei and ej such that:
(ei --> ej) and (ej --> ¢j) and (e1 -/-> ci). .
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Time

can't be made vertical
(message from the future)

equivalent to a vertical cut

B, (rubber band transformation)

Inconsistent Cut: _ N ‘
A cut C = {cl, ¢2, c3, ...} is inconsistent if for all sites there are events ei and €j such that:

(ei --> €j) and (gj --> ¢j) and (ei -/-> ci).

Second part:
Vector Clock is an algorithm that generates partial ordering of events and detects causality violations in

a distributed system. These clocks expand on Scalar time to facilitate a causally consistent view of the
distributed system, they detect whether a contributed event has caused another event in the distributed
system. Tt essentially captures all the causal relationships. This algorithm helps us label every process

with a vector (a list of integers) with an integer for each local clock of every process within the system.
So for N given processes, there will be vector/ array of size N.
How does the vector clock algorithm work:

« [Initially, all the clocks are set to zero.

Every time, an Internal event occurs in.a process, the value of the processes’ logical clock in
the vector is incremented by 1

Also, every time a process sends a message, the value of the processes’s

_— logical clock in the
vector Is incremented by 1,

Example:

Consider a.process (P) with a vector si
executed by the vector clock:

[3.0.01 [4,4,1] (S, 4, 1]

—&@

P1 —@-

rz —@— &
(0. 1.0J [2, 5, 1]
Pa .
(0. 0, 1] (0. 0, 2] —_—y
TIME

. = EVENT EI'E:UT'HE ALULE 1
. = EVENT EXECUTING AULE 2

The above example depicts the vector clocks mechanism in which the vector clocks are updated after
execution of internal events, the arrows indicate how the values of vectors are sent in between the
processes (P1, P2, P3). :

To sum up, Vector clocks - algorithms are used in distributed systems to provide a causally
consistent ordering of events but the entire Vector-is sent to each process for every message sent, in

order to keep the vector clocks in sync.

'Q5) Why ‘is election algorithm needed in distributed system? Explain with example how

coordinator is selected distributed system.
Ans: Importance of election algonthm: ;
e Many distributed algorithms require one process to act as coordinator, initiator, sequencer, or

otherwise perform some special role.

[Example: the coordinator in the centralized mutual exclusion algorithm.
e Problem: look at algorithms for electing a coordinator. The algorithms differ in the way they do

the location.
[Remark: If all processes are exactly the same, with no distinguishing characteristics, there 1s no way

to select one of them to be special.

Second part: .
We have two election algorithms for two different configurations of distnbuted system.

1. The Bully Algorithm —

This algorithm applies to system where every process can send a message to every. other process in the
system.

Algorithm — Suppose process P sends a message to the coordinator.

1. If coordinator does not respond to it within a time interval T, then it is assumed that

coordinator has failed.

2. Now process P sends election message to every process with high prionty number.

© PHOTOCOPY SEWA  ©Er. Shulav Parajuli ©Er. Aashish Aryal



3 it waits for responses, if no one responds for time interval T then process P elects itsﬂlfaﬂ,a

coordinator.

4. Then it sends a message to all lower priority number processes that it is elected as the;, N

coordinator.

; . . T her precess
5. However, if an answer is received within time T from any other p Q,

« (I) Process P again waits for time interval T" to receive another message frop, Q

that it has been elected as coordinator.

. (I)IfQ doesn’t responds within time interval T" then it is assumed to haye faileg

and algorithm is restarted.

2. The Ring Algorithm — _ _ : ; hi i
This algorithm applies to systems organized as a ring(logically or physically). In this algorithm we

~ assume that the link between the process are unidirectional and every process can message to the Process
on its right only. Data structure that this algorithm uses is active list, a list that has priority number of all

active processes in the system.
Algorithm —

1. If process P1 detects a coordinator failure, it creates new active list which is empty initially, |y

sends-election message to its neighbour on right and adds number 1 to its active list.
2. If process P2 receives message elect from processes on left, it responds in 3 ways:

» (I) If message received does not contain 1 in active list then P1 adds 2 to its active

list and forwards the message.

« (IO If this is the first election message it has received or sent, P1 creaies new active

list with numbers 1 and 2. It then sends election message 1 followed by 2.

* (D IfProcess P1 receives its own clection message 1 then active list for P1 now

contains numbers of all the actjve processes in the system. Now Process P1 detects
highest priority number from list and elects it as the new

Q 6) How do you ensure hish avai y
o gh available services in dictri
-models applicable in distributed system, o istributed

Ans:
High availability (HA) can be achieved whe
for a long duration of time. The phrase sy
accommodated with redundant components

coordinator.

system. Describe various consistency

quipped to operat ' Tu i -
geests that parts perate continuously without failure

1D R R of a system have been thoroughly tested and
unctional when a failure oceyrs. “
I.Middleware HA — load balancer

10

A few hi gh-availability s:nluti::ms exist _such as l-::-adhbalancing and basic clustering. Load balancing also
known as horizontal scaling can be achieved by adding new nodes with identical functionality to existing

ones, redistributing the load amﬂng_s:t t!lr:m all. By exclusively r:dirtc'ling requests to available servers
-eliability and availability can be maintained. ;

9. Scaling up and down

In companies, high availability is achieved by scaling the servers up or down depending on the application
server's load and availability. It is done mostly outside the application at the server level.

3, Implementing multiple application servers
Overburdened servers may crash and cause an outage; it is advisable to deploy applications over multiple
servers to keep the applications running all the time. It creates a sense of being always operational.

4. Multi-region deployments _
When it comes to cloud environments, systems are deployed in units and are referred to as regions. A
region can be defined as a data center, or it may be consisting of a set of data centers located somewhat
close to each other. Then there comes a more granular unit inside of the regions and is known as
availability zone. So, each availability zone is a single data center within one region.

5. Clustering techniques

Clustering techniques are generally used to improve and increase the performance and availability of a
complex system. A cluster is usually designed as a redundant set of services rendering the same set of
functionalities and capabilities. '

High Availability Cluster
Application Clients {End Users)

@ Internet Load Balantaer @
N ‘

@4—»» ) — -
@/‘

Q 7) Describe how a non-recoverable situation could arise if write locks are released after the last
operation of a transaction but before its commitment.

L — &

Rip'salad Serveny
A niate ¥ hevded|

Ans:
l.ocks

When one thread of control wants to obtain access to an object, it requests a lock for that object. This lock
is what allows DB to provide your application with its transactional isolation guarantees by ensunng that:

no other thread of control can read that object (in the case of an exclusive lock). and

11
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=t ok 3 sive or non-exclus
1o other thread of control can modify that object (in the case of an exclu usive lock),

[ ock Resources . . (ransaction is committed of aborted. You can avoid these read locks by using snapshot isolation. Se-;a Using
When locking oceurs, there are conceptually three resources i Use: ' _ Snapshot Isolation for details. : .
The locker. In the following figure, Txn A and Txn B are both holding “_ﬂd locks on page 002, while Txn C is holding

icati a write lock on page 003:
This is the thing that holds the lock. In & transactional application,

the locker is a transaction hand)e B
; . A T 40r
non-transactional operations, the lockeris a cursor or a Db handle

Thﬂ lock.
Ten A

: L ject structure in t
This is the actual data structure that locks the object. In DB, 2 locked object s n the lock Manage, i
representative of the object that 1s locked.

The locked object. Txn B

The thing that your application actually wants to lock. In a DB_applicatiﬂni the locked object is
a database page, which in tum contains multiple database entnes (key and data). However, for
databases, individual database records are locked.

Suﬂuy
QUEW:

" Lock Lifetime

You can configure how many total lockers, locks, and locked objects your application is alloweq y,

: ; A locker holds its locks until such a time as it does not need the lock any more. What this means is:
support. See Configuring the Locking Subsystem for details.

‘ , A transaction holds any locks that it obtains until the transaction is committed or aborted.
The following figure shows a transaction handle, Txn A, that is holding a lock on database page 002. In th;s

graphic, Txn Ais the locker, and the locked object is page 002. Only a single lock is in use in thj; All non-transaction operations hold locks until such a time as the operation is completed. For cursor
operation. ; operations, the lock is held until the cursor is moved to a new position or closed.

Q8) What is agreement protocols? What is agreement and validity objectives of Byzantine agreement

problems?
Txn A | .Agreement protocol is used to ensure that DS can achieve the common goal even gﬁer nc::mim:rgct of
~A various failures in Distributed system. * There are some standard agreement problems in DC. We will see
each problem and try to find some protocol or algorithm to solve the agreement problem. Three well known
problems (1) Byzantine agreement problem (2) Consensus problem (3) Interactive consisténcy problem
Types of Locks : :

Second part

An exclusive lock prevents any other lock -
isolation by ensuring that no other et from oblaining any sort of a lock on the object. This provides

disloval
: locker can o re - ; ; )
locker is done writing to that object. bserve or modify an exclusively locked object until the
Non-exclusive locks ar :
et i lad a2 ;; cfnstf:cefm Irt?alii-{mh' access. For this reason, non-exclusive locks are also
e multiple lockers can simultaneoys|y h ' -
ocks are also sometimes called shared locks usly hold read locks on the same object,

A non-exclusive lock prevents
_ _ any other locker f; o
reading the ﬂh_]ﬁfct. This is how transactiona] cursrgz aTE WYing the !ﬂc
cursor's transaction holds a read lock on any object that tilzlﬁ to acl;te;f
cursor has

ked object while the locker is still
€ repeatable reads; by default, the et R
examined until such a time as the 1 retreat | retreat”

disloval

12
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lled the source processor, broadcasts its iniﬁalivalug t
r, calle oment problem should meet the following twg .
ive,

on the same value. Validity: If the source Proces
e by all nonfaulty processors should be initig] value z?r is
the

0 al| ot

An arbitrarily chosen processo 1
“bjﬁct

processors. A solution to the Byzantine agre
Agreement: All nonfaulty processors agree
nonfaulty, then the common agreed upon valu

r

Source.

Two points should be noted :
-0CESSOrS can agrec on any Common valye,
: % @ It i

(1) If the source processor is faulty, then all nonfaulty o they agree on a value at all.

: relevant what value faulty processors agree on 0T whe

oles of atomic commitment protocols (ACP) in Distributed trang actiog

What are the needs and r
Exn ntrol mechanism works.

Explain how optimistic concurrency €0
Ans:
Atomic Commitment Protocol

« All the DM that reach a decision, reach the same decision.

« Decisions are not reversible.

. A Commit decision can only be reached if all the DMs vote to commit.
« If there are no failures and all the DMs vote to commit, the decision will be Commit.

+ At any point, if all failures are repaired, and no new failures are introduced, then all the DMs eventually

reach a decision
Types:

Distributed One-phase Commit

]:_Jls!.‘nl}uted one-phase commit is the simplest commit protocol. Let us consider that there is a controlling
site and a number of slave sites where the transaction is being executed. The steps in distributed commit
are —

 After each slave has locally completed its transaction, it sends a “DONE” message Lo the

controlling site.

» The slaves wait for * TE "
. for “Commit” or “Abort” message from the controlling site. This waiting time is
called window of vulnerability,

« When the controll; - . i &
rolling site receives “DONE message from each slave, it makes a decision to

commit or abort, This | e
Is called the commit point, Then, it sends this message to all the slaves.

« On recefvi : ;
FRBLLINE thw: message, a slave either commits or aborts and th

message to the controlling site, en sends an acknowledgement

Distributed Two-phase Commit

14

Distributed two-phase commit reduces the vulnerability of one-phase commit protocols. The steps
performed in the two phases are as follows — .

Phase 1: Prepare Phase

A fier each slave has locally completed its transaction, it aen-:i.s a “DONE" message to the

controlling site. When the controlling site has received “DONE" message from all slaves, it sends

a “Prepare” message to the slaves.

The slaves vote on whether they still want to commit or not. If a slave wants to commit, it sends a

“Ready” message.

A slave that does not want to commit sends a “Not Ready™ message. This may happen when the

<lave has conflicting concurrent transactions or there is a timeout.

Phase 2: Commit/Abort Phase

. After the controlling site has received “Ready” message from all the slaves —
o The controlling site sends a “Global Commit™ message to the slaves.

o The slaves apply the transaction and send a “Commit ACK™ message to the controlling

site.

o When the controlling site receives “Commit ACK"™ message from all the slaves, 1t

considers the transaction as committed.

« After the controlling site has received the first “Not Ready™ message from any slave —

The controlling site sends a “Global Abort™ message to the slaves.

The slaves abort the transaction and send a “Abort ACK™ message to the controlling site.

When the controlling site receives “Abort ACK™ message from all the slaves, it considers

the transaction as aborted.

Distributed Three-phase Commit
The steps in distributed three-phase commit are as follows —

Phase 1: Prepare Phase
The steps are same as in distributed two-phase commut,

Phase 2: Prepare to Comumit Phase

« The controlling site issues an “Enter Prepared State” broadcast message.

« The slave sites vote “OK™ in response.
15

© PHOTOCOPY SEWA  ©Er. Shulav Parajuli ©Er. Aashish Aryal



16

Phase 3: Commil / Abort Phase |
The steps are same as two-phase commit except that

required.

Q10) Write short notes on:

a. MACH
b. RMI software
¢. Process and Threads in DS
a. MACH
o First Generation micro-kernel
s Builds operating system above minimal kemnel

» Kemel provides only fundamental services

«Commit ACK"/"Abort ACK” messa_ge i3 ot

These services basic but powerful enough to be used on, wide range of architectures

e Aids distributed computing and multiprocessing

User processes
0

; User space
ke Dos Sysem V' | Other
enmubator 43BSD
layer lator emlator | emulator | ermulator

Micrckemel Kemel space
- =g

Fig: Mach Architecture
b. RMI software
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RAMI Architecture

RMI stands for Remote Method Invocation. It is an API provided by java that allows an object residing in
one JVM (Java Virtual Machine) to access or invoke an object running on another JVM. The other TVM
could be on the same machine or remote machine.

Let us now discuss the components of this architecture.:

» Transport Layer — This layer connects the client and the server. It manages the existing connection

and sets up new connections.

« Stub— A stub is a representation (proxy) of the remote object at client. It resides in the client

system; 1t acts-as a gateway for the client program.

« Skeleton — This is the object which resides on the server side. stub communicates with this skeleton

to pass request to the remote object.

« RRL (Remote Reference Layer) — It is the layer which manages the references made by the client

to the remote object.
Following are the features of RMI -

To minimize the complexity of the application.

To preserve type safety.

Distributed garbage collection.

Minimize the difference between working with local and remote objects.

c. Process aud Threads

Process:

' © PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal
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Processes arc basically the
for execution. PCB(Proces

programs that are dispatc
s Control Block) holds the conce

hed from the ready state and are schedy]

means it does not share the memory with any other process. -

The process can have the following states new, read

Thread:

Thread is the segment of a process means a p 2
. ad
are contained within a process. A thread has three states: Running, Keady,

" The thread takes less time to terminat

isolate.
Process
Code Data Files
Registers Stack
Thread

© Shi '
PHOTOCOPY SEWA @ Shulay Parajul;

rocess can have multiple threads and these mult;
and Blocked.
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ed in g,

pt of process. A process can create Othe o
r

. ore time to termina i
processes which are known as Child Processes. The process takes M . e and it is 'S0late,

y, running. waiting, terminated, and suspendeg

ple thfeads

e as compared to the process but unlike the process, threads do 1oy

U

2078 Bhadra

Q 1) What do you mean by Distributed System? Explain various model of Distributed computing
systems.

: distributed system is one in which hardware or software components located at networked computers
commmunicate and coordinate their actions only by message passing. A distributed system is a Cﬂllttt[:nn n‘f
independent computers that appear to the users of the system as a single computer.

Second part,

The various model of Distributed computing systems are:

Minicomputer model

workstation model

Workstation — server model

Processor — pool model

Hybrid model

Minicomputer Model

The minicomputer model is a simple extension of the centralized time-sharing system.
A distributed computing system based on this model consists of a few minicamputers (they may be large

. supercomputers as well) interco nnected by a communication network.

Each minicomputer usually has multiple users simultaneously logged on to it. For this. S-'E‘o.’EI'EIl interactive

terminals are connected T:ﬂlt‘:ﬂ{!h minicomputer. Each user is logged on to one specific minicomputer, with
remote access to other minicomputers..

The early ARPAnet is an example of a distributed computing system based on the minicomputer model.

Mini-
Ccomputar

Bire-
ConTpute?

[N
[ |

Cemmunication
network

Workstation Model

A distributed computing system based on the workstation model consists of several workstations
interconnected by a communication network. “

An organization may have several workstations located throughout a building or campus, each workstation
equipped with its own disk and serving as a single-user computer.

19
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groups of users who often perform jo ! simple usage. Howe
attractive and suitable. ‘
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Workstatlon

Workstation Workstation

Communication
network

Cai workstation

Workstation — Server Model
The workstation model is a network of personal wor

5}"5151""- . : *
A workstation with its own local disk is usually called a diskful workstation and a workstation Without

local disk is called a diskless workstation. ,

With the proliferation of high-speed networks, diskless wc:rksftﬂtlﬂﬂs have become more popular in Netwo
environments than diskful workstations, making the workstation-server model more popular than the
workstation model for building distributed computing systems.

A distributed computing system based on (he workstation-server model consists of a few minicomputers
and several workstations (most of which are diskless, but a few of which may be diskful) interconnecteg b
a communication network. y

kstations, each with its own disk and a loca] ﬁie

Processor — pool model

Whoris e o

Wior ke lalicn

Wlor bm b Loy

| T Communiaation
NePAori WA T
[ AT A m el
- Minl.
compoter| | computes Computo
-

Hybrid Model

Out of the four models descri
e RN ribed above, the workstat;
building distributed computing systems, Thi:;grhe;::g::‘?wer
arge

simple interactive tasks Tt
, such as editing :
workstation-server model is ideal for 8 Jobs, sending electronic

model, is the most widely used model for
number of computer users only perform
mals, and executing small programs. The

Q2) Elnﬁurnte difference between RPC and RMI .

Describe the File Service Architecture of DFS.

__.—-——-|-—'___'_
gNO | RPC RMI
—
RPC is a library and OS dependent
1. platform. Whereas it is a java platform.
RMI supports crhjéct oriented
2. RPC supports procedural programming. | programming.
RPC is less efficient in comparison of
3. RMI. While RMI is more efficient than RPC.
4. RPC creates more overhead. While it creates less overhead than RPC.
The parameters which are passed in While in RI:{L objects are passed as
RPC are ordinary or normal data. parameter.
6. RPC is the older version of RML While it is the successor version of RPC.
There is high Provision of ease of While there is low Provision ofease of
7. programming in RPC. programming in RML. |
8. RPC does not provide any security. While it provides client level security. '
. While it's development cost is fair or
9. It's development cost is huge. reasonable. |
There is a huge problem of versioning .1 | While there is possible versioning using
10. RPC. RDMIL
There is multiple codes are needed for While there is multiple codes are not ,
11. simple application in RPC. reeded for simple application in RML.

Second part, .
A Distributed File System

(DFS) as the name sﬁgg-:sts. is a file system that is distributed on multiple file

servers or multiple locations. It allows programs to access or store isolated files as they do with the local
ones, allowing programmers t0 acCess files from any network or computer.

© PHOTOCOPY SEWA - ©Fr. Shulav Parajuli
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I COMMUNICATION NETWORK
j SERVER DISKS
' —| % —_—
CACHE J_ _ CACHE
SERVER ‘ SERVER

Flat'File Service:

Concerned with implementing operations on the concepts of files.

Unique File Identifiers (UFIDs) are used to refer to files in all requests for flat file service operations.
Responsibilities of file and directory service 1s based upon UFID (long sequence of bits so each file has
UFID which is unigue in DS).

Directory Service: ;
It provides a mapping between text names for files and their UFIDs

£ If'cnl: Obtain UFID by quoting text name to the directory service.
Client Module;

Run on each client computer

Q 3) a what are the key differences between Network OS and Distributed OS
S-NONetwork Operating System

istributed Operating System

Network Operating System’s main
objective is to proy
I. | to remote client.

Distributed Operating System’s main

objective is to manage the hardware
resources,

ide the loca) Services

.

In Network Operating System,

2. | Communication takes place op the bas; tn Distributed Operating System
. . Cﬂmmunicatiﬂn takes place ﬂ; basis of
© PHOTOCOPY § | e
A G Shuiay Parajuli ©Fr. Anchich Anin
i Achie Py

e

of files. messages and shared memory.

——— g P ——

Network Operating System is more

scalable than Distributed Operating Distributed Operating System is less scalable

. System. than Network Operating System.

While in Distributed Opérating System, fault
tolerance is high.

In Network Operating System, fault
4. | tolerance is less.

Rate of autonomy in Network Operating
System is high.

While The rate of autonomy in Distributed
Operating System is less.

Lh

Ease of implementation in Network
6. Gperaiing System is also high.

While in Distributed Operating System Ease
of implementation is less.

In Network Operating System, All nodes
7. | can have different operating system.

While in Distributed Operating System, All
nodes have same operating system.

b) Explain the various role of middleware in DS. _ _

A distributed software support layer which abstracts over the complexity and heterogeneity of the
underlying distributed environment with its multitude of network technologies, operating systems, and
implementation languages. The primary role of middleware is to ease the task of developing, deploying,
and ©  managing distributed applications by providing a simple, consistent, and
integrated distributed programming environment. .

A key component of a heterogeneous distributed client-server environment is middleware.

« Middleware is a set of services that enable applications and end users to interact with each other across a
heterogeneous distributed system.

Middleware software resides above the network and below the application software.

Middleware should make the network transparent to the applications and end users = users and
applications should be able to perform the same operations across the network that they can perform
locally. Middleware should hide the details of computing hardware, OS, software components across

networks.
» Different kind of software qualifies, to certain extent, as middleware: - File-transfer packages (FTP) and

email; - Web browsers; - CORBA.

23
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Q 4)What are the design issues of NFS

The NFS was designed for s :
consistency. and semantic difficulties.

Performance. The NFS has slow write performance an

section. |
Consistency. Servers in NFS do not keep

the responsibility of the clients to c_h-:ck I
the server every time they would like to
this request itself is cached by the

ici eral limitations, mai
implicity, but had several limitation

2 Show the EﬂmPiEtc “l'ﬂrkiﬂg ﬂf DNS.

1ly with regards to jis Perform,

d this is given a more thorough treatmen; s

track of which clients are using which files. Becayse of th;
f their cached files have been modified. Clients do thjs |,
use their cached data by issuing a GETATTR request.

client for a few seconds to avoid overloading |

thf h

with GETATTR requests from mu

Itiple clients. This works since the common case is that a client

&nqc
5 ]

S, it jg
Y pollip
Hﬂ“'ﬂvﬂr

hE SEJ"L:'L

1 5 iS ugua"
the only one using a file I As a result. the system is eventually consistent and there are w; ¥

inconsistency where stale data might be used by clients. ‘ g
Semantic Difficulties. There are certain features that are difficult to implement and still maintain gy NEs

server's stateless and idempotent properties. Furthermore, there are also instances in which there js

: : ; .
semantic conflict, since not all NFS operations are idempotent, such as the case of the MKDIR operatjon

The Domain Name System (DNS) is the phonebook of the Internet. Humans access information online

through domain names, like nytimes.com or espn.com. Web browsers interact through Internet Protocol
. (IP) addresses. DNS translates domain names to IP addresses so browsers can load Internet resources, Each

device connected to the Internet has a unique IP address which other machines use to find the device.

Root
name
server

DNS server e

mI
HI

com, \
Name
com % b gov

l

name server #) example

queries and replias

DI:IS client
The § steps in a DNS lookup:

24
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| A user types ‘example.com’ into a web browser and the query travels into the Internet and is received by
a DNS recursive resolver. _

3 The resolver then queries a DNS root nameserver (.).

;_Thﬂ root server then responds to the resolver with the address of a Top-Level Domain (TLD) DNS server

(such as .com or .net), which stores the information for its domains, When searching for example.com, our
request is pointed toward the .com TLD.

4 The resolver then makes a request to the .com TLD.

5.The TLD server then responds with the 1P address of the domain’s nameserver, example.com.

6 Lastly, the recursive resolver sends a query to the domain’s nameserver,

7 The IP address for example.com is then returned to the resolver from the nameserver,

g The DNS resolver then responds to the web browser with the IP address of the domain requested initially.
Once the 8 steps of the DNS lookup have returned the IP address for example.com, the browser is able to
make the request for the web page: '

9 The browser makes a HTTP request to the [P address.

10.The server at that [P returns the webpage to be rendered in the browser (step 10).

g Q 5)Write the implementation rule of Lamport clock. State the limitations of Lamport logical clock.

Lamport’s Logical Cloek was created by Leslie Lamport. It is a procedure to determine the order of
events occurring. It providés a basis for the more advanced Vector Clock Algorithm. Due to the absence of
a Global Clock in a Distributed Operating System Lamport Logical Clock is needed.

Algorithm: '

Happened before relation(->): a -> b, means “a’ happened before 'b’.

Logical Clock: The criteria for the logical clocks are: _ :

[C1]: Ci (a) < Ci(b), [ Ci -> Logical Clock, If *a’ happened before *b’, then time of *a’ will be less than *b’
in a particular process. |

[C2]: Ci(a) = Cj(b), [ Clock value of Ci(a) 1s less than Cj(b) ]

Implementation Rules[IR]: : |

[IR1]: If a -> b [*a’ happened before *b’ within the same process] then, Ci(b) =Ci(a) +d

[IR2]: C, = max(Cj, tm + d) [If there’s more number of processes, then tn = value of Ci(a), C, = max
value between C; and t,y + d] -

ell gll eld £l4 els elb el
i [ | L 1
b 4 m
1) (4 {7}
L] . L]
Space éf B4 225 elf

Globa! time

- - L] L] - - ' - - 'nt:
Take the starting value as 1, since it is the 1% event and there is no incoming value at the starting pot

ell =1

e2l = 1 .
The value of the next point will go on increasing by d (d =
follow [IR1}. ,

el2=ell +d=1+1=2 | C 95

1), if there'is no incoming value 1.¢., 10
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Q 6)Compare and contrast token mutual
algorithm .Explain the various state of

el3=el2+d=2+1=
eld=el3+d=3+1=
el5-eld+d=4+1
elo=¢el5+d=5+1
e =e2l+d=1+1
e24=e23+d=3+1=
elg=e25+d=6+1=
When there will be incoming valu

hﬁvetn E:-?n:)Tm?+[:iﬁ ed=6+1=7,c24 + d=4 + 1 =35, maximum among 7 and 5 i 5
el? =max(7, 32) = 1, ?

— = & ‘ 3 and3 .
" = =2+ 1=3,el2+d 2+ 1 = 3, maximum among is 3
‘i;iﬁ:ﬁi ;L 2‘ {:i:l=4+ | 5. el5+d=>5+1=6 maximum among 5 and 6 is g

]

il
=3 4 B OnoLh B L)

e. then follow [IR2] L.e., take the maximum value

Limitation: . C{ i e
In case of [[R1], if a-> b, then (2 - ;
In case of [IR2], if a->Db, then C(a) < C(b) -> May be true or may not be true.

p1 ell ell
[ !
' n - @
P2 ell 2
' #
(1) (3)
P3a " e3l e32 . e33
| ] L ] | ]
1 ' 2
s (1) (2) (3)
Time *

Ricart Agrawala token based mutual exclusion.
Token based algorithm

Non token based algorithm

In Non-Token based al gorithm,
there is no token even not any
concept of sharing token for

access.

In the Token-based algorithm, a unique
token is shared among all the sites ip
Distributed Computing Systems.

Here, a si_te is allowed to enter the
Computer S}*st_em if it possesses the
token,

Her ' :
€, tWo or more successive

roun | E-'d
t {lS 'Dr TI]EESB,gES dlI'e E}(Ehﬂ'ﬂg
hEi Wﬂﬂlt 1
SIIES “} dEIEI‘[’I’Iil‘IE Whiﬂh
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exclusion algorithm and non-token based mutual exclusion

site is to enter the Computer
System next,
| 1 .
Non-Token based algorithm uses
The token-based algorithm uses the the timestamp (another concepl) to
sequences to order the request for the order the request for the Computer
Computer Systems and to resolve the Systems and to resolve the conflict
conflict for the simultaneous requests for the simultaneous requests for
3. for the System. the System.
- Non-Token based Algorithm
The token-based algorithm produces produces more message traffic as
less message traffic as compared to compared to the Token-based
A Non-Token based Algorithm. * Algorithm.
They are free from deadlock (i.e. here
there are no two or more processes are
in the queue in order to wait for
messages that will actually can’t.come) They are not free from the -
because of the existence of unique deadlock problem as they are based
5. token in the distributed system.

on timestamp only.

Here, it was ensured that requests are
executed exactly in the order as they are
made in. '

Here there is no surety of execution

order.
Token-based algorithms are more
scalable as they can free your server
from having to store session state and |- Non-Token based algorithms are
also they contain all the necessary less scalable than the Token-based
information which they need for algorithms because here server 1s
i authentication. not free from its tasks.,
Here the access control is quite Fine- Here the access control 1s not 5o
grained because here inside the token | fine as there is no token which can
roles, permissions and resources can be specify roles, permission, and
8. easily specifying for the user. resources for the user. |
Token-based algorithms make Non-Token based algorithms can’t
9. authentication quite easy.

make authentication easy.

© PHOTOCOPY SEWA  ©Er. Shulav Parajuli ©Er. Aashish Aryal
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Performance:
Synchronization delay
It requires 2(N — 1) messages per Crit

28
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gxamples of Non-Token Based
Algorithms are:

(i) Lamport’s Algorithm
(i) Ricart-Agarwala Algorithm

(iii) Maekawa’s Algorithm

I

e

Examples of Token-Based Algorithms

dre.
(i) Singhal’s Heuristic Algorithm

(if) Raymonds Tree Based Algorithm

| 10. (iii) Suzuki-Kasami Al ﬂr_ﬂ-'lf-“_-_-_.J-_____ A
Second part . ' _ ithm to for mutual exclusion in a fiisitrihhl.xre-:l system prq
Ricart-Agrawala algorithm 1is ?;_1 q_lﬁﬂr;!g orithm is an extension anct optimization of Lampun*snsm by
Glenn Ricart and Ashok Agrawala. hm. Like Lamport’s Algorithm, it also follows permjgg; 0N baseg

Distributed Mutual Exclusion Algnrit

approach to ensure mutual exclusion.

’I[li.:gify;if g?m:s:sﬂgcs ( REQUEST and REPLY) are used and communicati :?n channels are 2SSumeg .
' der. . _ . N |

f‘uilF‘“ FH.E .:!';.E(;UEST message to all other site to get their permission to ent;rtcnt:ca] Section.

A site sen ther site to give its permission to enter the critical section_

A site send a REPLY message (0 0 : . ; :
A timestamp is given to each critical section request using Lamport’s logical clock.

Timestamp is used to determine priority of critical section requests. .511’13”1'31" timestamp gets high Priority
over larger timestamp. The execution of critical section request is always in the order of thejr timgsmmp
= '

Algorithm:

To enter Critical section:

When a site S; wants to enter the critical section, it send a timestamped REQUEST Message to all othe,

sites.

When a site §j receives a REQUEST message from site S;, It sends a REPLY message to site S; if ang
only if .

Site 5; is neither requesting nor currently executing the critical section.

In case Site S is requesting, the timestamp of Site S;'s request is smaller than its own
Otherwise the request is deferred by site S;.

To execute the critical section:

Site S, enters the ::*riu'c:al section if it has received the REPLY message from all other sites.
To release the critical section:

Upon exiting site S, sends REPLY message to all the deferred requests,

request.

Message Complexity:

2(N - 1) messages involves

Q 7)Mention the requirement and challenges of replication. Explain the active replication model in
fault tolerance .How it differ than passive mn:[el_

Data Replication is the process of storing _clata in more than one site or node. It is useful in improving
the availability of data. I is simply copying da}a from a da_tabasf: from one server to another server so
that all the users can share the same data without any inconsistency. The result is a distributed
database in which users can access data relevant to their tasks without interfering with the work of
others. o T

Requirement of replication — Data Replication is generally performed to:

To provide a consistent copy of data across all the database nodes.

To increase the availabilify of data.

The reliability of data is increased through data replication.

Data Replication supports multiple users and gives high performance.

" To remove any data redundancy, the databases are merged and slave databases are updated with

outdated or incomplete data,
Since replicas are created there are chances that the data is found itself where the transaction is

executing which reduces the data movement.
To perform faster execution of queries.

Challenges of replication:
More storage space is needed as storing the replicas of same data at different sites consumes more

space. : _
Data Replication becomes expensive when the replicas at all different sites need to be updated.
Maintaining Data consistency at all different sites involves complex measures.

Second part,

Where update volume or other factors such as partitioned networks demand updates to more than one
replica at the same time, passive replication may be unsuitable. So , active replication is used.

=

|
a-l-' : . |
Ricari-Agraivala algorithm're uires | ' : : '.
AUires nvocation of 2N — 1) messages per critical section execution. These A\ -

(N — 1) request messages

(N=-1) rr:-p!;-,r messages

Drawbacks of Ricart-Agrawala ajg;:nrithm:
Uf:re}inh]e approach: failure of any one of node j
this situation, the process will starve forever

The problem of failure of node can be solved by detecting failure fi
. after

n the system can halt the progress of the system. In

some timeout,
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In active replication each client request is processed by all the servers. This requires that the process

- uest
hosted by the servers is deterministic. Deterministic means that, given the same initial state and a req

. ' e In
sequence, all processes will produce the same response sequence and end up in the same final stat
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f operations, an atomic br deast
- sequence 0 : Protg

rvers receive the same : rVers receive Co
order to make all the se tees that either all the se a message o, i | My

used. An atomic ]:nrnadcast prﬂ:mr:ul g.uarzﬂnrden The big disadvf.-mtagt: for ac!iw,’el:']i‘% ation thne’ p'usl by
that they all receive messages in the samrc  on-deterministic. Still active replication s the Pref. at

ractice most of the real world servers 8% ¥ . ©o G\ reqponse even under the presence of fay1 Dl
xp-.rhr:u dealing with real time systems that require q aults

sjfslcms that must hand| U o [ I q
! thﬂt_p OCESSses EIII.E['IIZ reque
Server (Ei "L‘d pnmaﬁ’} Sts. A
y s Hp[lﬂ-[ﬂﬁ ﬂlE state on thﬂ l]thff (IJECI:UP} Serv €rs 'a“d Sﬁnds

v ' b

g . of the backup servers takes its place, Pase; ack th

response jent. If the pnmary Server fmI_‘S, one ! : SSive :

re Iic:tiu:f;':;;ﬂf: u.tsed ever{] for non-deterministic processes. Ihe disadvantage of passjye
P

' is delayed.
compared 1o active is that in case of failure the response 1s delay

Ehu'
Witl:t!

In passive replication there is onl
processing a request, the pnmary server

rEPIiCatiun

8)Discuss how consensu
distributed recovery.
Consensus means agreeing on things (leader,
Basic Consensus

» Set of processges

» Each starts with state = undecided

+ Each has a single value .
« Have to set their decision variable to the same value and enter decided state

«Termination: each process sets its decision variable and enters -:.ieci_df:d‘ state

- Agreement: If 2 processes have entered décided state, then their decision varlahtles are equal

* Integrity: If all working processes proposed the same value v, then all of them in decided state has
decision=v

Second part,

In the distributed computing environment, checkpointing is a technique that helps
otherwise would force long-running application to restart from the beginning.
important feature in distributed computing systems. It gives fault tolerance withou
cfforts from the programmer. A checkpoint is a snapshot of the current
There are two main approaches for checkpointing in the distributed comp
checkpointing and uncoordinated checkpointing. In the coordinated c
must ensure that their checkpoints are consistent. '

In uncoordinated checkpoint, each process takes it checkpoints checkpoints independently.

s can be achieved in Distributed System. Explain the check pninting aPPfGach .
or

sequence'“"mhemi time for action, action to be taken, o
E L]

tolerate failyres that
Checkpﬂinting IS an

t requiring additiong
state of a process,

uting systems: coordinated
heckpointing approach, processes

Q 9)What are flat and nested transactions?
by 3PC. '

A flat transacti ' : FEE g 1 '

iielly vots Sili'?'[n !I:nii single initiating poini(Begin) and a single end point(Commit or abort). They are

A olicor il rP - are generally used for short activities rather than larger ones

G equests to multiple servers in a flaf transaction. Transaction T. for ex  isafl

Bef. N that performs operations op objects in servers Xy » Jorexample, 15 8 flat
clore moving on to the nex request, a flat client trangacti bem

each trans._zmtiun visits the server object in ord
A transaction can only 4

Explain how the problems of 2PC protocols are solved

on completes the previous one. As a result,

wait fo ' '
Ione object at a (jme when servers utilize locki ng
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Nested transaction:
A transaction that includes other transactions within

nested transactions. So the nesting of the transactions is done in a transaction. The nested transactions
here are called sub-transactions. ,

its initiating point and a end point are known as

EH
j.; 2
|

. <

ChEert

Second part,
Disadvantages of 2PC:

a) The major disadvantage of the Two-phase commit protocol 1s faced when the Coordinator site failure

may result in blocking, so a decision either to commit or abort Transaction(T) may have to be
postponed until coordinator recovers.

b) Blocking Problem: Consider a scenario, if a Transaction(T) holds locks on data-items of active
sites, but amid the execution, if the coordinator fails and the active sites keep no additional log-record
except <readt T> like <abort> or <commit>. So, it becomes impossible to determine what decision has
been made(whether to <commit> /<abort>). So, In that case, the final decision is delayed until
the Coordinator is restored or fixed. In some cases. this may take a day or long hours to restore and

during this time period, the locked data iterns remain inaccessible for other transactions(Ti). This
problem is known as Blocking Problem. '

Three-Phase Commit (3PC) Protocol is an extension of the Two-Phase Commit (2PC) Protocol that

avoids blocking problem under certain assumptions. In particular, it is assumed that no network partition

occurs, and not more than k sites fail, where we assume ‘k’ is predetermined number. With the

mentioned assumptions, protocol avoids blocking by introducing an extra third phase where multiple

sites are involved in the decision to commit. :

Instead of directly noting the commit decision in-its persistent storage, the coordinator first ensures that
at least *k’ other sites know that it intended to commit transaction. o

In a situation where coordinator fails, remaining sites are bound to first select new coordinator. This
new coordinator checks status of the protocol from the remaining sites. If the coordinator had decided to

31
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commiit, at least one of other ‘k’ sites that |

respected. The new coordinator restarts

: i vi
coardinator intended to commit transaction. Otherv

 informed will be up and will ensure ¢

third phase of protocol if any of regy
se, new coordinator aborts the ¢

=

= [

%m %:H
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——— &©

Fig: 2 phase commit
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Fig: 3 phase commit

10)Write short notes on:

a)JIN]

Jint is actually a Jaya pro
devices on the network. It enables al|

gram that se
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Jini is.a distributed computing network environment that offers, “Network plug and play”. Jini is
connection technology is baseiun a simple concept that “device should work together.” no driver to find. no
Gpﬂmﬂ“g system issues, no wired cables and connectors,

JIN1 architecture:

Lookup Service
2. Ihscover the service 1. Publish the service
I
i T B i
Client T— _ + Provider
3. Bind to the service -

JINI PROCESS:
Discover: find a Lookup service.

Join: send a copy of the service proxy to the Lookup service.
Discover: find a Lookup service.

Lookup: request a service.
Receive a copy of the service proxy.

Advantages
Jini 1s open source, meaning that the program code is freely
for using it.

Jini supports an extremely flexible network as Services and Clients can move code to where it is needed.
New services are easy to program in Java and can be easily added to the network.

available on the Internet and there are no fees

b) Distributed debugging:

Distributed debugging is the ability to debug associated ABL processes within a distributed
application environment. That is, one debugger session can control both the client process and AppServer
process, giving the client session the ability to step into code running on the AppServer. -

Distributed debugging example:

— Dropping large chucks of messages occasionally

= Using default OS stack parameters

— Packet trace shows many bursts or ARP messages ! ARP table being flushed ! Occasionally get garbled
data :

— Occurs when changing packet size and rate ! QNX IP stack building malformed packets ! Can’t scale the
system past 50 nodes — New nodes added dynamically — Nodes share their config data with each other ! But
in this case, nodes resent all config data to everyone.

¢)CORBA architecture:

CORBA stands for Common Object Request Broker Architecture. It is a standard defined by the Object
Management Group (OMG) that enables software components written in multiple computer languages and
running on multiple computers to work together.
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CORBA provides a platform-independent, language-independent way 0 Wr ite HFPl“’:“F'“S that ‘-‘-}illl invok,
objects that live across the room or across the planet. More specifically, CDRI"J 15 ?;hmﬂ_ﬂ anism j,
software for normalizing the method-call semantics between application objects residing either in the sapy,
| address space or remote address space.

Client J @m lnplenuntatlu}

ORB || Skeleton

L]

ORB core

h The Basic Architecture of CORBA consists of following components:

™ Interface Repository: : ) ) .. )
) ", It provides representation of available object interfaces of all objects. It is used for dynamic invocation. It

contains interface definitions for registered CORBA server components. Interfaces are represented in a
“metadata” format so that they can be discovered dynamically at run time.

|
i

“Yementation Repository:
res implementation details for each object's interfaces. (Mapping from server object name to lilename
plement service) The information stored may be OS specific.It is used by object adapter to solve
‘oming call and activate right object method. It Provides information about registered IDL intcrfaces to

e clients and servers that require it. It is optional for static invocation; required for dynamic invocation
Jonly.

Object Request Broker (ORB) core:

It provides mechanisms by which objects can interact with each other transparently. It carries out the

request-reply protocol between client and server. It provides operations that enable process to be started and

stopped and operations to convert between remote obi ;
_ pebig 74 : ject references and e [t ~ .
Find the object implementation for the request . strings. It's functions are:

Prepare ti‘m objectimplementation to receive the rtquést
Communicate the data making up the request
2gtrieve results of request

J Invocation:

© PHOTOCOPY SEWA  @Fr Shulmu b . ..

It allows & client to invoke requests on an object whose compile time knowledge of server's interface
speciﬁcﬁﬂﬂﬂ is known. For client, object invocation is similar to local method of invocation. which

automatically forwarded to Ubj*;ﬂl implementation through ORB, object adapter and skeleton. It has low
overhead and 1s efficient at run time.

Dynamic Invocation:

It allows a client to invoke requests on object without having compile time knowledge of object's interface.
The object and interface are detected at run time by inspecting the interface repository. The request is then
constructed and invocation is performed as it static invocation. It has high overhead. ;

Object Adapter:

It is the interface between server object implementation and ORB. Its function are:

Bridges the gap het_w.veen CORBA objects and the programming language interfaces ofthe servant classes.
Creates remoter object references for the CORBA objects

Dispatches each RMI to the appropriate servant class via a skeleton and activates objects.
Assigns a unique name to itself and each object

Skeletons (server) : ; ¢
An IDL compiler generates skeleton classes in the server’s language. It receives request from stubs and
pass to the real remote object It dispaich RMI's to the appropriate servant class. It 15 responsible for
marshaling and unmarshalling arguments, results and ‘exceptions.

Client Proxies / Stubs:

It is generated by an IDL compiler in the client language. It lives in the client machine and pretends to be
remote object .A proxy class is created for object oriented languages but Stub procedures are created for
procedural languages. It is responsible for marshaling and unmarshalling arguments, results and exceptions.

d)Process Resilience:
Resilience is the use of strategies for improving a distributed system's availability. One of the primary goals

of resilience is to prevent situations where an issue with one microservice instance causes more issues,
which escalate and eventually lead to distributed system failure. This is known as a cascading failure.
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Q1) Define Distributed System. Explain the requirements to successfully implement DS to suit to

modern comp uting.

Ans: A distributed system Is a computing environment in which various components are spread across

multiple computers (or other computing devices) on a network. These devices split up the work,
coordinating thejr efforts to complete the job more efficiently than if a single device had been responsible

for the task.

Advantages of Distributed Systems

Some advantages of Distributed Systems are as follows —

« All the nodes in the distributed system are connected to each other. So nodes can easily share data
with other nodes.

~+ More nodes can easily be added to the distributed system i.e. it can be scaled as required.

« Failure of one node does not lead to the failure of the entire distributed system. Other nodes can still
communicate with each other.

Resources like printers can be shared with multiple nodes rather than being restricted to just one.

Disadvantages of Distributed Systems

Some disadvantages of Distributed Systems are as follows —

« It is difficult to provide adequate security in distributed systems because the nodes as well as the
connections need to be secured. '

+ Some messages and data can be lost in the network while moving from one node to another.

* The database connected to the distributed systems is quite complicated and difficult to handle as

compared to a single user system.

» Overloading may occur in the network if all the nodes of the distributed system try to send data at

once.
While implementation Distributed System:

1. Heterogeneity: Heterogeneity is applied to the network, computer hardware, operating system. and

implementation of different developers. A key component of the heterogeneous distributed system
client-server environment is middleware. Middleware is a set of services that enables application

and end-user to interacts with each other across a heterogeneous distributed system.
37
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etermined primarily bY Fio-4bgrenity Whigy
systems are characten-zﬂ q

uniform communicg; on

2. Openness: The openness of the distributed system is d users. Open
new resource-sharing services can be made available 10 ti‘fc - s
5 5 15
by the fact that their key interfaces are published. It urces. It can be constructed from,
mechanism and published interface for access to shared Feso

heterogeneous hardware and software.

- ' cien
3. Scalability: Scalability of the system should remain effi
number of users and resources connected.

( even with a significant increase i, the

cmﬁpﬂnﬂnm Confidentially, imﬂgrity i

m‘ -
keeps . sensitive information secrets e

4. Security: Security of information system has thr
availability. Encryption protects shared resources,

transmitted. _ |
: in hardware and the software program, it may prodye,

T m ' om i

incorrect Its or they may stop before they have co pleted the intended computation S0

incorrect resu . 1 b

corrective measures should to implemented 0 handle I ; case.
': | ' is partial i,

Failure handling is difficult in distributed systems because the failure 1s p €, Some

components fail while others continue to function.

6. C n::un*eﬁcr There is a possibility that several clients will attempt to access a shared resource at
. Co 1 s 1 g
the same time. Multiple users make requests on the same resources, i.€ read, write, and update, Each

resource must be safe in a concurrent environment. Any object that represents a shared resource 5

5. Failure Handling: When some faults occur

distributed system must ensure that it operates correctly in a concurrent environment.

7. Transparency: Transparency ensures that the distributes system should be perceived as a single
entity by the users or the application programmers rather than the collection of autonomoygs
systems, which is cooperating. The user should be unaware of where the services are located ang

the transferring from a local machine to a remote one should be transparent.

Q 2)What the functionalities provided by RMI software. How is the event and notification system
implemented in distributed object-based communication?

S — o

Ix_r:;lﬂ Appliction | Application Layer { Snrvtrﬁppllcnlnn;

1 _____FI__f_ _. | I

-

—— L P f
| swb | e |~
| ot ) — ——
{ R
r Remote Reference Layer - == RMISystem
Transport Layer ==
- RMI Architecture

RMI stands for Remote Method Invocation. It is an API provided by java that allows an object residing in

one JVM (Java Virtual Machine) to access or invoke an object running on another JVM. The other JVM
could be on the same machine or remote machine.

Let us now discuss the components of this architecture.

- Transport Layer — This layer connects the client and the server. It manages the existing connection

and sets up new connections.

« Stub— A stub is a representation (proxy) of the remote object at client. It resides in the client

system; it acts as a zateway for the client program.

« Skeleton — This is the object which resides on the server side. stub communicates with this skeleton

L0 pass request to the remote object.

» RRL (Remote Reference Laver) — It is the layer which manages the references made by the cliemt

lo the remote object.

Following are the features of RMI -

To mimmize the complexity of the application.

Lo preserve type safety.

Distributed garbage collection.

Minimize the difference between working with local and remate obiects.

Second part:

. :
- Distributed system requires entities which reside in different address spaces potentially on different
machines (o communicate, Distributed object means that objects reside in separate address spaces and
whose methods can be access on remote address space potentially on different machines. The remote
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. he talgﬁt DbjE':t res;
‘s issue in an address space separated from the address S| s server object or r :

The code issuing the call 1s refers to as client. The target

: - me cutio '
object. _ ‘ ¢ the completion of a method exgeution. Ty,
Event: an event occurs at an object of interest as the %‘ﬂi hange 0 ccurring in another object. _

| DATA

idea behind the use of events is that one object can malft o event Notifications of events are essen tally T
. ' - " . " . E G. ¥ . e ——
Notification: is an object that contains information | | e
asynchronous and determined by their receivers. vt il by alloy ving multiple objects at di flereny — _\%
ciributed event-based systems extend the local ev [j'r —1
Dlm'-]bu 5 y- . taking place at an object- DATA
locations to be notified of events taking pia
Event service subscriber NFS SERVER
object of interest . E =
Q notification
U ibe STORAGE DEVICES
subscnber
rver
object of interest. obse
’ = —— > i
2 otification ) notifica ig:
L # n :
subscriber
cbject of interest aobserver E Second part:

Hadoop File System was developed using distributed file system design. It 1s run on commodity hardware,
Unlike other distributed systems, HDFS is highly fault tolerant and designed using low-cost hardware.

. B C G )

: L T of data and provides easier access. To store such huge data, the files are
] - : ed by the objects that participate in distributeg ~ HDFS holds very l_arge HEou ¢ P i ; &
Figure shows an architecture that specifies ::h.::S ranr:e; F;l:t.‘r’ sen'ij:: <t -rln aintains a database of published stored across multiple machines. These files are stored in redundant fashion to rescue the system from
event-based systems. The main componcn ' possible data losses In case of failure. HDFS also makes applications available to parallel processing.

events and of subscribes’ interests.

The roles of the participating objects are as follows: . ; e 3 tures of HDFS
Th: object of im.[;rest: an object that experiences changes of state, because of its operations being invoked FE? .
d is considered as part of the event service if it transmits notifications. : ; 1 o L _
;I:-cnr an event occurs at an object of interest as the result of the completion of a method execution. « Itis suitable for the distributed storage and processing.
e ~ . :on about an event. Typically, it contains the type of t ' o ; ; ,
Nvg:{icag?:; :t:;untfim that contains information a YPGRLY. P he « Hadoop provides a command interface to interact with HDFS.
= dll ' .
Subscriber: is an object that has subscribed to some type of events in another object. . The built-in servers of name node and data node help users to easily check the status of cluster.
Observer objects: to decouple an object of interest from its subscribers. :
Publisher: an object that declares that it will generate notifications of particular types of events. A publisher . Streaming access to file system data.

may be an object of interest or an observer.

Three cases: An object of interest inside the event service without an observer. It sends notifications
:direcﬂ}f to the subscribers. An object of interest inside the event service with an observer. The object of
interest sends notifications via the observer to the subscribers. An object of interest outside the event — HDFS Architecture

service. I}’t thr§ case, an observer queries the object of interest to discover when events occur. The observer

HDFS provides file permissions and authentication.

Q 3) What is distributed . 9 . _ .
system. file system? Explain the principle operations of any modern distributed file

Ans: A Distributed File

System (DF : : .
file servers or d (DFS) as the name' suggests, is a file system that is distributed on multiple

multiple locati
local ones, allowin pm ons. 1 allows programs to access or store isolated files as they do with the
& programmers to access files from any network or computer
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HDFS Architecture

Read

Ml v

: =T

v}
| @il
il &

b ~ pata Nodes | |

: replicas...):

Rk

HDFS follows the master-slave architecture, and
Nam;:-nud::

The name node is the commodity hardware that contains U
node software. It is a software that can be

acts as the master server and it does the following tasks -
« Manages the file system namespace.

o Regulates client’s access to files.

o Tt also executes file system operations such as renaming, closing,

Data node

il

The data node is a commodity hardware having the GNU Tinux operating »

For CVETY node [Cummﬂd“}- hardware ﬁ"_'.-"-[-__"ﬂ] in a cluster. there w Ul be a data ni

the data storage of their system.

L

+ Data nodes perform read-write operations on the file systems. as pe

» They also perform operations such as block creation, deletion, an

instructions of the name node

oSS
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1
1

|

it has the following elements

Ul |

he GNU Linux operating system and 1l

—— «r1 havine tl
run on commodity hardware. The System having

qlly. the usct data is stored in the files of HDES. The file in a file system will be divided into on¢ of
(enerdiir-

-ments and/or stored in individual data nodes. These file segments are called as blocks. In ather
more St

ds, the minimum amount of data that HDES can read or write 15 called 2 Block. The defau't biock size
W ["I[ b

64MB, but it can be increased as per the need o change in HDFS configuration
s i .

£ . i EEE L L
=

09 W hat is the issue in Lamport’s timestamp? How do vou aveid this issue? Explain with

alternative aleorithm.

Ans: Limiations of Lamport’s Logical Clocks
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: i i on-initiated C-
. 1fwe know that a -> ¢ and b -> ¢ we cannot say which action ini

« This kind of information can be important when trying t

(such as when trying to recover aﬂer a crash)- |
al relationships between

o, if we know the €aus 5 i
sal relationship to get that node

. The theory goes that if one node g0€S dow
respect the cau

mﬂésagf:s, then we can replay those m55§3gE5 and

back up to the state it needs to be in.

Second part and Third part:

Vector Clocks

. Vector clocks allow causality to be captured

« Rules of Vector Clocks:

. A vector clock VC(a) is assigned to an event a

[f VC(a)<VC(b) for evenis a and b, then event a is known t0 causally precede b.

. Each Process Pi maintains a vector VCi with the following properties:

+ VCi[i] is the number of events that have occurred so far at Pi. L.e. VCi[i] is the local

logical clock at process Pi

+ IfVCi[j]=k then Pi knows that k events have oécurred at Pj. It is thus Pi’s knowledge of

the local time at Pj

Implementing Vector Clocks

A The first property of the vector clock is accomplished by incrementing VCi[i] at each new event
that happens at process Pi

« - The second property is accomplished by the following steps:

0. Before executing any event (sending a message oOr some internal
event), Pi executes VCi[i] <- VCi[i]+I

1. Wh i toPj, i .
en process Pi sends a message m to Pj, it sets m’s (vector) timestamp ts(m)=VCi

2. Upon receiving a messa . _

ge m, process Pj adjusts its own vector b i (1] <-
. ; y setting VCj[k] <
max(VCks(m)[k]) for each k Ve

So... What Did We Get Out of All of This?

©FP
| HOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal

‘-f . d
, We can say 1f an event a has a timestamp ts(a), then ts(a)[i]-1 denotes the number of events

processed at Pi that causally precede a

. This means that when Pj receives a message from Pi with timestamp ts(m), it knows about t
s . ut the

number of events that occurred at Pi that causally preceded the sending of
: m

. Even more importantly, Pj has been told how many events in other processes have taken place

before Pi sent message m.

e S0, this means we could achieve a.very impﬂna“t Cﬂpﬂblh’[}r in E. distributed system: we can

ensure that a message is delivered only if all messages that causally precede it have also bee |
received as well. : ’

. We can use this capability to build a truly distributed dataflow graph with dependencies without

having a centralized coordinating process.

Q 5) How does a new mnrdinatpr elect in executing central coordinator algorithm? How to come to

consensus in DS? Explain.

Ans: Centralized coordinator Algorithm

In centralized algorithm one process is elected as the coordinator which may be the machine with

the highest network ' address.

OJOJONNO @f@ g/@)
Request OK Request 4 Release

7 No reply Ok

O |

Queue is

em
Coordinator Py

(@) . ® ©

Whenever a process wants o enter a critical region, it sends a request message 10 the coordinator
stating which critical region 1t wants to enter and asking for permission. 1f no other process 13

currently in that critical region, the coordinator sends back a reply granfing permission, as shown n

Fig (a). When the reply arrives, the requesting process enters the critical reglon.
-t
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i,

ission Lo enter the same critical l'f:giun

y in the critical region, so it canpg,

thus blocking process 2, which i

« Suppose another process 7 shown in Fig (b), asks for perm

fferent process is alread
ins from replying
‘ parmissiun denied.’

Now the coordinator knows that a di
grant permission. The coordinator just refra

aiti . orit could send a reply saying | o |
waiting for a reply, or it P message to the coordinator releasing its exclisy,

« When process 1 exits the critical region, it sends 4

access as shown in Fig (¢). 4 requests and sends that process a gran;

: e
. The coordinator takes the first item off the queuc of deferr

still blocked the critical region.
was st

message, 1f the process it unblocks and enters

age has already been s€

ck later. When it sees the

nt denying permission, the process will have to poll fo,

« If an explicit mess | region.

' cant. it can enter the critica
incoming traffic or blo grant,
+ Advantages:

loorith rantees ng one process at a time into each critica]
o Algonthm gua £

mutual exclusion by letti

region. |
d in the order in which they are received.

o Itis also fair as requests are grante

o No process ever waits forever so no starvation.

o Easy to implement S0 it requires only three messages per use of a critical region (request,

grant, release).

5 Used for more general resource allocation rather than just managing critical regions.

 Disadvantages:
o The coordinator is a single point of failure, the entire system may go down if it crashes.

> If processes normally block after making a request, they cannot distinguish a dead

coordinator from **permission denied™ since no message COMES back.
o Inalarge system asingle coordinator can become a performance bottleneck.
Second part:
Finding Consensus
Many cases need agreement.
a. Committing a transaction
b. dividing tasks

¢. synchronization

Having the group f;
ind agre :
P greement protects against fault, but causes its own problems in communication

© PHOTOC
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Q 6) what

active rcpﬂi‘:ﬂtiﬂ n?

Ans.

is fault? How do you implement primary-backup replica system? How is it differ from

Failuﬁ: implies a fault.
-

Error

Fault Failure

_______—-—-___-_

Fault types are explained as following below.

1. Method failun?,: o
In this type of failure, the distributed system is generally halted and unable to perform the execution.

gometimes it leads to ending up the execution resulting in an associate incorrect outcome. Method failure
causes the system state to deviate from specifications, and also method might fail to progress.

2. System failure: o

[n system failure, the processor associated with the distributed system fails to perform the execution. This
is caused by computer code errors and hardware issues. Hardware issues may involve CPU/memory/bus
failure. This is assumed that whenever the system stops its execution due to some fault then the interior
state is lost. :
3. Secondary storage device failure: .

A storage device failure is claimed to have ogcurred once the keep information can’t be accessed. This
failure is sometimes caused by parity error, head crash, or dirt particles settled on the medium.

4 Communication medium failure: &

A communication medium failure happens once a web site cannot communicate with another operational
site within the network. it's typically caused by the failure of the shift nodes and/or the links of the

human activity system.

Second and Third part:

replication is mainly used to provide fault tolerance. The entty

In the distributed systems research area
replication strategies have been used in distributed

being replicated 1is a process. Two
systems: Active and Passive replication.
Active Replication Passive Replication
Chent Chent
=7 |
process process process Process process
Gae) | | Coae
server server Server sarver Server server
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vers. Active Replication wgag fir
aplication. This requires that the'process hosted by lSl
hine rep 5

‘ntroduced by under the name state mac hat. given the same initial state ?ntil a t::guf:rst Sﬂqﬁgnctﬁ al
j ns that, £ : me 1inal state. 10 make g])
servers is deterministic. Deterministic mea d end up in the sa ! al th,
- e response sequence anc & otocol must be used. An ,
processes will produce the same resp . ons. an atomic broadcast Pf lus that f1 alom;,
servers receive the same sequence of operations, ge or none, plus 1y all rece;,,

1 5sa

i rvers receive a messas” : .

broadcast protocol guarantees tha::l a::ltzer all the se lication is that in practice most of the real.
messages in the same order. The big

isadvantage for active rep ferable choice when dealing wiyy,
world servers are non-deterministic. Still 2

. . . . th¢ pl"ﬂ g rﬁﬂ_[
ctive replication 15 _ults or with systems thg
' tems that require quick response even under the presence of f t myg
time systems
handle byzantine faults.

In passive replication

: ; ; all the ser
In active replication each_client request 1S processed by

there is only one SErver (called pri

; t
processing a request, the Pﬁma"-""sewtr ”pdatﬁftﬁz 5:::; uunt" the
response to the client. If the primary server @ [j:-: rocesses. 1
replication may be used even for nqn-detenmms “55 e,
compared to active is that in case of failure the respo

he other (backup) SETVers a_nd sends back the
backup servers takes its _p]ace, Passivy,
he disadvantage of passive replicatig,

Q 7) What do you mean by forward and backward recovery? How to implement coordinated check

pointing for recovery in DS?

Ans: Forward Recovery (REDO)

« Forward recovery is also called Roll Forward |
e Used in case of physical damage. For example, disk crash, failures during writing of data to

database buffers or during flushing buffers to secondary storage.
o Intermediate result of transaction is stored in database buffers. From buffers is transferred to
secondary storage.
e Flushing operation of buffers could be triggered by COMMIT operation of transaction or
automatically in the event of buffer becoming full.
e If COMMIT is already issued, recovery manager will redo (roll forward) so that updates are written
to database.

* Forward recovery guarantees durability of transaction.

Backward Recovery (UNDO)
* Backward Recovery is also called Roll-Backward

- L] ¥ -
Used in case an error occurs during normal operation of database.

* Iftransactio : - L :
n had not committed at the time of failure, it causes incmmiﬂlcncy in the database.

* Re
covery manager must undo (roll backward) any effects of the transaction

to the database.

Backw IC
. ard Recovery guarantees the atomicity property of the transaction

Second part
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mary) that processes client requests, Afte;

qated checkpointing: Process coordinate their checkpoints to save a system-wide consistent state.

Cpordi Jsistent set of checkpoints can bie used to bound the rollback.

This c©
There are tWo main _appmaches for checkpointing in the distributed computing systems: coordinated

checkpointing and uncoordinated checkpointing. In the coordinated checkpointing approach, processes

ust ensure that their checkpoints are consistent.
m

This is usually achieved by two-phase commit protocol algorithm.

pg P | PI

Ok to commit?

Q 8) What are the alternative approaches to avoid possibility of deadlock is distributed system? Explain.

Ans: Deadlock Characteristics
As discussed in the previous post. deadlock has following characteristics.

1. Mutual Exclusion

i_-.-l

Hold and Wait

L
'

No preemption

4. Circular wait
Deadlock Prevention
We can prevent Deadlock by eliminating any of the above tour conditions.

Eliminate Mutual Exclusion ive and
It is not possible to dis-satisfy the mutual exclusion because some resources. such as the tape drnve an

printer, are inherently non-shareable. -
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Eliminate Hold and wail
| fore the start of

: 1o the process be
1. Allocate all required resources p ow —

eyl o t
and wait condition 15 eliminated but 1t will lead

ter time and We hav
ll 1t

e allﬂﬂﬂted pri

has completed its

process requires printer at a la

exccution printer  will remain blocked

2. The process will make a new request for

This solution may lead to starvation:

P1 is holding R1

HOLD AND WAIT

Eliminate No Preemption . .
Preempt resources from the process when resources required by other hi

e Eliminate Circular Wait _
3\ Esch resource will be assigned with 2

increasing/decreasing. order of numbering. - .
For Example, if P1 process 15 allocated R3 resources, now next time if P1 ask for R4, R3 lesser than R5

such request will not be granted, only request for resources more than RS will be granted.
Deadlock Avoidance
Deadlock avoidance can be done with Banker’s Algorithm.
Banker’s Algorithm
Banker’s Algorithm is resource allocation and deadlock avoidance algorithm which test all the request
made by processes for resources, it checks for the safe state, if after granting request system rema Ins in

the safe state it allows the request and if there is no safe state it doesn’t allow the request made by the
process. 2

Inputs to Banker's Algorithm:

gh priority processes.

numerical number. A process can request the resources

I. Max need of resources by each process.
2. Currently, allocated resources by each process.

3. Max free available resources in the system.

The request will only-be granted under the below condition:

I. If the request made b ] m
| y the process is less than e
qual to max need to that process.

©
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its execution, this way hﬂlds
tilization. for example, ip :
ater before the start of it

Exﬂculi{}n_

5 If the request made by the process is less than equal to the freely available resource in the

system
Q 9)Shorts Notes:
*1. Three Phase Commuit
2. CORBA components for RMI
d.. Cristain’s Algorithm
3. Two Phase Commit Protocol
4. MACH
Ans: ‘

Three Phase commit Protocol

Coordinator Participant

x

voteRequest ol 1S voting
phase

- voteCommit

Cy e disseminatior
prepare ToCommit e phase

- prepared

X decision
commit = |, phase

——
acknowledgement

% — forced log write

In computer networking and databases, the three-phase commit protocol is a distributed algorithm which
lets all nodes in a distributed system agree to commit a transaction. It 1s a more failure-resilient refinement
of the two-phase commit protocol.

Three-phase commit (3PC) is a synchronization protocol that ensures global atomicity of distnbuted
transactions while alleviating the blocking aspect of 2PC (Two-Phase Commit) in the events of site
Fatlures.

b. RMI

The RMI architecture. shown in Figure. describes how remote abjects behave and how parameters are
passed between remote methods. Remote method invocation allows the program to define separately the
behavior and the code that implements the behavior and allows running them on separate IVMs. This
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- i ile the servers c
; fa service while an fo
principle facilitates the clients 10 focus on the definition © . Cus

providing the service.

method can be invoked by referring to the remote object. The object is exported through a Serve

mote client, by either looking up the object name in the registry or by checking |

OOKIE . t least one interface that is e
. This object muﬂllmpfﬂmﬂm o : Xteng
e mﬂilﬁntcrlactiu]l-ls with the remote object will be performed throug},

rFace describes the methods, which can be invoked remotely,

A remote
application and a re
value returned from t
by the java.rmi.Remote interface.
< terface only. Basically, this inte
remote object then implements it.

| I o
Stub Proxy Loyt 5“1‘:“' -
. Remots Ralsrance Layer E '}EI“F""
Transpori Layer
-~
Archilscture of RM

-

c. Christian’s Algorithm | ‘ o o ,
It makes use of a time server toget the current time and helps 1n synchronization of computer externally.

- Upon request, the server process S provides the time according to its clock to the requesting process p.
- This method achieve synchronization only if the round trip times between client and time server are

sufficiently short compared to the required accuracy.

PcClient 10 S
Request
S TIMESETVE e oo
TS
Tnew = Tserver + T1-T0/ 2
Algorithm:

- A process p requests lime in a message mr and receives time value t in a message mt. Process p records

tﬂ ruupd tn;p tim; T(round) taken to send request mr and receive reply mt.

- uming elapsed time is splitted before and after S placed ( ' ' 5t ] . Thic ' d
R p in mt. the time estimate to which p shoul
- f‘}rs'sum:}ng min as the carliest point at which S could have placed time mt after p dispatches mr, then:
a) Time by S’s clock when reply arrives is in range [t + min, t + T(round) — min|]

b) Width of time range is T(round)— 2 * min

¢) Accuracy is +- (T(round) /2 — min)

LY
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t

thig
and tp,

i -Dn.l : e F - = ']
Dﬁw;:m server fails, the synchronizatlon 1s impossible.
. ITf:rsﬂ'I“W this drawback, time should be provided by a group of synchronized time Servers.
4. Two phase commit Protocol
P 1 Pz
4 Coordinator :
[ —— multicast: ok to commit?
collect replies
all ok => send commit
else => send abori
Participant:
o e ok to commit =>

In transaction processing,
atomic commitment protocol. It is a distributed algorithm that coor

in a distributed atomic

save to temp area, reply ok
commil ==

make change permanen
abort == _

delete temp arca

Make permanent

databases. and computer networking, the two-phase commit protocol is a type of
dinates all the processes that participate

transaction on whether to commit or abort the transaction.

e. MACH

First Generation micro-kermnel
Builds operating system above minimal kemel

Kernel provides only fundamental services

These services basic but powerful enough to be used on. wide range of architectures

Aids distributed computing and multiprocessing

User processes

P7ANN

\_‘l‘_

| /4 \L\
(_/ I " k—/ i

s DOS SygemV | Other

amulator 438B3ED .

by : ermulator amulator emulator

yer ermulator
|
Microkemel J Kemel space
L

Fig: Mach Architecture
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Q 1) What ar€ the major goals of the distributed system and what are the challenges during the

design of the distributed system?

.. ﬁdistrihuled system should easily connect users to resources, it should hide the fact that
Anh;lrcas are distributed across a network, must be open, and must be scalable. The main goal of a
Lﬂrszibmed system is to make it easy for users to access remote resources, and to share them with other

= sin a controlled manner. Resources can be virtually anything, typical examples of resources are
Ef;:ters, storage facilities, data, files, web pages, and networks.

‘Besides, the major goals are:

1) Connecting Users and Resources
.1} Transparency
| 3) Openness:

4) ‘Scalability:

5) Reliability

6) Performance

The challenges during the design of the distributed system are:
1. Heterogencity: Heterogeneity 1s applied to the network, computer hardware, operating system and
implementation of different developers. A key component of the heterogeneous distrbuted svstem

client-server environment 1s middleware.

I

Openness: The openness of the distributed system is determined primarily by the degree to which
new resource-sharing services can be made available to the users. Open systems are characterized by
the fact that their key interfaces are published. 1t 1s based on a uniform communication mechanism

and published interface for access to shared resources. It can be constructed from heterogeneous

hardware and software.

3. Sealability: Scalability of the svstem should remain efficient even with a significant increase in the

number ol users and resources L"L"l!'l'lli.‘h"tli'{.'l.

4. Security: Security of information system has three components Confidentially, integnty and
avarlability, Eneryption protects shared resources, keeps sensitive information secrets when

transmitted.

© PHOTOCOPY SEWA  @Er. Shulav Parajuli ©Er. Aashish Aryal

32



4 the software program. It may produce

: ; . . in hardware an ’
5. Failure Handling: When some faults occur 1n - ended computation so

the
incorrect results or they may stop before they have completed

is case.

' uld implemented to handle th o
corrective measures should 1mp ki RE——

is di in distri set
Failure handling is difficult in distributed systems becau
components fail while others continue to funchion.
y that several clients wi

6. Concurrency: There is a possibilit _
on the same resources, 1.

the same time. Multiple users make requests

s l' [-
resource must be safe in a concurrent environmen o men
i 8 urren i
distributed system must ensure that it operates correctly in a conc

7. Transparency: Transparency ensures that

entity by the users or the application pr

which is cooperating. The user should be unaware

transferring from a local machine to a remote one should be transparent.

(Q2) Define the distributed objects and explain communication between distributed systems.

Ans:

In distributed computing, distributed objects are objects (in the sense of object-oriented programming) that
are distributed across different address spaces, either in different processes on the same computer, or even

in multiple computers connected via a network, but which work together by sharing data and invoking,

Second part,

In details, the communication consists of several steps:

1. caller calls a local procedure implemented by the stub
5 :
2. stub marshalls call type and the Input arguments into a request message

3. client stub sends th ; -
e message over the network to the server and blocks the current execution thread

4. server skeleton receives the request message from the network

5. skeleton unpacks

. call type from :
Yp the request message and looks up the procedure on the called objec

6. skeleton unmarshallspruccduremgmﬂm A GULIC

7. skeleton executes the procedure on the caljed object

8. called object performs a computation and retyrys the result
_ su

|| attempt to access a shared resource 4
e read, write, and update. Eacy,

Any object that represents a shared resource ,

the distributes system should be perceived as a sing]e
oerammers rather than the collection of autonomous systems,
(=4

of where the services are located and the

9. skeleton packs the output arguments into a response message
10.skeleton sends the message over the network back to the client
| 1.client stub receives the response message from the network
12.stub unpacks output arguments from the message

13.stub passes output arguments to the caller, releases execution thread and caller then continues in

execution

— 8
Machine A Machine B
Caller
Stub
= !
“l Network

Q 3) Deline distributed file system. Point out difference between stateless and stateful services.

A Distributed File System (DFS) as the name suggests, s a file system that is distnibuted on multiple

file servers or multiple locations. It allows programs to access or store 1solated files as they do with the

local ones, allowing programmers to access files from any network or computer.

Lhe main purpose of the Distnibuted File System (DFS) 1s to allows users of physically distnbuted
systems 1o share their data and resources by using a Common File System. A collection of workstations
and mamtrames connected by a 1ocal Area Network (LAN) 1s a configuration on Distnbuted File
System. A DES 1s executed as a part of the operating system. In DFS. a namespace is created. and this

process s transparent for the chients

Second part,

57
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TN o AL o S —

e
E—
ES _-— — = e e E———

Stateless Stateful

' ired Client Dbject
. | pver is requit ] J .'“'Pl'!rlmntntl%
In stateless, the server isnotre- 10 stateful, the s€ ; nheﬂtul‘- . .
. . inm aboul U
quired to retain the information ~ Keep IT@LT“MN -
= hite te and-sessiOtl
about the state. | rent Statt | — | —— | O
' Interiac . am lnplementati
amic 1DL ORB L pleme Q
l' h Repostory g:nam stubs | |interface|} > eioton || Skeleton | jobjecy A Repository,
<« ot easy to scale the .
It is easy to scale the ! B Adaptar
- architecture. ORB core
architecture. i
' In stateful, seTvel and client are
antareinde- | ; i e tightl | . . :
The server and client | not independent 1.., 1§ y {1e Basic Architecture of CORBA consists of following components:
pendent Le,, |dosely coupled. bound. |
' | Interface Repository:
l " Y ¥ " r . 5 %
it does not handles crashes well, It provides representation of lable objectintesfaces of all objects. 1t is used for dynamic invocation. It

t handles crashes well, soitis contains interface definitions for registered CORBA server components. Interfaces are represented in a

“metadata” format so that they can be discovered dynamically at run time.

easy to Testart a server after a so management of crashes 1s

crash. difficult. Implementation Repository:
I ' It stores implementation details for each ﬂgjw‘ (Mapping from server object name to filename
server’s design, architecture ! to implement service) The information stored may be OS5 specific.

Server’s design, architecture, |

and implementation is straight- . o _
¢ l and unplementanun H cumplex. Object Request Broker (ORB) core:

forward. |
1 : It provides mechanisms by which objects can interact with each other transpareatly. It carries out the
8 i request-reply protocol between client and server. It provides operations that enable process to be started
. and stopped and operations to convert between remote object references and strings. It's functions are:
Q 4) Explain the components in CORBA architecture with a diagram. +  TFind the object implementation for the request :
+  Prepare the object implementation to receive the request
Ans: :
+  Communicate the data making up the request
CORBA stands for Common Object Request Broker Architecture. It'is a standard defined by the Object *  Retrieve results of reques

Management Group(OMG) that enables software components written in multiple computer languages and : .
. | Static Invocation:
running on multiple computers to work together.

: It allows a client to invoke requests on an object whose compile time knowledge of server's interface
CORBA architecture: specification is known.

Dynamic Invocation:

' 59
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5 ile time knowledge of objecty
It allows a client 10 invoke requests on object without having ¢OMP

interface.

g funl:.‘lliﬂ['l are. :
ming language interfaces of the

Object Adapter: ’

- i d ORB. It
It is the interface between server object 1mplen'{entatmn an i
p objects and the p

. Bridges the gap between CORBA

servant classes. 1
CORBA objects

. Creates remoter object references for the 1 1
ant class via @ skeleto

. Dispaiches each RMIt0 the appropriate Serv
ame to itself and each object

n, and activates objects.

. Assigns aunique n

Skeletons (server) :

. 3 oygace.
An IDL compiler generates skeleton classes 10 the server’s languag

Client Proxies / Stubs:

It is generated by an [DL compiler in the client language. It lives in the client machine and pretends to be

remote object .
Q 5)Explain lamport’s logical clock with it;,pms and cons.
Ans

A Lamport logical clock isa numerical software counter value maintained in each process.
Conceptually, this logical clock can be thought of as a clock that only has meaning in relation (o messages
R a“*\:. moving between processes. When a process receives a message, it re-synchronizes its logical clock with
/) that sender.
Algorithm:

« Happened before relation(->): a -> b, means ‘a’ happened before *b’.

« Logical Clock: The criteria for the logical clocks are:

» [CI]: G ' i '
[C1]: Ci (a) < Ci(b), [ Ci -> Logical Clock, If ‘a’ happened before ‘b’, then time of *a’ Wil
be less than ‘b’ in a particular process. |
o [C2]: Ci(a) < C,(b .C i
)(b), [ Clock value of Cy(a) is less than Ci(b) ]

Implementation Rules[IR];
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IIRII: [fa-=b [*a’ happened before *b’ within the same process] then, Ci(b) =Ci(a) +d

(IR2]: Ci= max(Cy, tm + d) [If there’s more number of processes, then tm = value of Cy(a), C, = max

\-'HIUE hET.W-I':EI'I CJ ﬂr'l.d tin +d]

Lalnpnrt‘s clock has the advantage of requiring no changes in the behavior of the underlying protocol.

The disadvantage that clocks are entirely under the control of the logical-clock pm'toml and may as a

result make huge jumps when a message is received.

Q 6)Explain reliable multicast with its properties and an algorithm.

Reliable Multicast -

« Must have the following properties:

_ Integrity: A working process p in group g delivers m at most once. and m was multicast by some
working process —
- Agreement: If a working process delivers m then all other warking processes in group g will
deliver m -

« What is the point of having reliable multicast?

_ We ensure that one process can communicate with all others

_ Application programmer does not have to worry about 1t

Reliable multicast is the one in which the sending process s in the multicast group.
- Nodes may fail (by crashing)
« We will use one to one communication between processes
_ The communication is reliable (may be using suitable ack based protocol)

~ I both processes are alive, the message geis delivered. i.e. the network does not fail

» Note that these assumptions are necessary .
[f network and message delivery can fail, then there may be 2 sets of processes w ho never
communicate with each other

Thus message from one set will never reach the other.

© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal
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i ‘ ' ion/procedure : o
Reliable multicast use Bmulticast as functio . |
. ‘ rocess
« [mplement Rmulticast(g,m) and Rdeliver(m). | BroCess . —

Algorithm: | | | | - copy
 Initialization; Received={}

. p_.anulti-:ast[g,m]:

- p.Bmu]licast(g, m)

» Q.Bdeliver(m):
_ If m is not in Received: | e E
« Received = Received U {m} _ : : | ; | \
- : q.Bmulticast(g,m) ; yaoes
Mg £ g5 Distributed data store
« q.Rdeliver(m)

The key point is that q sends the message 0 other working nodes before it accepts the message and

} delivers to the interested application
| The various models are:

1)Continuous Consistency

Q 7)Specify data centric consistericy models and explain any one of them in detail. 2)Strict Consistency

3) Sequential Consistency

Consistency model: .- 4)Causal Consistency
* A consistency model is essentially fl contract between the snﬁ?vare and the memory. 5)FIFO Consistency
» Ifthe software agrees to obey certain rules, the memory promises to work correctly.
* Ifthe software violates these rules, correctness of memory operation is no longer guaranteed. 6)Weak Consistency

T)Release Consistency

o ' _ 8)Entry consistency

The general organization of a logical data store, physically distributed and replicated across T
multiple processes which is shown in'figure below:

Second part
FIFO Consistency

: - et . T ny, IﬂsuE'd bL'I'[
Writes done by a single process are seen by all other processes in the order in which they were 1

writes from different processes may be seen in a different order by different processes.
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Also called “PRAM Consistency” — Pipelined RAM.

which different processes see writes —

order in
Easy to implement _There are no guarantees about the

except those two or more writes from a sin

P1: W(x)a -

e Rie L - R(x)b R(x)a R(x)c

E: R)a R(X)b ‘R(x)c
Example:

A valid sequence of FIFO consistency events.

equence of events.

Note that nuﬁn: of the consistency models given s0 far would allow this s

Q 8)Why it is ﬁgcgsar}r to maintain transaction? What is deadlock and what are phantom deadlocks,

Distributed transactions are necessary when you need to quickly update related data that is spread

ACross mﬁilipie databases.

+ Transaction: specified by a client as a set of operations on objects to be performed as an indivisible
unit by the servers managed those objects.
+ Goal of transaction:
- ensure all the objects managed by a server remain in a consistent state when accessed
by multiple transactions and in the presence of server crashes.

- Maximize concurrency: transactions are allowed to execute concurrently if they
would have the same effect as a serial execution.

Transaction applies to recov i :
erable objects and intended t ' P,
transaction): o be atomic (atomic

Note: jects: obj I
e:Recoverable objects: nh_lectslcan be recovered after their server crashes

-

Atomic operations: ' .
| ' perations: operations that are free from interference from concurrent
operations being performed in the other threads

Trﬂnsaﬂtiﬂ“ prﬂp:ﬂiﬁs (ACID):

Atomicity- Transaction must be all or none

—

Consistency- Transaction of the system takes one consist to another consistent state.

Isolation -one process eould not hamper other

_  Durability — storing the transaction’s log report in non- volatile storage )

second part: -

A Blocked Process which can never be resolved unless there is some outside Intervention is deadlock.

For e.E-

In the fig below resource (reusable) R1 is requested by Process P1 but is held by Process P2.

R1

XN

P

There are 2 situation that cause deadlocks —

| — The lack of requested resource is one cause. Which is called the resource deadlock.

2 — The other type is caused due to communication, in which case the process waits for a certain message

before it can proceed, which is called communication deadlock.

Phantom deadlock:

In distributed deadlock detection, the delay in propagating local information mi
detection algorithms to il:ln:ntify deadlocks that do not really

deadlocks and they lead to unnecessary aborts.

ght cause the deadlock

exist. Such situations are called phantom
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mmunication delays
. gMS due to co
a DlEtﬂhUtEd D

Phantom Deadlock is a deadlock that occurs in In fact, it is not really a

ssary process abortions.

between different processes and leads to unnece

deadlock.

s with the help of an example.

s pccur
Now. let us understand how phantom deadlock oc

=

R1

Fig. — 01 (Wait-For-Graph)

The above diagram is a wait-for-graph for two processes - P1 and P2 respectively, You can also see

two resources R1 and R2. Process P1 holds the resource R2, and request for the resource R1. On the
other hand, Process P2 holds the resource R1. Currently, there is no-deadlock in the system.

© PHOTOCOPY SEWA ©Er. Shulav Ba.
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R1 | R2

Fig. — 02 {wait-Fur-Granhl

Now in the above diagram, you can see, process P1 releases resource R2 and process P2 has requested

resource R2. In practical scenarios, P1 will send a release message, and P2 will send a request message
for resource R2 to the centralized system.

Mow, assume the case where the resource request message has arrived for resource R2 first. On the other
hand, the release message has not yet arrived for the resource R2. In such a case, the deadlock detection
algorithm will treat it as a deadlock and will unnecessarily abort some procésses to break this deadlock.
But in actual, there is no such deadlock.

Q 9) what is fault tolerance? Explain the different types of fault that may occur in a distributed

system,

Fault Tolerance simply means a system's ability to continue operating uninterrupted despite the failure of

one or more of its components. This is true whether it 1s a computer system, a cloud cluster, a network, or

something else.

Fault tolerance is a ﬁrc}tess' that enables an operating system to respond to a failure in hardware or software.
This fault-tolerance definition refers to the system's ability to continue operating despite failures of

malfunctions,
10ns 3
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: g m are:
The different types of fault that may occur in distributed syste

- Node (hardware) fault: Its Caller (client process) Callee (Server process)
Program (software) fau ! waling for
\ request
- Communication faults : ng for req
- Timing faults Request message . :
’ (contains remote '
+ procedure’s parameter) ¢
Call procedureg :
' start procedure execution
10)Write short notes on: .:
1) waiting for reply :
; ] Procedure executes
a)RPC:. ..
request to another progr '
(RPC)is a communication technology that is used by on¢ proess i functi 1[1:i - : / + Send reply
; ? ils. A function ca . ' .
for utilizing its service on a network without even knowing the network’s details ora Resume execution Reply message :
. ( call. : ' contains result of s wal '
subroutine call are other terms for a procedure cal L{ orirdatoret W .: waiting for next request
Advantages of RPC: '..
5 saeans ¥ Remote procedure call model '
: e i f network communication 1s hidden from th P
1. RPC provides abstraction 1.€ message-passing nature 0 e
user.

-

2. RPC often omits many of the protocol layers to improve performance. Even a small performance

b} Monolithic and micro kernel:
Lk;, improvement is umportant because a program may invoke RPCs often.
e A monolithic kernel is an operating system architecture where the entire operating system is working in
i 3. RPC enables the usage of the applications in the distributed environment, not only in the local kemel space. The monolithic model differs from other operating system architectures, such as the
Z" . microkernel architecture, in that it alone defines a high-level virtual interface over computer hardware.
= environment.

A set of primitives or system calls implement all operating system services such as process management.
4. With RPC code re-writing / re-developing effort is minimized. concurrency, and memory management. Device drivers can be added to the kemel as modules.

5. Process-oriented and thread oriented models supported by RPC. Here are the following advantages of 2 monolithic kernel, such as:

o The execution of the monolithic kernel is quite fast as the services such as memory management.

file management, process scheduling, etc., are implemented under the same address space.

o A process runs completely in single address space in the monolithic kemel.

The monolithic kernel is a static singlé binary file.

Here are some disadvantages of the monolithic kernel, such as:

o Ifany service fails in the monolithic kernel, it leads to the failure of the entire 8 stem.
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- L

plement an operating systen,. T
!

Microkernel : i
; : correctly it

IS rﬂqmslfﬂz': b Eripmccss communication.

an

A microkernel is the mini
includes memory, process

mum software that
scheduling mechanisms

rchitecture of amicro

kernel is 85 follows —

A diagram that dﬂl‘l‘lﬂl‘lﬁl‘l‘ﬂtﬂshthﬁ a

Ualx
DarvicE
mﬂwpmcﬁl‘“ Oriver Sarves
/_____———*
,m:::.uﬂbﬂ
Basic Inter ProCas C ry

scheduling [

Hardwan

Microksmel Based Operating System

mel contains basic req

In the above diagram, the microke _
ommunication. The on

kernel mode is the microkernel.

mode and run in the user mo
inlerprocess communication etc.

de. These functions may

' Some of the benefits of microkernels are —

etc. as required. This can be done without even touching the kernel.

+ Microkemels are quite secure as only those components are included that would disrupt th

functionality of the system otherwise.

« Microkemels contai oo ' _
els contain fewer system crashes as compared to monolithic systems. Also, the crashes

" : .
at do occur can be handled quite easily due to the modular structure of microkernels.

operating ®

with.

1

uirements such as memory, process scheduling
mechanisms and basic Interprocess ¢ ly software executing at the privileged level i,
The other functions of the operating system are removed from. the kem

be device drivers, file servers, applicatio

. ions on 1 1
ystem functions on 1ts own. More advanced functions are handled by servers that it imerfaﬁﬁ

g system eall provides:for- Bo smynchrovis message passing and request-reply style

The Mach ™m®
interactions which makes it extremely complicated. We shall give only an overview of its semantics

ransparent multiprocessing — Avoiding issues in BSD. -

protectéd message passing —

Better than Unix message messaging.

. wextensible” Microkernel

» Multiple levels of operating system

Other O/S’s implemt:ntr:::_l as “applications” = Basis for NeXT O/S, Mac X O'S, OSF/1

Microkernels are modular and the different modules can be replaced, reloaded, modified, change

Mach is a microkern ' 0 f
el designed t i
g be the core of a distributed UNIX-like system. It communicates ¥
\ _ municates

sending messages dire
ctly betw : :
y een different applications vig ports and handl v il (b
andics only the most ©
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2075 Chaitrd

1y distributed system is pr eferred over centralized system? Explain the layers of

Distrihutﬂd systems have an advantage over centralized systems in terms of network speed, since as

. eormiation 1S Not stored 1n a central location, a bottleneck is less likely, in which the number of people
the 1n

mpting to access 4 server is larger than it can support, causing waiting times and slowing.
Attemp

dvantages of Distributed Systems over Centralized Systems:
Adv

Economics: Microprocessors offer a better price/performance than mainframes

c

Speed: A distributed system may have more total computing power than a mainframe
Inherent distribution: Some applications involve spatially separated machines

Reliability: Cun-‘lputing power can be added in small increments

. Transparency deals with how to achieve the single-system image, i.e how to make a collection of
computers appear as a single computer.

+  Hiding all the distribution from the users as well as the application programs can be achieved at two

levels:
— hide the distribution from users

= Atalower level, make the system look transparent to programs.

Forms of Transparency in a Distributed System are:

| Tran sparency Description

Hide differences in data representation and how a resource

Access :
15 accessed

I Migration

Location Hide where a resource is located

Hide that a resource may move to another location or is
migrated to newer version

Hide that a resource may be moved 1o another location

| Relocation il
while in use

Replication Hide that a resource may be shared by several competitive l
users

© PHOTOCOPY SEWA ° ©Er. Shulav Parajuli ©Er. Aashish Aryal
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R

: itive
eral compet!
Hide that a resource may be shaﬂ‘.‘d by o _#___.__J_,_.__-———— S el
Concurrency
. USers o il RPC iy
ﬂsuurcf.‘ - L
Failure Hide the failure and rm\rer}'ﬂfﬂ/— R
on disk C is a library and OS dependent
ide whether a (software) resource i I s 1 Eﬂ;tfﬂrm. : ; ' Whereas it is a java platform
istence Hide wne / d .
Persis i |
: RMI supports object-or d
; ; d ; ; : ) riente
Pra RPC and RML. 7. RPC supports procedural programming. programming.
Q 2) What do you mean by RMI software? Eamph= e
_ RPC is less efficient in comparison of

- on) is a way that a programmer. using the Java programming language gy; | 3 | RML While RMI is more efficient than RPC. \]

te Methed Invocation) 15 2 i .ch objects on different compyt.. —— |
R (ffemo n write nbj:ct-uriemcd programming 1f which 00) Putey,

; t, ca . |

development environmen . 4. RPC creates more overhead.
can interact in a distributed network. o

While it creates less overhead than RPC. \|

ad
|

|
The parameters which are passed in

S | : |
: While in RMIL objects are passed as |
5. RPC are ordinary or normal data. parameter. - : |
!
|
6. RPC is the older version of RMIL While it is the successor version of RPC. |
There i1s high Provision of ease of | While there 1s low Provision of ease of 'I
7. programining in RPC. programming in RML |
8. RPC does not provide any security. While it provides client level security. .
While it's development cost is fair or |
& [t"s development cost 1s huge. reasonable. |
- |
T Network connection | .
£1ransport Layerg, There is a huge problem of versioning in | While there 1s possible versioning using |
" by i - o e A -
v I R 10. RPC. RDMI |
! i i
. ; |
There is multiple codes are needed for | While there is multiple codes are not |
' 11. simple application in RPC. needed for simple application in RML
Second part, = = - -
74
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oy

: ibe the aFt
Q 3)Compare stateful and stateless service. Descri

pitecture and operation of SUNNFg "
i

Stateful Stateless
ters
Parame
its services.
ations Open, Read, Write, Seek, Close Read, Write
c
Ans: 7.0p
Grateless
Parameters Stateful
NP,
Lo AStal cless server keeps no state info aunln gecond part,
ember clien e - = 1 :
1. State A Stateful sgmﬂfﬂ;ﬂﬂmmqueﬂ to the The earliest successful distributed system could be attributed to Sun Microsystems, which developed the
e : ;
data (stalc) - tem (NFS). NFSv2 was the standard protocol followed for many years. designed with the
- next. Network File System e _
‘ | of simple and fast server crash recovery. This goal is of utmost importance in multi-client and single
gﬂﬂ . _ oy
er 1 shtforward to code ) : itectures because a single instant of server crash means that all chients are un-
< harder to code Stateless server 1s stralg Sﬂn,ﬂr.ha:.cd network archi 4 :
7. Stateful server 1s na <erviced. The entire system goes down.
Programming
: ation needs to be provided
: More Because clients do not have Less because inform Client Server
nc ; - ;
S to provide full file information ] | |
E—— : : erform an '
i "':*-i;* every time they P System call layer l \ ||
ration :
1 L | | | |
é. 1 | |i [ | -
i | o P . | | 'l Virrual file system layer l
W ; : f] failure. Becausc there1s Virtual file system layer | | *
4.Crash Difficult due to loss of Can easily re::nvcrh rom lai z ' R ' — l II 'rI a |
: . - st be restore ' .
recovery information no state that must A | . = r — | |
| | - . OC 3
Local 5. | l NFS client | li | I| NES ier'--it ]1 ; . —
T | | | |
L | | | '
5.Information ~ Using a Stateful, file server, the Using a stateless file server, the client must, o ~~ [ | | \3-:.:; imr-u:hemll'
transfer client can send less data with each specify complete file names in cach request == e i[ MSG 1o server | | B s )
request Hpﬂﬁif}"l Iucﬂ!inn for reading or wrniting re __‘ljf-.ul disk | 1 _l | II |
authenticate for cach request. L : \ II
I
o o - Network
6.Extra Slt*atcful servers can  also ﬂf_ﬁtr It does not have to implement the state
BeIVICeS clients extra services such as file accounting associated with *opening, closing.
Imr:kmg, and remember read and and locking of files.
wnte positions
Architecture:
76

© PHOTOCOPY SEWA  ©Fr. Shulav Paraiuli

© h s ish Aryal
© PH DTGCDFY SEWA ©Er. S U1U.'h‘ Fﬂ‘ﬂ!ﬂh Lol S Aﬂﬁhﬁr
CiFr )

Armel®al & — . _.%



e L

. or Common Object Reques
rands ¢ C | cquest Broker Architecture. It is a standard defined by the Object

Hasic Desiitn
. ¢ sl

- ne sCT L A
e A oo conatats of three maor pieces: U CORB
e NES din comuists of three ) ;roup(OMG) that en:

. up 1) that enables - :
\(anagement Groupl g soltware components written in multiple computer languages and -

muil!]ﬂf compulers 1o work lﬂ_ufnwL ) ;l

; - -edures. their ;
terms of 8 set ol pn'n.n’:_d r h.E" argumg,,  nning o7
ed 1D ~ chat is. the client applhication blog,

NS 'r']'#.}'lf:'l.--1
a
kes RPC very €asy to use ,_ L-URH-’\ qrehitecture:

| The WIS prot

NES e d staleless protx o :
anyd T alis wnid ther efted Remote pit = the resul
gt the serser b omplsted the call and retumi |
II-.!. bhi [ bank ¥ LU St . : £ N L;,l z Lli
under Lind becaire helhaw ey ke A local procedufe
Client
Mhe Scrver uide Py bject Implementatio
I ¥ kb » i
s : yst commit any muodi 1ed dat-
when servicing an NI'S request I r'r‘I! vers is that requests la | ¥ T
Beoause the NI S servel 13 stateless, [he 1mphication for UNIX Dgsit = n. I Wiy,
¢ - - Al F -
results & before returming from the ca or example, oy,

o hetoic retuTming |
¢ flush all m ocks and the block containing ,

1 hock, but also an
we been il el

odified data to dis
y Mo

slahle alovag
modhifly the Lilesysiem s
wnile rn:qun', nod ondy the dal
inisde muxt be iushod il they hs

lified inchrect b

Dynamic
Skeleton| | Skeleton | 1Object

sides an interface 10 NFS which s transparent 1o applicationg
method of locating remote files that dog

we had to usc a L
d remote file access methods use pathnames like
nsparent access since ex1sting

1 he L hient side

won of the chent sidle pre
e Niles work
LINIX hase
This does not allow real tra

[he Ser implementa
[ Miang rranapasent
oo (he stMECTUre

access o remol
of path names. Some

nool Jhang A
(o pame remole files.

: . host pait F ol j‘-ﬂh A
P peprpens (hof parse pathnames have 1o be modilied.
¥
O 4) Compare heterogenous and homogenous distributed system. Explain the CORBA architecturt
and its services.
. The Basic Architecture of CORBA consists of following components:
It 1 homogenous distributed system. each database is an Oracle database.
: _ Interface Repository:
Homogencous systems are much easier to design and manage.
[his approach provides | tal 1 Kiow the additi It provides representation of available object interfaces of all objects. It is used for dynamic invocation. It
s approach provides incremental growti, ng : ' 1stri il B : e . ; . S - :
casy, and alfo Credse - - i e il Sk t? tne distnbumd .SFSE contains interface definitions for registered CORBA server components. [nterfaces are represented in 2
asy, and allows mcreased performance by exploiting the parallel processing capability of muluple sites. ‘ _ IS ;
“metadata” format so that they can be discovered dynamically at run time.
In a heterogeneous distributed system, at least one of the databases is a non-Oracle database |
Heterogeneous system usually res hen indivi : ~ - ' ilory:
S O - sults when individual sites have implemented their own database i Implementation Repository:
integration 1s considered at a later stage. i
a i a = . . 2 ﬂ 1
S d It stores implementation details for each objects interfaces. (Mapping from server object name
{:I:L}n; L:i”‘ " B a ' -
| to implement service) The information stored may be OS specific.
| 79
" ish Aryal
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~ t Broker (ORB) core: ‘ !
Object Request Broker ( ) cor cansparently. It carries o the

hat enable process tc.:n be stary, q
rings. It's functions are.

. her
=l - . . . t “”[h l:HCh ot
['l:l'ﬂdﬁ lﬂe-':hﬂn'lﬁms b Whlﬂh objects can interac ; :

It p Y ] - [t provi les ﬂp.e]'.ﬂ[lﬂlls t

request-reply protocol between client and serv biect references and st
and stopped and operations to convert between remote 00

. Find the object implementation for the request
: I uest
+  Prepare the object implementation to receive the red

. Communicate the data making up the request

« Retrieve results of request

Static Invocation: knowledge of server's interface

- P e CcOoIm ilﬂ.timﬂ
It allows a client to invoke requests on an object whos ;

specification is known.

Dynamic Invocation: _ |
It all client to invoke requests on object without having compile time knowledge of object's
t allows a cll

interface.

Object Adapter:

ect implementation and ORB. Its function are:

It is the interface between server obj : ;
RBA objects and the programming language interfaces of the

. Bridges the gap between CO

servant classes. .
. Creates remoter object references for the CORBA objects

+  Dispatches each RMI to the appropriate servant class via a skeleton and activates objects.

»  Assigns a unique name to itself and each object

Skeletons (server):

An IDL compiler generates skeleton classes in the server’s language.

Client Proxies / Stubs:

It is gencrated by an IDL compiler in the client langua

remote object. ge. It lives in the client machine and pretends to be

CORBA SERVICES

80
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s clients to find and locate objects based On name
. ;

(rading STV

It llows clients © find and locate objects based on their properties

Nul.iﬁr:ﬂtiﬂn service

tallows objects to notify other objects that some event has Seoured

Tmnsactinn Service

it allows atomic transactions and rollback on failures,

Security Service

It protects components from unauthorized access or users.

Concurrency control service

It provides a lock manager that ca7. Life cycle servicen obtain and free locks for transactions t
manage CONCUITent transactions. -

Life cycle service

It defines conventions tor creating, deleting, copying and moving CORBA objects.

Time service

It provides interfaces for synchronizing time.

E o)List 1““' problems with Lamport clock with example. How the vector clock is beneficial than
amport’s clock? Explain with implementation rules of vector clock.

]_"] L = 1 L | ! |

i : q};lnnh logical clocks lead to a situation where all events in a distributed system are totally ordered. That

hl. 1 -l.:‘\-h . ". 1 ' 1 i - . . " - L

: * , then we can say C (a)<C (b).Unfortunately, with Lamport's clocks, nothing can he said about
1€ actual time of a and b.

81
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\ N,
Lot us demonstrate it through the example beloy

almorthm work
LEnd l.i“'k 'J'l.””
[l";' '\-EL

w does
H | the « lo: ks arc &6 \n zero
i '
i |ﬂ1t|.t||‘9
Limitaton: S—— y time. an Intcrnal event ocourt In a process the volue f the processes’ ogical c.ack i the
. < C(b) -= ' | wer ;
1Fg-= lhﬂl.'l C[ﬂ'.l C[ : . i e~ ',-_".I. Ny I
. Incaseof [IR1},ifa->b, not be true. tor 1s INCTEMED
1 [Tl y ELLE
: ~ May be fruc +
. Cla) < CLb) - M B T T e enia
. In case of [IR2), if a->b, then C{ i, vty MmE R R ends a metsage, the v2.33 1 the 77 oiooiz; logiea. tluth m the vector is
i FE
1rn:1'::'fﬂf-"”ELL by |
»q5 FECEIYES 2 ME3ags. the va 2 ~f the ~— .- szl chock i~ the 2300 &
Even nme. a proeess Fecelves a - e - Wik LT IAC
ver} widd MCECONET; €22 Lot (e AT Tk b moy g thenzine B T
: .Tcmc""lt-.:ﬂi h"."' I = d. ~
Ine y Ly and *ir= valus e LIStOr T ERE Toos i 2 Py N e A
'P'l‘ L o I it afins
Pl ‘* own
11’ le
& | I"i.mp T
| & 1 - W \\- I 1 o L Y [ l"': il
i . I ' - -
{Lmul-.j:.'r ap
3 - L1
3 i - o L”H
P2 ell exe
' o
: | 2.2 Of noo ALt L4
. e @ o — ¢ —©
B3 oy EI: #33 ¥
'Y . _— A =
- = - - 1 ‘
aGace = » b .__ iz
. e @ o
4 > 2 .. ® 1 2
-
! D . —
-, - =
¥ '-':"HT
Vector Clocks represent an extension of Lamport Tim ovtorpy oo | ® -
conststency condition which (additionz!!y 1o the o7k o wepey 5 , °
clock comes before another's, then that ever ¢ o e re e 2 e « g ALY
Vector Clock is an algorithm that generatos par' oo o (- ‘
a distributed system. These clocks expand on Soolor 1y
distributed system, they detect whether a cortnbuted e -1 |
system
Ez e ,-_EI-:. bl .l‘lil::
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: ' r clocks are

. which the vecto upd

S mechanism In Pdateq ,
I

depicts the veclor clock
¢ how the va

The above example e sent i
lues of vectors are sent in hﬂh‘v'_eén

execution of internal ev

processes (P1, P2, P3).

ents, the arrows indicat

ual exclusion in distributed sytem? Explain wity, G
| Y

Q 6)How the token system Works for mut

based algorithm.

Jusion in distributed gystem :

Token Based System works for mutual €xe

. A unique token I8 shared among all the Sites.

ed to enter its critical section

. If asite possesses the unique token, it is allow

iti ction.
+  This approach uses sequence qumber to order requests for the critical section

« Each requests for critical section contains @ SEquUENce number. This sequence number is useq "

distinguish old and current requests.

. This approach insures Mutual exclusion as the token is unique. '

Second part,
Token ring algorithm

When any process notice that the coordinator is not functioning, it builds an ELECTION MESSAG
containing its own process number and sends the message to 1ts SUCCessor. E

Example:

.
™
a
\ -
" rl
L) -
| ./‘..II
-..o

Token Rimg Election Algorithm: Sepo

Token Ring Election Alparithen: Step L

© PHOTOCOPY SEW
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Token Ring Election Algorithm: Step6
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Tokem Ring Election Algorithm: Sep¥

¥ i
T “ul
T =
J Sy - " ¥
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=
i
1 r
* L ¥
¢
i s
¥ -
L ]
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a r
&
%
~
-
.
"
A
A
B

Token Ring Election Algorithm: Siep 10

4 iy el

Step 0: We start with 6 processes, connected in 2 logical ring. Process 6 is the leader, as it nas the highes
tep 0:

number.

Step 1: Process 6 fails. : ; e i
Str:g 7- Process 3 notices that Process 6 does not respond. So It starts an election, sending a messag

containing its id to the next node in the ring. |
Step 3: Process 3 passes the message on, adding its own id to the message.

Step 4: Process 0 passes the message on, adding its own 1d to the message.
Step 5: Process | passes the message on, adding its own id to the message.
Step 6: Process 4 passes the message on, adding its own id to the message.
Step _?: f-’.’l}cn Pru_r:ﬁs 3 It?EEiYES the message back, it knows the message has gone around the ring, s i'_f
own id is in the list. Picking the highest id in the list, it starts the coordinator message “5 is the leades
around the ring.

Step 8: Process 5 passes on the coordinator message. )

Step 9: Process () passes on the coordinator message

8é
@pnqrmcw SEWA  @Er. Shylqy Parajuli @ Aashish Arval

0: Process

s B

ocess 3 receives the coordinator message and stops it

© PHOTOCOPY SEWA
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| passes on the coordinator message. Process 4 passes on the coordinator message.
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que in distributed system? EXplain the o
Ly
3

sic scaling techni

as ba
d disadvantages:

cation is used

Q 7) How repli
1 with its advantages an

replication mode |
ot as to ensure consistency between

avolves sharing info

rdware components; Y: fault-tolerance, or amﬂssihility

Replication in computing i il
to improve reliabilit

resources, such as software or ha

It is used as it has following features:
use another Protect
a W
Eﬁln!ﬂ

It creases the reliability of a system. If one replica 1 ugavarlablt or crashes,
corrupted data

It improves the performance of a system.

Second part.

such as partitiuned networks

Where update volume or other factors

replica at the same time,

passive replication may be unsuitable.

ring fault tolerance alone without

In this case, we are still conside
model also has a high overhead.

© PHO
PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Fr. Aashish Aryal

demand updates to more than
_upC an_op

performance enhancement, as thi

re ]iﬂﬂt:l on steps-

| quuesl: front end attaches unique ID to request and
: : . an ;
Eront €0 dis ssumed to fail only by crashing, multicasts (totally ordered, reliable) to Ms
. ation: every correct RM receiv :
¢ B Cgﬂ]‘di C5.Tequest in same t
otal order.
3 Execution: every RM executes the request.
4. Coordination: (not required due to multicast)
. onse: each RM sends
5. Respons . response to front end, which manage
assumptions and multicast algorithm. ages responses depending on failure
Active replication is the preferable choice when dealing with real time systems th .
_ : at require quick
even under the presence of faults or with systems that must handle byzantine faul e
¥ aults.
Disadvantage.
The big disadvantage for active replication | : : .
P is that in practice most of the real world servers are non-

dete:ministic.

Q8 Compare nested and distributed transactions. Explain the two-phase commit protocol of
0

handling distributed transactions.

have sub transactions. For example. the Pay Loan from

tions Debit Checking and Pay Loan. Like ordinary ~flat”

In nested transactions, each transaction can
Start. Commit, and Abort operalions.

Checking transaction can have two sub transac
(i.e., non-nested) transactions, sub transactions are bracketed by the

A distributed transaction i . :
tributed transaction includes one or more statements that, ‘ndividually or as a group. update data on

two or more distinct nodes of a distributed database.
queue that supplies mMessages for

a single source
_DUI jobs demonstrate

and DﬂTran::atti-an}Links
input link processing.

1 distributed transaction job includes
Transaction3Links TUD
ibuted Transaction

A simple example of
a single database update. The'Do
the effect of different ordering of Distr

BY
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:]"1,1,r-u‘ph.!15£? Commil i
commit protocols. The steps performeg i " _antirie Generals Problem is a game theory problem, whicy, p
¥

Two-phase commit reduces the vulnerability of one-phase escribes the difficulty decentralized

ving at consensus withouy
two phases are as follows — mving t

in a relyin
qye 10 Ying on a trusted ¢

entral party. In a network where no

Phase 1: Prepare Phase “DONE” e
leted its transactiom, It sends a “DONE" message ¢ the “

o After each slave has locally comp
as received “DONE” message from all slaves, it sy, &
3

controlling site. When the controlling site h
id to be k-fault tolerant if it can withstand k faults

(1Y L) ES. s
Prepare” message to the slav A syste m is sa
. : ts to commit, j
« The slaves vote on whether they still want to commit or not. If a slave wants to Lt Sends , colerant A system is k fault tolerant if it can haye k faul
_ fault auity components and stil| i
“Ready” message. - k . Stll meet 1ts
; cciﬁ;atiﬂﬂs-

i : " 15 ma
« A slave that does not want to commit sends a “Not Ready”™ message. This may happen whep, the

. = . : il
slave has conflicting concurrent transactions Of there is a timeoult. gilent Fa

: . 7k +1 components are nee
Phase 2: Commit/Abort Phase B}rzﬂﬂlme Failure P ded, so that the k +1 non-faulty components can outvote the k

«  After the controlling site has received “Ready It is unlikely that k components will fail, but k + |

» . - onents. . ; %
message from all the slaves faulty comP will not fail. A large-scale failure is

not always predictable_

o The controlling site sénds a “Global Commit” message to the slaves.

o The slaves apply the transaction and send 2 “Commit ACK™ message to the controlling site. Four constituent principle of the k- fault tolerance approach have been identified:
(1) error detection.

o When the controlling site receives “Commit ACK”™ message from all the slaves, it considers (ii) (i1) damage assessment.

| (ili)  (ii1)error recovery.

the transaction as committed. _
(iv) (iv) fault treatment and comtinued system service.

e After the cﬁntmlling site has received the first “Not Ready” message from any slave —
o The controlling site sends a “Global Abort” message to the slaves.
o The slaves abort the transaction and send a “Abort ACK” message to the controlling site. 10) write short notes:

o When the controlling site receives “Abort ACK” message from all the slaves, it considers a) Reliable Group Communication:

the transaction as aborted. -
' »  When a group is static and processes do not fail

* Reliable communication = deliver the message to all group members

Q 9) what do you learn from Byzantine general problems? Explain the basic principle of k-faul ~  Any order delivery

tolerant.
= Ordered delivery

ﬁThE tEm] tﬂkﬂs its Uamﬁ ﬁ'ﬂ 1 hE ﬂ [:'u".ll“ S TR Hﬂ"\ 1 ﬂ d '“ hu[i o
: m an i‘:l“ ﬂ.[}' ﬂ'lE: "E}I‘Eﬂ ne [ . " ¥ SE'I nn oce | | | o
eg ¥ . []l] g n'ﬂral."s p[’ﬂblﬂm " dE "E'Iﬂp':d [ﬂ d'-.‘.." 1 1 i.l:ﬂtlml hﬂt'ﬂ"LLH t“i"D p[ S5CS " i: I y: 3 i 1 | h

communicate with

atﬂ-slrﬂ ] = 1 "

such as code or : .
: : or a file, between the processes. Wh
concerted strategy, but some of these actors are unreliable S, ety i

multiple processes at once, it is called Group Communication.
90 ) , o1
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ees a form of atomicity in that the messages are receiyeg

o of them. Since the overhead in enforcing the h-‘-'q.

ﬁrﬂtr :

&,

communication guaran

f the group or by non o
provides two types of message transmission: ope E"‘iranq

 to all members of a group, and the other Buarangeq,

itrary order. The message-ordering property cap b, ._u:ﬂh

rocessing algorithms. The mechanism can Survive 4

- The reliable grouP
embers O

gperational ™ ‘
al, the mechanism

messages 1S nontrivi
! e
delivery of the messages 10 thg same ord

atomicity with messages delivered in some arb
simplify distributed database and distributed p

process, host

4
It

and communication failures.

b) Distributed deadlock:
when distributed transactions or concurrency control are uijjye,
i

Distributed deadlocks can occur | '
d technique like edge chasing or by creatiy
81

dentified via a distribute

distributed systems. It may be I
ocal wait-for graphs at a deadlock detector.

global wait-for graph (WFG) from |
Approaches to detect deadlock in the distributed system

Various approaches to detect the deadlock in the distn’hyted system are as follows:

1. Centralized Approach

Only one resource is responsible for detecting deadlock in the cehtralized method, and it is simple and ez
to use. Still. the disadvantages include excessive workload on a single node and single-point failute (jz
the entire system is dependent on one node, and if that node fails, the entire system crashes), making th,

system less reliable.

2. Hierarchical Approach

In a distributed system, it is the integration of both centralized and distributed approaches to deadlock
_ detection. In this strategy, a single node handles a set of selected nodes or clusters of nodes that arein

charge of deadlock detection.

3. Distributed‘Approach

In the distributed technique, various nodes work to detect deadlocks. There is no single point of failure

the wnrk_!ﬂad is equa]Iy spread among all nodes. It also helps to increase the speed of deadlock detection.

Deadlock Handling Strategies

Various deadlock handling strategies in the distributed system are as follows:

1. Th ' '
ere are mainly three approaches to handling deadlocks: ‘deadlock prevention, deadlock avoidan®

and ﬁeadll::-ck detection.

© PHOTOCOPY SEWA  ©Fr. Shulay Pearrin
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: becomes g i

gandling deadlock i AR Enmplﬂ‘ n distributed Systems since no site has complete
S prese < ; '

kﬂnwltdgﬂ of the sys present state and every Inter-site communication entails a limited and

unprgdiﬂtable latency.
Pﬂmﬁng Symiam TS the deadlock Jef'”"”‘l'i‘!flﬂt?nt:.«*. method to determine whether the system is in a

0

3, A% - |
te. The process must i :

’ nform the operating system of the maximum number of

safe of unsafe sta
and a process may request to complete its execution,

rﬂsﬂ-UTEEE:
peadlocks preventions are commonly accomplished by implementing a process to acquire all of the

4. Tl
essential resources at the same time before starting execution or by preempting a process that

has the resource.

already ,
5. In distributed systems, this method is highly inefficient and impractical,

) Forward and backward recovery in distributed system:
C i
Forward recovery - the continuation of the currently execute process from some further point with
compensation for the corrupted and missed data. The assumptions: The precise error conditions that caused
the detection and the resulting damage can be accurately assessed. The errors in the process (system) state
an be removed The process (system) can move forward Example: exception handling and recovery

Backward recovery - the current process is rolled back to a certain, error-free, point and re-executes the
| -:nrrupte-:f part of the process thus continuing the same requested service.

The assumptions:

The nature of faults cannot be foreseen and errors in the process (system) state cannot be removed without

re-executing.
" The process '{system} state can be restored to a previous error-free state of the process (system).

terminology:
Checkpointing: periodically saving state of system
Logging: saving changes made to system state

Recovery point: the point to which we recover in case of
Difference between(extra)

$3
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ey stem? Explai
. ine distributed system= Explain Transparency Properties of Distributed System

; lains [ ~
s distributed system CORAInS multiple nodes that are Physically separate but linked mé:ther using the

; in this system i :
ngtwﬂ'rk' All the nodes in this sy communicate with each other and handie processes in tandem. Each

f these nodes contains a small part of the distributed operating system software
P :

Types of Distti buted Systems
yp= =
Client/Server Systems

. PeertoPeer Systems

gome advantages of Distributed Systems are as follows —

., All the nodes in the distributed system are connected to each other. So nodes can casily share data
with other nodes.

. More nodes can easily be added to the distributed system i.e. it can be scaled as required.

. Failure of one node does not lead to the failure of the entire distributed system. Other nodes can still
communicate with each other.

. Resources like printers can be shared with multiple nodes rather than being restricted to just one.

Some disadvantages of Distributed Systems are as follows —

« It is difficult to provide adequate security in distributed systems because the nodes as well as the

connections need to be secured.
« Some messages and data can be lost in the network while moving from one node to another.

« The database connected to the distributed systems is quite complicated and difficult to handle as

compared to a single user system.

+ Overloading may occur in the network if all the nodes of the distributed system try to send data at

once.

Second part

- ; 3 istri /stem so
Transparency “is the concealment from the user of the separation of components of a distributed sys

. _ - : - aspecls
that the system is perceived as a whole”. Transparency n distributed systems is applied at several asp

such as:

95
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?6.

ould be done with same

ess to the resources sh ﬂfﬂ;,n%

cc
ocal and Remote 2 o | |
L ects to be accessed using identical operations

 the location of resources. Wherever is th,

s Access Transparency = §
0

and operations. It enables local and remote 00)

ould not be aware 0

de available tO him as and when required.

s without changing their names.

« Location transparency = User sh

rion of resource it should be ma

is the ab

loca |
ility to move resource

. Migration transparency = It

ted systems to achieve fault tolerance, replicas of resource,

ncy ensures that users cann
system multiple users work concurrently, the

s Replication Transparency = In distriby tell h ' i
ot tell how many copies exjg,

ned. The Replication transpare

are maintai
As in distributed

« Concurrency Transparency =

should happen automatically without the awareness of concurrent execution by

resource sharing

multiple users. |
artial failures. The system should cope 0

o Failure Transparency — Users should be concealed from p
with partial failures without

_ Activities can happen in parallel without

he users awareness.
' sers knowing.
o Parallelism transparency users knowing

em? Explain SUN NFS architecture with j,

Q 2) Why naming is necessary in distributed syst

features.

Ans: Names play a very important role in all computer systems. They are used to share resources, |

uniquely identify entities, to refer to locations, and more. An important issue with naming is that a name

can be resolved to the entity it refers to.

Naming services store information in a central place, which enables users, machine

communicate across the network.

Second part:

'SUN NFS

© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal

s, and applications to

Client

Server

rem call layer

al file system layer ‘

Vistu Vmaim\
FS cli 3
@ LN e L e ““'“—\ L Local 0.§ —\

HBG lo server MSG from client -
Local dis i Local disk

L_..--""-'-_
___.---_'-'-_-__
’ Network
qun’s Network Filk e

The earliest successful distributed system could be attributed to Sun Microsystems which devel

Network File System (NF,S}- NFSv2 was the standard protocol followed for 'manj,: years d:: Dp{:d 'ihﬁ
the goal of simple and fast server crash recovery. This goal is of utmost importance in %u]ii-gulzrllif:n:‘ “d
single server-based network architectures because a single instant of server crash means that all Eh:;s

are unserved. The entire system goes down.

protocols make things cnmpli:::ated when it comes to crashes. Consider a client A trying to access
2 from the server. However, just after the first read, the server crashed. Now, when the server is
client A issues the second read request. However, the server does not know which file
since all that information was temporary and lost during the crash.

to our rescue. Such protocols are designed so as to not store any state
The server is unaware of what the clients are doing — what blocks they are
them and where their current file pointers are. The server simply
ervice a client request. If a server crash happens, the client
of their simplicity, NFS implements a statel ess protocol.

stateful
some dat
up and running,
the-client is referring to,
Stateless protocols come
information in the server.
caching, which files are opened by
delivers all the information that is required to s
would simply have to retry the request. Because

File Handles:
NFS uses file handles to uniquely identify a file or a directory
performed upon. This consists of the following components:

e multiple file systems 0T parti

that the current operation is being

+  Volume Identifier — An NFS server may hav tions. The volume

identifier tells the server which file system is being referred to.

+ Inode Number — This number identifies the file within the partition.
ber.

: i . : o
*  Generation Number — This number 18 used while reusing an inode n

File Attributes:
“Fi 1 I|!'I‘ ¥ .
le attributes” is a term commonly used in NFS

ollective term for the tracked

1sac

terminology - This
97

uli ©FL Aashish Aryal

© PHOTOCOPY SEWA  ©F. Shula¥ Paraj



permissions etc. Thig i

odified, 51Z€ ownership
u mean by DOS (Distributed Operating g, ,
s‘ "
Ystem)? Briefly €xplain the Monolithic and

P tm
metadata of a file, including file creation ime; las |
be accessed by calling stat () on the file. . ble example.

L . 1 DNS working mechanisms “’“Illl sEt:mEl- Humans access infory,. what do f:hitecture of operation system,
28) What ls R SapRn e (DNS) is the Phﬂnﬂbﬂﬂk of the b browsers interact through , Uigy ﬂ‘”‘ukemei ar
Az}g: The Domain Name S}FSIE’Ekﬂ nytimes.com OF espn.com. f;esﬂs <o browsers can load In:tm“ mick Machine B
FRac LIGUEY. Canmn n;?q?mnslates domain names 0 oty dress which other machines use ¢ S AT EhinBA ' Mal:hiﬂaﬁ
Protocol (E] Edddn‘:_s‘rsﬂﬁ- ected to the Internet has a unique IP address O fing /H‘a/-""' —.
resources,. cac evice conn
the device. / Distributed applications __\_1
' ——y—] | ___J
' name - Distributed operating system services
DNS server server | '
: Kemel Kemel L Kemel
com. .
name _ :
server " _ Network
Recursive : Fig: Disu-ihutad operating system -
query and _ ‘ :
A distributed Operating system (DOS) is an essential type of operating system. Distributed systems use
ample.com many central processors 10 SErve multiple real-time applications and users. As a result, data processing jﬂias
example.Com. €& example - distributed between the processors. =
name server =
[t connects multiple computers via a single communication channel. Furthermore, each of these systems
has its OWN Processor and memory. Additionally, these CPUs communicate via high-speed buses or
telephone lines. Individual systems that communicate via a single channel are regarded as a single entity.

' u
lterative .
queries and replies _ O www :

They're also known as loosely coupled systems.
Second part:

DNS client

The 8 steps in a DNS lookup: .
I.A user types ‘example.com’ into a web browser and the query travels into the Internet and is received by Monolithic kernel

A monolithic kernel is an operating system architecture where the entire operating system is working in

kemel space. The monolithic model differs from other operating system architectures, such as the

microkernel architecture, in that it alone defines a high-level virtual interface over computer hardware.
ch as process management

el as modules.

a DNS recursive resolver.

2.The resolver then queries a DNS root nameserver (.).

3.The root server then responds to the resolver with the address of a Top-Level Domain (TLD) DNS server
its domains. When searching for example.com, our

A set of primitives or system calls implement all operating system services su

(such as .com or .net), which stores the information for
request 1s pointed toward the .com TLD.
4.The resolver then makes a request to the .com TLD,
domain’s nameserver, example.com. concurrency, and memory management. Device drivers can be added to the kem

5.The TLD server then responds with the IP address of the
domain’s nameserver.

6.Lastly, the recursive resolver sends a query to the
7.The IP address for example.com is then returned to the resolver from the nameserver
to the web browser with the [P address of the domain

requested initially.
ented under the same address space.

The execution of the monolithic kemel is quite fas

8.The DNS resolver then responds
n?::: :!}1]: iif?:;if Fbitsflli E}vfhs F::g Kup have returned the IP address for example.com, the browser is able t0

E: ] . . 5 .

| file Management, process scheduling, etc., are implem
0.The browser makes a HTTP e T ithic kemel.
request to the IP address. ° A process runs completely in single address space i the monolith
ThE 1 sy
| Nonolithic kernel is a static single binary file.
ok, Aashish AYA

10.The server at that IP returns the webpage to be rendered in the browser (step 10)
p 10).
78
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F ol
' . inadvardages ol Lie ;
Here aic wome ditd c . [ the entire svst
. allurc O ys ‘
wel, 1l |1!;hj"r o the |

by the user 1@ add any new service.

The enture cpperating »)

Microkerae! «d to correctly implement an OPErating sysiem .

|’.'L’|I.IJIL

ware that s T T . -
AT lhﬂﬁlc 1"-“:'.1_'_]]'I{1EE5

Asms all

A T rokemel 18 the mynimm M ¢ communication.

= 1§ r ‘__ !
includes memory. PrOCEsS weheduhing mecl .
rokernel 15 35

- .« the architecture ol a mi<
A duagram thal Jemensirates the archite

—__-'__--_-_q '_—-_---_--_
Appiication File Dapies Fopos
inter prOCASS sarve( L
C osmmun iCaU0on
I R = p—

—
Basic Inter process communication

virtual Memory
scheduling

Hardware

Microkernel Based Operating System

In the above diagram, the microkemnel contains basic requirements such as memory, process scheduling
mechanisms and basic Interprocess communication. The only software exécuting al the privileged level it
kernel mode 1s the microkemel. The other functions of the operating system are removed from the keme
mode and run i the user mode. These functions may be device drivers, file servcrs, applicatie

interprocess communi cation efc.

The microkernel makes sure that the code can be easily managed because the services arc divided in e
sed secunl

user space. This means that there i< less code running in the kernel mode which results in increa
and stability.

Essential Components in a Microkemel

A microkemel coptuins_-:mly the core functionalities of the system. A component 18 included i te
microkemnel only If putting 1t outside would disrupt the functionality of the system. All the other

essential components are put in the user mode.

The mininum functionalities included in the microkernel are —

100

SR RS Y
, P L) AP. A mebl®ale Awveml

oy management mechanisms like address spa
c A APACES are
mncluded

h[clﬂﬂ .
NS memory protection features.

1“ . .l i i
conts the microkernel. This also

- ocheduling mechanisms are als
l-_,,_rL-IC"_'ﬁ.'_-LDT '."'l":h arc :11.:"!'.] NECessary 'In
[ ] -

) the microkerne
thlﬂ“d :-,.;hc-:iult:rh. kernel. This contains process and

; rprOCESS communication is important as it is needed
n ' ; ed o man;
L] ‘ ::' o " ¥ R "
5 Spaces. age the servers that tun their own

qddres

< in a microkernel system are

qing ser joes i Ji E i ¢ tem are much more expensive than in a n ]

' : . . " ﬂ{: { -.l L " N L : - 'DT H - + -

ice IS obtained DY nding an merprocess communication message '-ﬂ.lh i mcm;:-h'l.h'lc sysiem,
=t e server and getting one in

- This means 4 context switch or a function call if the drivers are imple ;
edures respectiy ely. plemented as processes or

S0 P“r‘m“anf‘:c €4n ue Emmﬂ.mn.“d in microkernel systems and may lead to some problems, Howe -
Gsuc 18 reducing 1m0 the modern microkernel systems created such as L4 microkemel sy lﬂmhl wever, s
s Syslems.

peneflts © i Mi.::r:}l-:ernels

gome of (he benefits 0 [ microkernels are — N
|

. Microkemels arc modular and the different modules can be replaced, reloaded, modified, changed
etc. as required. This can be done without even touching the kernel.

. Microkemels are quite secure as only those components are included that would distupt the
functionality of the system otherwise.

. Microkernels contain fewer system crashes as compared to monolithic systems. Also, the crashes

that do occur can be handled quite easily due to the modular structure of microkemels.

Q 5) Define Object Adapter. Explain the invocation methods in CORBA.

Ans: An object adapter 18 the primary way for an object to access ORB services such as object reference
generation. A portable object adapter exports standard interfaces 10 the object. The main responsibiliies of
an object adapter are Generation and interpretation of object references.

Itis often used to make existing classes work with others without modifying their source code. An example
is an adapter that converts the interface of a Document Object Model of an XML document into a tree

structure that can be displayed.

Second part:

When using static invocation, the CORBA client applicﬁtinn im'uk;ﬁ operations directly nna:E. !;:111*-::}1:1;
stubs, Static invocation is the easiest, most common type of invocauol: Theghs v gmﬂ'.rlg time the
IDL compiler, Static invocation 18 recammended for applications tjnat oo ;t Eﬂpnﬂmm of the
particulars of the operations they need to invoke and can process within the synchro

Invocation. '
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|-— ——— "} I__‘_P__-___ - -L
|
i Client Applicstian E samer Application g iS 2
| Statlc Invosation £ wha '5 aleorithm? €Y minj
i | i ﬁ | et 6) {Chl‘ls“““ mizes the problems of single time
OMGIDL f AR L et e [gil'“' | (NTP) is
2 g . | ywor Time Proiocs ( ) 15 @ protocol that helps the
T ca — ; I .mle . 1% : - Co :
I P | I - ARS N ok This protocol 1s an application protocol that is res mputers clock times to be synchronized
s 1 b == by - g neby pwork. NTP was developed by David Mills i ponsible for the sy e
| (DL Gempller Client Stu | - 3 in? op/lP ne S o vid Mills in 1981 at the Uni synchronization of hosts
' e l | slun i ond ' communication mechanism so that a seam| at the University of Delaw R
OB ITREIE —eprEsIfEAs = . Shal i ir-:d in d ©55 Connection is present b e
: P 43 3 etween the com
= EL-.-}'E--:--" e o ST T R e IDIF NTP P'IJ.T.EI‘S.
| Fealul™
NTP servers have access to highly precise atomic clocks and GPU cl
J , : ' clocks
T B [t uSes Coordinated Universal Time (UTC) to synchronize CPU clock ¢
ob 4 Ragquest BroJar = g .+ even having a fraction of vulnerabilities | ame
s Tl S, (B Avoids € s erabilities in information exchane _
2 provides consistent timekeeping for file servers
|

- CORBA client application 10 invok,

ion | re complicated. it enables you | .
e : o know the CORBA object’s interfaces at compile

While dynamic in _ : :
operations on any CORBA object without having 1

time. .
- i -
" OoMGIDL % e
[ kiﬁ Barver Application
. : — . L i <tk
! intarface g ' Client Application -
| Repositary ' pynamic Invecation |
' ra , : b I——
L*‘i"TE’_ 2 EPEETREE 5 —
Skaleton
i
|
= -
Object qu-lﬂlt B o ker e H‘qu“t
L A

ly build operation request
CORBA senvd

s '.I.l.l.L":l

YRBA client application can dynamical
has been stored in the Interface Repository.
be able to receive and handle dynamic 1m

application requires d
l1'|ll..‘I..IL‘lll."l'| ™

When using dynamic invocation, the C(
for a CORBA object interface that

applications do not require any special design to
requests. Dynamic invocation is generally used when the CORBA client

synchronous communication, or by dynamic client applications when the nature of the
undefined.

¢ fered
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(a) The time dasmon asks all the mhﬂmhMﬁfwtmmaﬂhﬁ
() The m i hines answer.

(¢) The time daemon tefls everyone how to adiust the dock

o
sleonthm

istributed systems. The

technique used in d
e time source of doesn 1

k synchrontzation
oesn't have an accurd

assumes that each machine node the network either d

possess a U TC server

This nade 18 the

-4 s slaves. The mastel node

Algorithim
ode from a poel node 1n the networs

the master 0
rest of the nodes &

aster and the
|gonithm.

| .
) An individual node 15 chosen as

mi de .
m node i the network which acts as at

18 ¢ i . ;
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el

the clock times received and the
¢l

r . pwwecll i
3) Master node calculates the average nme difference be o time difference 15 added to the currep,
timy
e

rime given by the master’s system clock itse his k
at the master's system clock and 'ﬂ:‘ﬂadcasi:d over the network- |
o Explail non token based Ricart- Agrawal,
mut“

Ans:

Needs of an election algorithm: |
: ; - . hms are used.
. To decide which proc

o Election algorithms are

anner that at any inst is a single coordinator for all Proces;
L5

i - me there
processes 11 gucham ance of time he

in the system.

Second part:
es broadcast technique for mutual calculation

ased algorithm that us

Ricart — Agarwala's @ non token b
ritical sector. Both PO & P1 send broadcast tg
I

Consider a scenario when process pO & P1 went 10 enter €

3 processes in the system along with time stamp.
— 12 " "
"":a‘\{ 8 g Now PO can enter critical section, as it is received (n-1) OK messag
N\ _ es.
_ Once PO is done with critical section, 1 nOk"
I j cal section, it sends "Ok" message (o P1.
E._ - _,'}"r. L e
— (o )
/ : L\
12 - | 1 il
! ' I'.I'DKH lf'r : '

Since P2 does not want ' iti
o enter critical section ' ; !
hence it sends "OK" to both the processes.

After completion of CS by Po

Now P1 can enter CS.
One of
t ’ . i . . T PN FeraTy esges, i
can -:nle]:E%mhiEma with this algorithm 13 that once a process P1 receives "OR from all (n-1) processes. !
subsequently without sending repeat message:
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stare forever. this can be gq)
"v'ﬁd

secondly if the node having process gails then all
detecting failure of nodes.

tion appmach. Discuss with a techniqy,
: [h
. "

tween passive and active replica

stem high available.
area replice
Two replic

provide fault tolerance

Q 8 Differentiate be
been used in disty e
Uleg

make the distributed sY
mainly used to

lication 15 :
trategies have

Anps: In the distributed systems research it
entity being replicated is a process.
e replication-

systems: Active and Passiv |
pPassive Replication

Active Replication

e

process process process

state state

e — L -

server server server server sefver server
[n active replication each client request 15 processed by all the servers. Active Replication was firy
machine replication. This requires that the process hosted by the
state and a request sequence, al

er the name state

Deterministic m

same response sequ

ence of operations, an atomic_broa

hat either all the SETVETS receive a message or none,
that in practice most of the real-

disadvantage for active replication 18
the preferable cho

eans that, given the same initial
ence and end up in the same final state. To make all the
must be used. An atomi

introduced by und
dcast protocol
plus that they all receive

servers 15 deterministic.
processes will produce the
servers receive the same sequ
broadcast protocol guarantees
messages in the same order. The big

world servers aré non-
time systems that require

handle byzantine faults.
tion there is only oné

In passive replica
processing a request, the primary server updates
fails, one of the b

response to the client. If the primary Se€rver
replication may be used even for non-deterministic processes. Tl
compared to active IS that in case of failure the response is delayed.

quick response even under the
server (called primary) that processes client
nd

the state on the other (backup) servers
ackup Servers takes

\e disadvantage of passive

Second part:
High availability (HA) can be achieved when systems are equipped to operate continuously without failue
time. The phrase suggests that parts of a system have been thoroughly rested ¢
when a failure occurs.

for a Jong duration of
s to remain functional

accommodated with redundant component

sic clustering. Load balancing

| Middleware HA — load balancer
h identical functionalit

A few high-availability solutions exis
¢cnown as horizontal scaling can be achieved by adding new

¢ such as load balancing and ba
nodes wit

ﬁ'ln“"‘l‘

ice when dealing with red

deterministic. Still active replication 1s
presence 0of faults or with systems that mus! f

requests. After
sends back the

its place. Passive
replication

.4 the load amongst them all. By exclusively
2 [Edlrﬁctin
B

. ulln:r A i

Ifdw;trldbavaﬂﬂhiiit}' can be maintained.
i@

¢ d down

high a!.-'ﬂiiﬁbiﬁl’}-’ 1':: achieved by scaling the

- . “11 2 'E-Wﬂm

comP 4 availability: It is done mostly outsid “IS Up or dow :

ad an ide the a ; n depend w
& o Pplication at the server h.:w.::E o e el icstinn

multiple application servers
may crash and cause an outage: it i -
; £, 1L1s advisable to deploy applicat
ications over multi
ple

, €
i gople™ 1ed servers may &t :
he appllﬂﬂtmﬂﬁ running all the time. It creates a

sense of being alw ays operational

r :
cquests to available servers

jon dEF’I y
sud énvironments Y e as Teglo
: [:l . S}'EtEmE darec dﬂplﬁ ed in units and are referred
€ to as regi
e gions. A

Vulti-re2’?
it come” fined as 2 data cente ‘
3 T L
n be delin€ Then there wn{ﬂ? it may be consisting of a set of data
am e ce
ore granular unit inside of the rc;:m luc;tﬂd ——
ns and is known as

a
ach other. mpy
o, each availability zone is a single data
center within on '
e region.

rfng techniques

5 .
Ang tschmques are g€
A cluster1s usually

nﬂ ail ] L

High Availability Cluster

—
— ¢
-
=2

Larvent

@H oG

Raglicated Servers
(il I Needtd]

Application Clients (End Users)

Internet Load Balancer

_version locKing. Explain how optimi

Q 9) Write down the rules of two

mechanism works.

Ans: Two-Phase Locking —
protocol if Locking and Unlockin

A lransaction i< <ai ; :
ansaction is said to follow the Two-Phase Locking

alsd
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¢ can be done 1t
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items may b€ acquired but none can be released.
i

Gr&wing Phase: New locks on data
w locks can be acquired.

ne
Shrinking Phase: Existing locks may be released but n©

Note — If lock conversion is allowed, then up

phase. and downgrading of lock (from X(a) to S(a)) must be done in shrinking phase.

Let's see a transaction implementing 2-PL.

T T2 i
lock-S(A)
llock-S(A)
lock-X(B)
IUnlock(A)
ILock-X(C)
Unlock(B)
Unlock(A) '
ll.Inlm:k(Cj
- -

This is just a skeleton transaction that shows how unlocking and locking work with 2-P1. Note for:

Transaction T1:

The growing Phase is from steps 1-3.
The shrinking Phase is from steps 5-7.
Lock Point at 3

Transaction Tz: ‘
The growing Phase is from steps 2-6.
108
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grading of lock(from S(a) to X(a) ) is allowed in the Givn
i

- execution

king phase is from steps 8-5.
shr!

% gp[imiﬁfiﬂ Concurrency Cohtrol Algorithm
art: :

, flict rates, the task of validas
vith 1ow con ) oI validating ey
stems hese cases, the test for serializability ; ©TY lransactio alizabil:
Il:l.::;nﬂﬂﬂfﬂ'iﬂf-:w the probability of aborting IEE:;L{i;S POStponed 1o ?ui?rbst?imhﬂw PRY Yuo
.+ al® Begae ns whij commit. Si
p ' called optimistic concurrency control technique Which are not serializable is :;:.Ll:} ?-:;l“eTt:t
. . 15

transaction’s life cycle is divided i
- roach, 2 nsactl ycle is divided into the following three Shase
5 _—

Eﬂcuﬁ“ 1 Phase — A transaction fetches data items to memory and perf,
PEriorms operations u
pon

G se — A transacti
, yalidationl Phase lon performs checks to ensure tha

AT committing i
database passes serializability test.. ng lts changes 10 the

Commiit Phase — A transaction writes back modified data jtem in memory 1o the disk
. ] e disk.
This alg orithm uses three rules to enforce serializability in validation phase —

_ Given two transactions Tiand T;, 1f T, is reading th ; W >

Rule 1 cannot overlap with Tj's i B o ety ke Which T, is writing, then T/'s
pReE ;s commit phase. Tjcan commit only afier T.has finished

gﬁﬂﬂutiﬂﬂ

_ eiven two transactions T, and T, if Tiis wn ; ST :
Rule 2 — Given I¥ soed 1and 1 : i 1s writing the data item that T; is reading, then T;'s commit
phase cannot overlap with 1; S execution phase. T; can start executing only after T, has already committed

Rule 3 — Given two transactions Ti and Tj, if Tiis writing the data item which T, is also writing, then T;'s
commit phase cannot overlap with Tj's commit phase. T; can start to commit only afier T, has already

committed.

Q 10) How does triple modular redundancy works? Explain how reliable client server

communication can be achieved in distributed system.

b

Ans: In computing. wiple modular redundancy, sometimes called triple-mode redundancy, (TMR) s a
fault-tolerant form of N-modular redundancy, in which three systems perform a process and that result 18

processed by a majority-voting system to produce a single output.

. hish Aryal
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Fig :TMR

tion structure that partitions task or workload bety,

and service requesters called clients. In the ﬂl‘icn:ﬁm
sends a request for data to the server through the internet thﬂew
d deliver the data packets requested back to the client, Cl}ie;r:
les of Client-Server Model are Email, World Wide Web, El: do

erver model and have a look at how
p us in having a solid foundation of the Wgp

Second part:

The Client-server mod
providers of a resource or 5¢
architecture, when the client computer

server accepts the requested process an

elisa distributed applica
rvice, called s€rvers,

How the Client-Server Model ? | _
ke a dive 1nto the Client-5S

In this article we are going to ta nto th :
eb browsers. This article will hel

the Internet works via, W | _
and help in working with WEB technologies with ease.

. Client: When we talk the word Client, it mean to talk of a person or an organization using 5

rvice. Similarly in the digital world Client is a computer (Host) i.e. capable qf

particular se

nformation or using 2 particular service from the service providers (Servers).

receiving 1

t mean a person or medium that serves

Servers: Similarly, when we talk the word Servers, |

/ something. Simila
information (data) o

W
So, its basically the Client request
database.

rly in this digital world a Server is a remote computer which provides

r access to particular Services.

ing something and the Server serving it as long as its present in the

110
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=

Mqantagfs of Client-Server model:

Server

Cemraﬁzﬂd system with all data in a single place

Cost efficient requires-less maintenance cost and Data recovery i b
y 15 possible.

‘The capacity of the Client and Servers can be changed separately
1= -

msadvalltﬂges of Client-Server model:

. Clients are prone to viruses, Trojans and worms if present in the Server or uploaded into th
into ine

Server.

Server are prone to Denial of Service (DOS) attacks.

Data packets may be spoofed or modified during transmission.

. Phishing or capturing login credentials or other useful information of the user are common

and MITM(Man in the Middle) attacks are common.

Q 11) Write Short notes :
a. Lamport’s Clock

b. TIB/Rendezvous

C. L] L - i i
feedback suppression mechanism in M-cast communication

a. Lamport’s clock
T i ' ituati
he ordering of events is based on two situations. process observes
111

1 If tw £Ln | e SRR
If two events within a same process accurred, they ed in the order 1M ¥ hich tha

pocut
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essage is sent belween processes, the event of sending message occurreq befor
erd > " e

2. WheneV
the message.

the
of receiving %“l'.
o conditions to form happened-before relation, denoted by -~

i lw
‘ ort generallzes the
j : :n-i b : meaning that event a happened before event b

. According t0 Lamport: \
| If for some process pi:a--=>Db, then a :-?{h.]

7 For any message m, send(m) —> recetve(m

3. Ifab ind ¢ are events such that a-->b and b-->¢, then a --=> C.

; ects ev t b. ;
4 Ifa---b,eventa casually affects event b, ; | : .
: : rent events, which can be w

5 Ifa-->ecand e ~>aare false, then a and € are concurrent even be written as 4 lle

[mplementation Rules: o "
1.Cpiis incremented before each event s issued at process 'l.

CPi:=CPi+1 o N |
2. a) When send(m) is a event of process P1, um::stamp tm = CPi(a) is included in m,
b) On receiving message m by Pj, its clock CPj is updated as:

CPj := max [ CFj, tm ] . ‘ :
¢) The new value of CPj is used to timestamp event receive(m) by P)

Problems:

| Lamport's logical clock impose only partial order on set of events but pairs of distinct events of g,
Ten)

processes can have identical time stamp. .
7. Total ordering can be enforced by global logical time stamp.

h.TIB/ Rendezvous

An agreement between two or more entity to meet at a certain time and place.

112 '
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Fig: T8/ Rendezvous

ok suppression mechanism in M-cast
Fee

K imp -
c here are tWo ways of solving this

ngerﬂé:; *5. In the timer-based approach, when 5
apP‘E: to all receivers earlier than the other receiy
fﬂﬂdbﬂﬂk . response to the same event. The struuture-?:uﬁ‘
feed ents t0 consolidate fﬂﬂdhack ansing from the same ~=.-.EIS
\ messages a:."rivmg at _the sender from a single a::m :
NACK suppresston algorithm which could solve e - In this paper,

fﬂgdbﬂﬂ
dent packet loss among receivers

po Something

O ox

repeal

Feedback
TL LooOp

correct Analyze

F.__-—-ﬂ"""
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|osion is one of the crucial issues copfrg

Communication

ntin tﬁ
feedback impi,;

FIUSION problem.-y

ed approach depen
nt. It hence signifi

thlEm ':aUEEd

Measure

L]

A ©Fr Shulav parajuli ©

sn::alahiﬁty of rel

needs to seng fe
and hence suppres

£r. Aashish Aryal

\able multicast protocols
“based and struclure-based
edback, it multicasts the
d:c.s urthttrs from retuming
On intermediate network
cantly reduces the number of
We present an effective end-to-
oy correlative packet loss and
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llenges in achieving so .
_ spere are cha ; : '> S0Me requirements e
QY ths s ocinted with dl_ff erent requirement of a distrihut:g A ::].lstrlhute
Ehﬂllmlgedis“ihutﬂd information system is defined a5 «, ik System,
e % M

issues of distributed system —.
DE&ig“ ¥ 1]
1. Heterogeneity: Heterogeneity is applied to the network, computer hardware operating syst
‘ ' - system
and implementation of different developers. A key component of '

| | the heterogenecous
distributed system client-server environment is middleware. Middleware

. is a set of services
that enables application and end-user to interacts with each other

across a heterogeneous
distributed system.

-2

Openness: The openness of the distributed system is determined primarily by the degree to

which- new resource-sharing services can be made available to the users. Open systems are
characterized by the fact that their key interfaces are published. It is based on a uniform

communication mechanism and published interface for access to shared resources. It can be

constructed from heterogeneous hardware and software.

in the number of users and resources connected.

3. Scalability: Scalability of the system should remain efficient even with a significant increase
o | | | | |
; 4. Security: Security of information systém has three components Confidentially, integrity and
d §

availability. Encryption protects shared resources, keeps sensitive information secrets when

transmitted.

5. Failure Handling: When some faults occur in hardware and the software program, it may
produce incorrect” results or they may stop before they have completed the intended

' f 3 i ented to handle this case.
computation $O corrective MEasures should implem

' ' ial 1, e, some
Failure handling is difficult in distributed systems because the failure 1s parti

components fail while others continue to furgctmn.

: g t to access a shared
6. Concurrency: There is a possibility that several chients will attemp

' write,
ke requests on the same resources, 1. read,

resource at the same time. Multiple users ma

] hat
crent environment. AnY object 1

| I H ' hish Aryal
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; _ e that it operate

. d system must ensur P S Corr

ed resource a distribute ety .
represents a shar Yin,
concurrent environment.

at the distributes system should be Perceiyey

/A Trﬁnspnrency: Transparency ensures th
|

single entity by the users or the applicat

autonomous systems, W

jon programmers rather than the colleey;
. 10n

e user should be unaware of where the - of
£

hich is cooperating. Th
e to a remote one should be transpare
Sparep,

are located and the transfer .
the major objectives of Distributed database system is oo
The eight transparencies are beli;'m"g

Typés of Transparency One of
ized system 10 end user.

the appearance of centrali Y f a distributed database system. Such ap im:;d o

.

incorporate the desired functions © =R

acanpﬁshEd by using the followIng transpar:ancfes. Access Trm'-sl?aremy * Locgy Iy

Transparency « Concufrency Transparency * Replication T::ansparency « Failure Translﬂarm:ﬁ"

Migration Transparency * performance Transparency * Scaling Transparency e
=

pare RPC and RMI architecture.

ring from a local machin

Q2) Define Distributed object and IDL. Com
Ans:

~—— Sensor node ——

— Base station —
| generated
Distributed Class 1~ "j < Skeleton Class
] : |
: 0
s Callee object

Caller Object

-—-----[ REST API

I Network

A distributed object is an object that can be accessed remo
used like a regular object, but from anywhere on the ne
he location of the distributed object is not critica

encapsulate data and behavior. T

tely. This means that a distnibutes

twork. An object 1s 1y]

| to the user of the object

IDL

4

| object can be
ncally considered 1

sarver Stub
’cﬂ““’
Link
pink
Sarver
AP
iti -
[DL stands for ]w%ﬁlnséfn;&afiguage‘ Its purpose is to define the ¢ abil
. : ; L - : .
| ice Jong With @ commorl of data types for interacting with those d-i_bﬂm?ﬁ of 2 distributed
geveral © jectives Hibdled services. IDL meets

| Language [ndependence

: []is.trihulﬂd service specification
1 Definition of complex data types:

4 Hardware [ndependence:

gecondpart:
1

'} RMI

RPC
i . | .
E[l‘_“ﬂhi‘"l ;M]'d O5 de pe il | Whereas 1t 15 2 )ava plation
|

1 -
1dent platform. M —

[ YT ETY L T
1 .n.-...--..a....l.".'_,.
o

) b SRCRTE, S, |
I.{I. {.. ‘\'I.lp!,'l"."l[ih PT‘."“-. u..lliln. wil bk | R"tl :"UPPOT:W Jb:':::-ﬂ'.".if’:ﬁd pr‘ﬂgTﬁn"ﬁﬂlng

L]

I
| While RM1 is more efficient than RPC.

! 1. ol i by .
IRI[“ IS l‘:""""‘l efhcient i compansan ol R\,.l'[ |
|

|
A Ea . ; T
LW hile there 18 muitipie CoOdes

1 1n RML

are not needed

——

T.here is multiple codes are needed for | for simple applicatior
lhlmﬂle application in RPC |
{ than RPC

ovel nead

1 I
|
RPC create , Lt areates 1eSS
| W™ ”1“1 L Ly "-”:l:llfn.l.l.ll | \.IIII. .|1|-.It‘1 I.i 'l...'-..-.ln-L "
i i
| ) — S

L
. e ’

1 El b

|{1}l lﬁ' »] ] IJ\ ;: hcx ﬂ L}. =

ke :li"n N "lk“h'l'ilih CEIK R % R S
&> not provide any security '_ Whie b 117
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S

P T ]
,—«/"ﬂi—/— while in RMI, objects are passed as
| - which are passed 1n RPC are ‘ i .
| [he parameters parametet-
ordinary of narmal data.
| e —
s
| e
|'.#;m
T
o -~
15 ]
e p—
Procesi $a A ‘
i o R o |
i Kl B3
-_————-_-_-_-_-_-_-_- n o
— c L site . Server Site Flg iRPC
lient &
RMI Clients RMI Servar l
I-.———11———-_ i
Stub i _ Skeleton l
D T4
|
|
[ Remote Reference Layer
1 | Transport Layer \ Fig: RMI

/Q3) What is stateful and stateless service in file system? Explain the DNS working Mechanism With

suitable practical example.
Ans:

1) State Information:

. A Stateful server remember client data (state) from one request {0 the next. Stateful servers, dostet
sesston state. They may, therefore, keep track of which clients have opened which {iles, current reat
and write pointers for files, which files have been locked by which clients, etc.

» A Stateless server keeps no state information. Stateless file servers do not store any session stale.
This means that every client request is treated independently, and not as a part of a new ot existing

Session.

2) Programming :

118
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].;nﬂwlﬁdg': 0

er is harder to code,
ful serv
gtale

. less server is straightforward to code.
gtate

L]
h I.c,:m'ﬂl'? |

il | Servers have difficult crash recovery dye 14 105 of informag;
' dlion.

I I a

. gtateful server,file server, the client can send | :
Using @ - ess data with each re
quest,

Using @
|ocation for

stateless file server, the client must specify complet 3
e file names
neachr

reading or writing re-authenticate for each request equest specify

f both Stateful and Stateless servers:

TTIEI;I | advantage of Statgful servers, 1s that they can provide better
a ve to provide full file information every time they perform an opera i

o and from the server can be significantly decreased. Likewise the EETEE‘[[ ac;n. l:]: "

f access p:atterns to perform r:aad-ahead and do other optimizations. Stateful smm e

services such as file locking. and remember read and write pusiﬁuns e

performance for clients because

offer clients extra

The main advantage of stateless servers is that they can easily recover from failure. Because there is no
gate that must be rasmre:ﬂ. a failed server can simply restart after a crash and immediately provide services
{0 clients as though nothing happened. lfunhennme:. if clients crash the server is not stuck with abandoned
opened or locked files. Another benefit 1s that the server implementation remains simple because it does not

have to implement the state accounting assa;iateri with opening. closing, and locking of files.

Second part:

The Domain Name System (DNS) is the phonebook of the Internet. Humans access information online
through domain names, like nytimes.com or espn.com. Web browsers interact through Intemet Protocol
(IP) addresses. DNS translates domain names to IP addresses so browsers can load Internet resources. Each
device connected to the Internet has a unique IP address which other machines use to find the device.

19
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Root
name
server

com.
name

server com

gov

example.com.

ex
name server ample

fterative
queries and replies

DNS client

| The§stepsina DNS lookup:
¢ ].A user types ‘example.com’ 1n

4 DNS recursive [gsplver.
2. The resolver then queriesa DNS T Fver (.). |
3.The root server then responds to the resolver with the address of a Top-Level Domain (TLD) DNS ey,

(such as .com or .net), which stores the information for its domains. When searching for example.com, o,

request is pointed toward the .com TLD.
4 The resolver then makes a request to the .com TLD.
5 The TLD server then responds with the IP address of the domain’s nameserver-example.com.
6.Lastly. the recursive resolver sends a query to the domain’s nameserver.
7 The IP address for example.com 15 then returned to the resolver from the nameserver.
8 The DNS resolver then responds to the web browser with the IP address of the domain requested initially

10 a web browser and the query travels into the Internet and is recejyeg,
I

Once the 8 steps of the DNS lookup have returned the IP address for example.com, the browser is ablet

make the request for the web page:

address.
be rendered in the browser (step 10).

9 The browser makes a HTTP request to the IP
10.The server at that IP returns the webpage to

Q4) What are the characterisﬁcs of distributed operating system? Explain ORB and it’s interfaces

Ans: TI}cre are various important goals that must be met to build a distributed system worth the effort
Pf dl:jtl‘lhlll‘.ed system should easily connect users to resources, it should hide the fact that resources &
distributed across a network, must be open, and must be scalable.

1. Connecting Users and Resources :

The main goal of a distributed system is to make it easy for users to acCess remote resource®

and to share them with other users in a controlled manner. Resources can be virtually
20
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i typical examples of resour :
anythins =% CES are printery stora

etwOrKS. There are many reasons f :
and 0 Or sharing r
Csour

ransparency :

L

n important goal of 2 distributed system is to hide the fac
aLits process and
% resource

IJhYEiEﬂ“F distributed across multiple computers, A distributed i
System that is ca
s capable o

F'rf::icl'ltiﬂg_ itself to users and applications such tha it i only a s 1‘
a smgie computer
system

caﬂf-'-’d trunsparem, o
The concept of transparency can be applied to many aspects of 3 disy;
1 table. 5 of a distributed system as shown

pifferent Forms of Transparency -

’ﬂmcy Description
sNo. #__r__f_._ : i
s | _ part
0 Access Hide data representation, In CORBA,
P the Object
) Location Hide location Request
2 Broker or
1 ORB takes
() Migration Move place information, care of all
[ of the
s - ' details
(4) Relocation | Hide moved place relocation. involved in
- routing a
(5) -Replication Hide that a resource is replication. el
from client
; | “to object,
(6) Concurrency Shared data bases access \ and routing
the
. Tesponse o
(7N Failure Hide fact about resource failure. \ its
: destination.
(8) Persistence Hide fact about memory locatian. j

121
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P

r own data. In order to access updateq data §
4 Irom

i thel
} 'Dbla ct Imp lemenia lon JerS 5!13»: be SamE. So we have to make sure thay 4 the com ™ S2¢h Compyrer ¢
Cllent o f':'mputﬂrﬁ mu,;hrﬂﬂizﬂd' OMputers' . o T‘Iim}"':a stamp of a]|
o haepmordes
sho .
(]l'ld Faﬁ rithm that generates
: ¢l ok is an algo partial Grﬂtnng of ey
| fof clo ystem. These clocks expand on Scalar time 1, ; - M and detecys ¢q, ;
"".Uﬂrih“md “em, the detect whether a contributeq e, i haﬂlhtalt a causall mnﬁ_& Iy violations in
1= -
“.:t,ibulﬂd Egséntiﬂ"ff' captures all the causal relationships Thaf; “T‘-‘ﬂt‘d another ey, tnf‘?:f?; "':;f“ of the
1 . H - d 1 =
_ Sigtc IDL| |DynEm le fuﬂ s It e tist of integers) “.{! th an Integ?r for each Joca clm‘%ﬂr}thm helps us labet % lstnrbutf:d
Dynamlg iDL o ‘|gkeleton | |Skeletn with 2 |Ir‘!:Ei*'.re:n processes: e “',” be vector/ array of size N Ol every process withip 1;3; E iy
Invocation Stube Interfuce. gp for i s the vector clock algorithm work : ystem.
. do€
oW
oY nitially: all the clocks are set to zero.
gvery time, al Internal event occurs in a process, the value of the
* o processes’s loei :
OH E GEI'B the yector 15 mcremented 't':-}' 1 logical clock in
. _ | ' i sends a messag
Also, every time a process senc ssage. the value of the pro - ;
Il OR B Implem entuticns ? . processes s logical clock in t
E | Intermce Identcal for s P Up-<all Interfuce vector is incremented by 1. he
m ultple ohject mdupters :
IR Thoro m ey e ' Hormul cull Interf ery time, 3 process receives a Message. the value of the processes’s logical clock | h i
B There mre BbB gnd u skeleton for emch object Iy pe * rfmce Es " ented by 1. and moreover, each element is updated by taking the [“E‘L‘s'.i.;;num nfrhtlfa} :_u:_:mr is
inc . . \F - i - - e = i 2.UL 1M 1S oW
C | ORB-dependent Interface ctor clock and the value in the vector in the received message (for every elemen).
Example G e :
(P) with a vector size N tor each process: the above set of rules mentioned are to be

ddleware that uses the CORBA specification. The Object Requey
tails involved in routing a request from client to object and routing

stodian of the Interface Repository (abbreviae
IDL interfac

The Object Request Broker (ORB) is mi

Broker or ORB takes care of all of the de
the response to its destination. The ORB is also the cu ac 1
variously IR or IFR). an OMG-standardized distributed database containing OMG

definitions.

On the client side,

for use with the Dynamic
and stringified format, and (for CORBA 2.4 and later ORBs) converts

ame object references to session references.

Invocation Interface (DII). It also converts Object References between ses

On the server side. the ORB de-activates inactive objects, and re-activates them whenever a request comes
pes

in. CORBA supports a number of activation patterns, so that different object or component 1y
activate and de-activate in the way that uses resources best.

Q5) Why clock synchronization is necessary? Explain the clock synchronization algorithm using

vector clock among with an example.

Ans:
messages among each node in both types of algorithms centralized and distributed. In DCS. all the
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then, the ORB provides interface definitions from the IFR, and constiucts invocations
'iil.‘l'l

URL-format corba loc and corbar

: C!nc!c synchronization 1s necessary for the ordering of events and to preserve the state of resources
As per algorithms, we can say that for clock synchronization there is need to consider propagation {img O

Consider @ process

ted by the vector clock:
S, 4, 1]

gxecu
[2. 0. O [3.0.00 (4,41
n — @& iy ﬂ 3 -
[1,0,0] \ /
\ {2.0,0 /
5
\ /
5 i
L} "
\ 2.3, 1] /
" —® & B¢ .-
(0.1.0] 2.3 [2. 4. 1] [2.6.1)
- [0, 0, 1]
- @ e
0.0, 1) (0.0, 2] S————
TIME

| @ -EvEnT Execuming AuLE |
cl

B - EvenT execuTinG AuLe 2
ks are updated aner

which the veclor clog
Wk

=T

[ he |
JOVE ¢ \ 1 —
LT T i, S e : are
W ,mm“ oF mternal events, the arrows indicate how the values of vectd
Mocesses (P1, P2, p3)
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in distributed systems to proy; &

. sed

Vector clocks algorithms ar¢ i sent to each process for every Mess, tauhl
n .

g

u e ¥
7o & LR ering of events but the entire Ve

consistent ord i
arder 1o keep the vector clocks in sync.

: aleorithm with

6 ) Describe mon token based centralized and Ricart Agrawala alg ith example a4
Q
compare them.

Ricart — Agarwala’s a 10

ken based algorithm hat uses broadeast technique for mutual Caleulayg,
n toKen = ;

ess PO & P1 went 10 en

Tj:'i:l'ili':a} sector. Both PO & Pl send hmﬂdca
51 s
stamp. -

Consider a scenario when process - =
3 processes in the system along with time

..'_,.f

&5

Since P2 does not want to enter critical section hence it

S

sends "OK" to both the processes.

OK

Since P1 finds Ts of PO to be lesser than Ts of self therefore P1 sends to PO

© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal

P e Ly TR

HOK”
/
7N
(%)
e enter critical section, as itis received (n-1) OK messages
F . o o R =
* pg is don€ with critical section. it sends "Ok” message 1o P1.
onee T
-
7]
I H .--'ll.II
oK p
pl |
.'“1..._.,-"'....

after completion of CS by Po

Now P1 can enter U9

One of the }'-'I..'-'Lﬂ«.:'l'._'!w W - opce a process Pl neggnes OR” from all (p DIoCESats
aanenter O subsequen S 2 repedl message
secondly if the node o voeess far’'s then all othe oo, stare bomever rhie can e soved O
detecting tarlure of nodes
Non token based centra
\ L‘I'Il'l-lll-ll-‘i'd LY n.l-"-.'n:.-. \
- igh AVG
ofr. Aash
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s clected as the coordinator WhICR M2y b the magy;,
cess 18

e = iat il rl-

Wit
himhast dﬂ*"-'ﬁ*.,
O QO
@ @ | Qequ por Release
: oK
‘ |
Request oK / No reply
Queue is
emply
Coordinator :
(@ " | °
a

s o st message 1o the ¢ :
is to enter a critical Teg1on: it sends a reque & O0rdingy,
'henever a process Wan ; ermission. If no other progec -
« When i e : wants to enter and asking for p a Process ;
i ich cntic ; ing permission, .
g ¥ al region, the coordinator sends back a reply granting perm n, as showy in

; itical region,
currently in that cn

1ne s enters thﬂ Clitica]. I'Egiﬂn.
Wh th 1y erc uestin ]:'TUC 5 ;
Flﬂ d i} ﬂIEpl}'ﬂm E.S-,th Teq &
l:{ ]

rmissi ame criti :
s 2 shown in Fig (b); asks for permission to enter the s ical regioy
Suppose another proces e | SN
pp he coordinator Knows that a different process is already in the crl g cann
B m ing, th ' rocess 2. which
:sion. The coordinator just refrains from replying, thus blocking p , which is
granl permission.

ing * issi ied.’
waiting for a reply, or it could send a reply saying permission denie

access as shown in Fig (c).

 that SS a granl
The coordinator takes the first item off the queue of deferred requests and sends thai process a g

message. If the process was still blocked it unblocks and enters the critical region.

. o s ; < will hav fior
- + 1 an explicit message has already been sent denying permission, the process will have to poll
incoming traffic or block later. When it sees the grant, it can enter the critical region.
Q 7) Differentiate between active and passive replication. Explain working mechanisni of active
replication, ; |
C , : ; R o3 ntil
In the distributed systems research area replication is mainly used to provide fault tolerance. T1h~': 'Il::utr:}ﬂ
being replicated is a process. Two replication strategies have been used 1In dfb“'
systems: Active and Passive replication. '
126
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m:t h--‘-.:a-ll .l.lﬂ‘

Activé e

server

lication each client request is processed by
e rep

undEr th

: ' all the servers, Actiy
e name state machine replication. This requires that th

- = L. 3 E
rministic. Deterministic means that, given the same initial state and
- dete “roduce the same response sequence and end up in

rs 15 48 the same final state. To make all th
: 2 g =

" w:ﬂa the same sequence of operations, an atomic broadc

P s receive.

terall th . SIE Droadeast protocol must be used. An atomic
{ protoco guarantees that either all the servers receive a message or none, plus that they all receive

€ Replication was first
process hosted by the
a Tequest sequence, all

proade ' the same order. The big disadvantage for active replication is that in practice most of the real-
1

m ers are nr:m-detenni.uistic. Still active replication is '!'.hE: preferable choice when dealing with real
world s€ s that require quick response even under the presence of faults or with syoics, that mront
o gySIEM

is only one server (called pnmary) that processes client requests. After
request, the primary Server updates the state on the other (backup) servers and sends back the
- : )

pg‘t’_‘rﬁﬁs‘mg

to the client. If the primary server fails, one of the backup servers takes its place. Passive
response 10

.0 may be used even for non-deterministic processes. The disadvantage of passive replication
jcation - a3 :

r:phczlrld 0 active is that in case of failure the response is delayed.
comp "

Q8) How cascading aborts occurs and Eﬂl\'Ed? Explain
diagram.

Ans

Cascading Rollback:

three fnhase commit protocol with state

. — nsactions to rollback or
Ifina schedule, failure of one transaction CAUSES S S mh?r dtg'!ﬂd;;;;mﬁbm or Cascading Schedule.
abort, then such a schedule is calledasaC ascading Rollback or {ascadiic
Itsimply leads to the wastage ot CPU tme. d problems
These Cascading Rollbacks occur because o Dirty Read p

- o Y
erion T2 Transaction T2 wates
: - that i  Transaction 2.
For example, transaction T'1 writes uncommitted X that1s read by T
uncommitted X that is read by Transaction T3.
Suppose at this point T1 fails.

; 3 is dependent
N he rolled back, and since T31s
T must be rolled back, since T2 is dependent on T1. T2 must be rolle
T2, T3 must be rolled back.
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S
™ T4
P : :
- coordinator intended t .
¢ hﬂt Gid 0 comm :
S o CIWise, new :
e rnnﬁnﬂ - = | coordinator aborts
! cault tolerant system: Explain fault
llﬂf ¢ k- a1 I'EE'HI\'EI-E t“hlliql
W | ue,
" ... epid to D€ k-fault tolerant if it can wj
gyste i Ithstand k faulys,
A 1 <ilently, then it 1s suffici
\.-m ats fail st g cient to have k+]
mF”“E . and one will still be worki COmpon -
WA ——_| u‘lhﬁ g ats € 1 fail an rking. . PONENts to achjeye k fault 1o}
A f -ﬂl'“pn s : erance: k
— ﬂrﬂpﬂnﬂﬂls exhiblt BSTI;“EE faults, hen a minimum of 2k+1 co '
rst case, k compo A1 Fai = m
WiA) e S0 nce. [0 1€ e s et anling False resup s nocded to achieve k
P n tl!“"t i working properly, P g a majority vote that is correct results) and k+1 cumpnnm;
1\'“' I F .
. Fault-tolerance 1s the process of working of
d . ST . g O a system |
sciﬂ:jrﬂnli of the fm.lules tll'l th; Ej'i!:ﬂnlli Even after performing the Sn":ua Proper way in spite of the
; . urret {lure in system. ractically a system can’ any testin
ack (Cascadin dirty read ot of fatll ; . can’t be ma ~ B processes '
Because of Tl rollback, all T2, 13, and T4 qhuuld also be rollb ( g dirty problem), F”S:‘"hj min cuch 3 Way that in case of error availability and fai?t entirely error free. hence, syst:?nm .
- ;o 0 ole transaction failure leads to @ series of transaction rollbacks is desig™™ ot result. Hics System does the work proper 5 31:11
This phenomenon, '"]‘t';'h'ih a single jver c:tzm has twO major components — Hardware and Software. Fault .
ing rollback. any 5Y : . _ - Faull may b et ;
gﬂzif ;:rct'_ldmﬁ ,;g: are sgparat€ techniques for fault-tolerance in both hardware and saﬁw;rzmr i etherof it So
Three phase comit qardwore Fault-tolerance Techniques: -
Coordinator Participant Making a hardware fauit—tnleran_ce is simple as compared to software. F'ault-mlmnc -

0 o | voing he hardwatre work pn:.:.pr:r and give -‘:urrrect result even some fault occurs in the hard ?mc LS T
voteRequest & phase (e, There are basically two techniques used for hardware fault-tolerance: Ware part of the
voteCommit '

| N omemaBE e, 1. BIST-

] - di;sﬂnxinatiun' A

m prepareToComant ~ p phase . BIST stands for Build in Self Test. System carries out the test of itself after a certain period of
prepmed N iime again and again, that1s BIST technique for hardware fault-tolerance. When system
J n = devlsjisiun detects a fault, it switches out the faulty component and switches in the redundant of it
. commit ase - : ‘
* P : ; . ;
. : System basically reconfigure itself in case of fault occurrence.
acknowledgement .
& = forced log write 2. TMR -
TMR is Triple Modular Redundancy. Three redundant copies of critical components are
TI‘TT-P TIWSE Commit (3PC) Protocol is an extension of the Two-Phase Commit (2PC) Protocol th generated and all these three cdpies are run concurrently. Voting of result of all redundant
avoids blockin b i ‘ ' e - it ' : '
e gt pro lemthunder certain assumptions. In particular, 1t 18 assumed that no network partitio? copies are done and majority result is selected. It can tolerate the occurrence of a single fault
. and not more than k sites fail, where we assume ‘K is predetermined number. With the —_— |
ime.

m : . : A :

menlimed emRL B O B e e . third phase where mult

persistent storage, the coordinator fi P dgmmil, Jemlgacof dicely noting the, commit decision In Ilﬁ

transaction. Inba' situation where e EI[E!I[EE that at least °k” other sites know that it intended 10 com!

coordinator. This new coordinato CGE inator fails, remaining sites are bound to first select 1"

coordinator had decided to com it a e8RS of e grofoidol oo e remaining giles: b
mit, at least one of other ‘k’ sites that it informed will be uP and ¥

ensure that commit decision i -
_ sion is respected. The new coordinator restarts third phase of protocal i any O
129
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—» Majority Resuy|t

om0 <~
1

Software Fault-tolerance Techniques: o -
Software fault-tolerance techniques are used to make the software reliable In the GGIlifl'itmn of fault
occurrence and failure. There are three techniques used in software fault -tole;::anc& First two techniques
are common and are basically an adaptation of hardware fault-tolerance techniques.

1. N-version Programming —

In N-version programming, N versions of software are developed by N individuals or groups |

of developers. N-version programming is just like TMR in hardware fault-tolerance technique,
In N-version pmgramming* all the redundant copies are run concurrently and result obtained
is different from each processing. The idea of n-version programming is basically to get the all

errors during development only.

@ PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryal

Version 1

Input Version 2

- Versionn

M-version Prﬂgl’amr.ning

] Rccu\rﬂr}' Blﬂtks e
# ks technique is also kike th .
Recovery bloc € N-Version programmine but ;
g but in recovery block
5

knique, redundant copies are generated using di '
echnid o different algunthms only. In recovery block

Jll the redundant copies are not run concurrently and these copies are run one b
NE DY One.

Recovery block technique can only be used where the task deadlines are more than task
as

Algorthm 1 \ I ..

Recovery Blocks

computation time.

3. Check-pointing and Rollback Recovery=

This technique is different from above tO techni
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© PHOTOCOPY SENA  GFr. ShulY parajuli CE"



4 cach time when We perform some computation. This e,
E .

nlq

Ugy ;

4]

failure or

data corruption.
5

is leste

: Computation

Q10) Write shorts notes om:
a) Distributed deadlocks and recovery

b)MACH

¢)Process Resilience
a) A Deadlock is 2 situation where a set
resource and waiting for another resource 0

is known as Deadlock.

blocked because each process is holding .

of processes arc
process. When this situation arises, i

ccupied by some other

Resource 1
P,
g "
Resource 2
Deadlock

132
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. To eliminate the deadlock, we :
. 1 ca .
1 Stmply kill one g ”
ore Process
S5es. For this W
3 WE Use

. -n: To eliminate deadlocks using resourc
=

0
hose resources to other processes Preemption, we
. 2
PECmpt some resources from

first Gmgmtiun micro-kernel
ir
.1ds operat

ing system above minimal kernel
vides only fundamental services

s basic but powerful enough to be used on, wide range of
* ge of archilec
tures

These service

Aids distributﬂd computing and multiprocessing

User processes

&

03 SysemV | Othe
emulator

E3

User pace

.Kamlspau :

Software
emulator
layer

43 BSD
emulator

emulator

emulator-

Micrckemnel

Fig: Mach :"!'Li'ﬂl*li[rﬂl:[l.l re

¢)Process Resilience

&

bility. One of the pr
W which ascalate

ted wstern‘s availa ;
causes more iSSUES,

improving a distribu
rvice instance

Resilience i
rEsiIi::E: Is thfa use of strategies for
and E‘urentlﬂ to prevent situations where an ISsué with one microse g
ually lead to distributed system failure. This-is known as 2 cascading faflure-

and distributing com

Process
r gi . M
Broups: Protect yourself against faulty processes by replicatine

- 138

putations ina group
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ﬂalahilih_.r,

ondability? perfo *t 15 called a True Distribyteq

ntranet, WWW, airline reservation system, etc
: t, 1 ’ :
g n[ﬁfﬂ'ﬂ ’
Eg:!

is a software that lies between an Operating system and distributed applications |

ike Tunning

on it. Distributed middleware helps to connect software with software.
=115 -
ljcation

appil

g are three l(H'Id of middleware :
Ther

Cnmmunicalinn middleware
Database middleware
gystem middleware

Communication middleware
-_____.——_____—_._

unication middleware framework provides an environment that enables two applications to set up a
A camm

ersation and exchange data. Typically, this exchange of data will involve the triggering of one or more
conv . g _ _

is mi ' ‘ork acts as'an
iransactions along the way. The figure below shows how this middleware framework a

ication middleware framework
intermediary between the application and the network protocol. A communication mi

‘ ' L.
isolates the application developers from the details of the network protoco

- |
. , AushISh Aryd
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T N Application |
i 4
Appusallﬂ"
| Middleware
r-;',;t_ﬂl - framework
frameworK
Network |
- Natwork protocol
; protocol

Database middleware

Database middleware is any mid
or between databases. It support

ves database service such as perfo

dleware that facilitates communications with a database, whether from

; : a
: s functionality such as interpolating between software
application .
G rming scaling or fault tolerance.

cgmponents. It impro

System middleware

System middleware is any middleware that helps the communications with the system components anq any

other applications/components.

L]

Q2)Define Remote Procedure Call (RPC)? Describe various RPC communications semantics of clien

server communication in distributed system.

(RPC) is a communication technology that is used by one program to make a request (o another program

for utilizing its service on a network without even knowing the network’s details. A function call ora

subroutine call are other terms for a procedure call.

Advantages of RPC:

e RPC provi jon i ! on is hi |
provides abstraction i.e message-passing nature of network communication is hidden Iren
the user.
¢ RPC ofte ' ' DR
o n um‘us. many of the protocol layers to improve performance. Even a small performai
provement s important because a program may invoke RPCs often
* RPC enables the usage of the applications |

environment. |

. ' . . % ;|,|
the distributed environment, not only in the 1€
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code re-writing / re-develnping effort i

with K urigntﬁd and thread oriented mode]s suppnmlmmi&d‘
il

" proce® fted by Rpc:
Client
' ' = Server
/—_ S
~
R ‘@)‘.-___:\
Calling RPC t Calleg
Cﬂde *."-- e threa:_- ; ['en‘mte
“a @ s Procedure
Clent = Call thread ~
application
| __— thread~

In distribllt:.‘-d gystem, thee. must be a reliable client-server communication, but the communication cha

- - [t v , ] - Iﬂﬂ E ‘Inrl
may 10055 corrupt message so, for handling the communication we shoyld use a reliable tran
(eg TCP)orata application layer.

For reliable communication here are some of technique:
.-_-_-—--_-_
Use redundant bits to detect bit errors in packets.

L
Use sequence no. to detect packet loss.

Recover from corrupted lost package using ACK

o RPC semantics in case of a chient-server communication

Tvpes of failure:
¢ Client cannot locate server.
o For this RPC svstem informs the chent of fatlure.
* Server crashes after receiving a request.
* Client requests/server response lost.
* Client crashes after sending request.#) Server crashes atter receiving a request:

* The client cannot tell if the crash oceurred before or after request is carried out.

There are 3 possible semantics:

[ ] [ - . - 5 L
Atleast once - keep trying until a reply is received.
At most once - give up immediately and report back failure.

L] l'l i § :
Xactly once - desirable but not achievable.

*) lost re
lL{]I.h:xt-ru.p!}- message:
< Aryal
ofr. Aashish
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38

a client's local reprcsﬂntanve or proxy for the remote Obj
€ct. Th

for carrying out the method cal] gy, e, € caljg,
femoyq

hich is responsible

e same Set of remote interfaces th
d

ta TE]TI

object imiplements:
1ching the call to the actual remote object implementatig
n.

The skeleton IS responsible for dispa
When a skeleto eceives an incoming method invocation-it does the following:

| reads the parameters for the remote method,
2 invokes the method on the actual remote object implementatian_
3.writes and ransmits the result (return value or exception) to the caller.

Y

Machine B

“Skeleton

© PHOTOCOPY SEWA * @ a
w :
Er. Shulay Parajuli ©Er. Aashish Aty |

—

ARCHITECTURE:

NFS

m laver - does normal open / read / etc. commands

| UNIX filesyste

1 Virtual file system ( VFS ) layer —
Gives clean layer between user and filesystem.
AE{' " " .

sas deflection point by using global vnodes.

Understands 1
s the difference between local and remote names.

KEqu-; I
I mem T . .3
ory information about what should be deflected (mounted directories) and how to geti® these

; ,
mote dire clorjes,

] )
ISl 1
3em call Interface layer -

) [hf ‘\FFS 1‘3?

Pres
Sents saniti-
sanitized vali N | .
zed validated requests in a uniform Wa

uli ©Fr. Aashish Aryal
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Context SWit¢ ching in distributed system? How distribyge d Og
by (0 ;

Q4)What d° you mean

i?
nnmﬂl']* 0S

roring the context orstate of @ process so that it can be reloadeq
Ives S

{ Switching (VoL
can
cocessing unit (CPU), an

Conlex e same point as earlier. This allow

required and execution

share a 51 gle central p

I

he ['E.'Sllm':d from th
d is an essential feature of a mulutaskmg oper

§

cPU
Process P2

Interrupt or system call

I i Save state into FCB1 @
Idle

Y Reload

Interrupt or system call

Executing
Idle

' W 4 save state into PCB2 3

Idle

' # Reload state from PCB1

Executing J,"

_-_-_-_--""'--

1

€n

S Multip|e € Prog

E'EE tﬂ

Ing EF'F'TE'T:

Distributed Operating System

’S.Nq‘ierw-:}rk Operating System

Network Operating System’s main Distributed Operating System’s main

objective is to provide the local services | objective is to manage the hardware

1. to remote client, resources

I :
n Network Operating System, In Distributed Operating System,

2. | Communication takes place on the basis

140
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Communication takes place on the basis of
__———-_-_._--_.-.--r.-.-.

r messg - —
5o , 2
( iﬂﬂg,//f - e Shareq Memory S e
T ; , \
’ [ Operating System is more T
| {wﬂ' ‘
- calable \han Distributed Operating Distributed g,
than N YStem is |egg
tefm Elwork scalable
1 Si}iﬁ,/,/_ . ] DPErﬂtlng System
i e Systern. fault \
stem, fa g
In Nﬂ*wmk Opeetile : ¥ - While in Distributeg Operatj
‘ . . ~PETaling Syste
, mlﬂﬁ"“m is 1ess tolerance js high. m, fau]t
-H_F._._,_,-o-;-"—r'—._._._’—._._-_._._-_ »
Rate of autonomy in Network Operating | While The rate of autonomy in j;
§ # 1n lstnhuttd
: Gystem-1S high. Dperatmg System is less. . \
..--"""""'_'_'_'_H_-_-_._-_.— _l\
Ease of implememation = Ratware Whilﬂ 1n Distributed Operating System Ease ||
|

Qperating System is also high. of implementation is ess. |

i |

In Network Operating System, All nodes | While in Distributed Operating System, All |

nodes have same operating system. |

|

|

7| can have different operating system.

Q5). Explain CORBA Invocation methods with its service.

CORBA stands for Common Object Request Broker Architecture. It is a standard defined by the Object

Management Group(OMG) that enables software components written in multiple computer languages and

funning on multiple computers to work together.

way to write applications that can invoke

CORBA provides 2 platform-independent, language-independent mak
ally, CORBA 1s 2 mechanism 10

obierie . :
JeCts that live across the room or across the planet. More specific A

softwar i ot residing either 1 e
*ate for normalizi ng the method-call semantics between application objects

dddregg « -
Space or remote address space.

141
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| bject mplen'nntatln}
: Client =
'_..-l-'-
Interface micl| 1D ORB || Skeleton Skeleton | [Ob Reposilory|
Reposiory | V7% | stubs interface o BN
ORB core

The CbRB.FL invocations m-:t_huds are.

Static Invocation:

ests on an object whose compile time knowledge of server's interfa

It allows a client to invoke requ

t invocation is similar to local method of invocation, whic

specification is known. For client, objec
gh ORB, object adapter and skeleton. It has low

automatically forwarded to object implementation throu

overhead and is efficient at run time.

Dvnamic Invocation:

ledge of object’s interfact.

It allows a client to invoke requests on object without having compile time know
est i (he

The object and interface are detected at run time by inspecting the interface repository. The requ

constructed and invocation is performed as it static invocation.It has high overhead.

CORBA SERVICES

Naming service:

It allows clients to find and locate objects based on name

142

A DL AT ASMARY e a — e ma
.l-.ri.d.l"ll

iné .
- . cate objects .
I s to find and 10 Jects based on their Properties
sﬂﬂn’iﬂﬂ:

pjects to notify other objects that some event has 0ccured
g0 |l .

d rollback on failures.

urity Service

s components from unauthorized access or users.
It p[ﬂ'{ﬂ

Concurrency control service:
0

I[F[aviﬂas a lock managert that ca7. Life cycle servicen obtain and free locks for transactions to manage

cunr.:urreni transactions.

Life cycle service:

[t defines conventions for creating, deleting, copying and moving CORBA objects.

Time service:

It provides interfaces for svnchronizing time.

6)Define clock synchronization. What is the need of clock sjmr:hmni!atinu? Explain Cristian's
lgorithm for physical clock synchronization along with necessary diagram.

: - < it i rdinate otherwise
Clock synchronization is a topic in computer science and engineering that aims 10 €08

independent clocks.

- Distri i
tributed System is a collection of computers con
the digt

tributed system, the hardware and software compone
Messa :

€€ passing. Each node in distributed systems can share ; -

fited of .
Proper allocation of resources to preserve the St of re
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; - snizati
sen eral processes. To resolve such conflicts, synchroniza

systems 18 achieved via clocks.

: on time ¥
.The various clocks 1n the system even if settoa comm

unavoidable reasons. Hence some kind of conti

Cristian's Method :

Cristian's algorithm relies on the existence of a ti
o o ) ; _——
The time server maintains its clock by using @ radio

' ' ith it. A time cl
computers in the system stay synchronized Wi

i * ’ i i]"['l .
procedure call to the time server. Variations of this algorithm make more precise time calculations by

factoring in network radio propagation time. This method achieve synchronization only if the round-tri
actoring |

iimes between client and time server are sufficiently short compared to the required accuracy.

Algonthm:

The process on the client machine sends the request for fetching clock time(time at the server) to the

Clock Server at time

on 15 used. Synchronization in di Stributeg

alue at an instant, drift apart.dye o

quous mechanismm for synchronization is needed g, s
. €

me server as 2 physical clock synchronization alEDﬁthm
ck or other accurate time source, then all othe

ient will maintain its clock by making 5

¥

2) The Clock Server listens to the request made by the client process and returns the res ponse in form of

clock server time.

3) The client process fetches the response from the Clock Server at time  and calculates the

synchronized client clock time using the formula given below.

Tousnt = Tserver + (T — To)/2

where Tclient refers to the synchronized clock time,
Tserver refers to the clock time returned by the server,
TO refers to the time at which request was sent by the client process,

T1 refers to the time at which response was received by the client process.

144
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CLOCK SERVER

T SERVER

3

S,
S5,

pp— L1 i

fe——TREQUEST

/.ﬁ____/:——»—nnunn TRIP TIME(D)
Tl ] |

PROCESSICLIENT

7Why Consensus IS needed in DS? Explain Bully algorithm with suitapje example
pie.

A fundamﬂntal problem in distributed computing and multi-agent systems is 1o achiev I

fiability i the presence of several faulty processes. This often
re

| . fequires coordinating processes to reach
 pusus 0T 37EC O some data value that is needed during computation |
co | I

= -[- " u &
5o, consensus s a pmcedure to reach a common agreement in a distributed or decentralized multi-agent

platform. It is important for the message passing system.

Features.

o Tt ensures reliability and fault tolerance in distributed systems.
o Inthe presence of faulty individuals, it is Ensure correct operations.

Bully Algorithm

This algorithm applies to system where every process can send a message to every other process in the
system.

Algorithm - Suppose process P sends a message to the coordinator.

i . inator has failed.
feoordinator does not respond to it within a time interval T, then it is assumed that coordinator h .

Now . b ok nriority number.
PWprocess P sends election message to every process with high priority num

gordinator.

- qtself asac
|ects itsel 145

Waits for G g . essP e
A for respanses, if no one responds for time intert al T then proc

| - shish Aryal
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i tit is elected as their new cogrq:
- conds a message to all lower priority number processes s Urdmatnt
Then it sen

sQ
: A ny other process <,
However, if an answer is received within ime T from any

' : from Q that it
P again waits for time interval T’ to receive another message Q 13s been electeq ag
(1) Process P’ again W

coordinator.

(11) If Q doesn’t respond within time-interval T t

hf_.n.it is assumed to have failed and algorithm i restan

Process 4 holds an election
Process 5 and 6 respond, telling 4 to stop

Now 5 and 6 each hold an election

(d) (e)
Process 6 tells 5 to stop

Process 6 wins and tells everyone

146
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Dﬂm int

e distributed system contains collection of items. These tems ge cyy1eq
biect generated by programming paradigm. Object

objects. An object can be

Tl:p]' $ u |
I'll'z:rtf of such objects: each stored at single computer and tiggtzlzn: ?:ET;E::DE::;E :‘ls::n physica
rep L
Reason for replication:
_reliability
.pr:rfunnance

problem: If objects are shared, the concurrent accesses to the shared objects should be managed to

15 5 “.c I‘lrr.

9)What are the benefits and drawbacks of using lock in Transaction Processing? Explain the lost-

update problems with suitable example.

Benefits:

Locking is a mechanism to ensure data integrity while allowing maximum concurrent access to data. Tt

isused to implement concurrency control when multiple users access table to manipulate its data at tne
same lime,

Drawback:

Locking has a poor degree of concurrency.

my . " .ntn .h'\
| . . : ic lost as “'lsﬂ\fmn .
" the lost Update problem, an update done to a data item by a transaction s 1

the y
Pdate dope by another transaction.
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able and then use it to calculate the pgy,

Occur when ©W0 transactions reads the old value of vari

value.

TRANSACTION T TMNSACTIGN U

lance = b.eetBalance( );
balance = b.getBalance( ); ba g

tBalance(b alance*1.1);
b.setBalance(balance* [.1); b.setba

a ;vithdmw{h alance/10); ¢ withdraw(balance/10);

balance = b.getBalance( );  $200 balance = b.getBalance(); ~ $200

b setBalance(balance*1.1); $220 h.setBalancE{haianct* 1.1);  $220

a.withdraw(balance/10); $80 o withdraw(balance/10) ; . $280

Initially A,B,C has $100,5200,3300 respectively. Transaction T transfer the amount from A to B and

Transaction U transfer an amount from account C to an account B. In both cases, the amount transfer is
calculated to increase the balance by 10%. The net effects on account B of executing the transactions T and

U should be to increase the balance of account B by 10% twice, so its final value is 3242

10)What are independent checkpointing and co-ordinated checkpointing? Explain snapshot

algorithm used for backward recovery in distributed system.

independent checkpointing requires multiple local checkpoints of each node to be stored on stable

storage and is affected by “domino effect”. independent checkpoint is also called quasi-synchronous.

Coordinated checkpointing has been found better than independent checkpointing as it is domino-free and
has minimum storage and performance overheads. Coordinated checkpointing 1s attractive due to simple

recovery, domino-freeness and optimal stable storage requirement.

A distributed snapshot algorithm captures a consistent global state of a distributed system. A global stal¢

can be described by a cut that indicates the time at which each process “checkpoints™ its local state and
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| he case of a consistent cut C (Fig 14.1),

. »reCt v

its
# | exactly o= :

o &1 Fig | 4.2). It will cause problems when
|| sisten! (

oD ,

Fﬂl _'l Sl ey ST

Consstent an
A

ifa
message Crosses C_ iy

send” '
® fecovered from g g nd" should be before ¢

5
Lent cut, EVery message will
fore C, ¢ becomes

I.f i ]II-E EE 15 aﬁE] {L Whlle ":5 1--| .I " ]
3 hﬂ

the Process
es
b s dre restarieq from an i !
ge m?2 can be executed twice in Fig 142, nconsistent cut.

Sender of 12 canngt
be ented it hs

Figure 14.1: 4 Consistent Cut Figure 42 Az foeonsistert Cin

The algorithm assumes that:
« There are no network failures
+ Each process communicates with another process using unidirectional point-to-point channels
* There is no message reordering on each channel
* There is a communication path between any two processes

Any process can initiate the algorithm by: 1) checkpointing its local state which contains all necessary

i- | - ' - " s o " ¥ "_' E-
Hormation to restart itself, and 2) sending a marker on every outgoms channel. Then for every messag

E Whin > . & L - .y e oy 3
Tom every incoming channel, the process writes a copy to disk, untila subsequent marker is received

N:}w Sy . . : it ale Looints
every other process may receive markers. If one process receives its first marker, it also checkpe

1t Jocal < : incoming
al State, sends a marker on every outgoing channel and saves messages from all other £

L'h[m : : ; i s .ar an each incoming

nels unil o subsequent marker comes. A process finishes when it receives a marker on -
a4 s v & E‘

ine) them with its own local state to Imuator. Multpl

It finaliv .
Im“”l‘f collects states of all channels and send
149
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y he 1N Progness Fach o

{ them 15 scparate and disunguished by tagging the mark
| . i ST With g
qumber). This algorithm will always stop because: 1) every proce B
- L S

srapsiols miad

wor D (and SEquenice "

it

ges only when 1t receinves the first marker: 2) every proces

= = f .\- i[‘.‘p'\ )
v,

miarkers and saVES pncoming messd

g T + recetves a subsequent marker from th g
. o an INCHTING channel when it rec at channe) 3
mﬂ'\h,l"l- ¥ tf{hll an % N and 4.'“-'
ch -
d

arker alway's COMeS Intuitis ely. this algonthm can capture a consistent global state becayse- 3

H ] . " nn
IPOSMERT 1Y |nrn1'dc-:l'*.rn: TwiC, 7)) no messdge 1s lost, since all messages in transit are ﬂl‘b‘-'u‘ﬁ hﬂ[“

¥ 1 - - EE""' th“

&

(Wi (ArhETs 0T 1h[ Lhﬂ.ni'it! 'd]'ll.‘l lhﬂl'l'.'tﬂlﬂ rl'ﬂﬂrd.l:ll.

(1. Wrlte short notes on: (any two)

iy JINI Distributed Event Specification

i) 1DL

iil) Distributed cut

DJINT Distnbuted Event Specification

Jimi s petually a Java program that serves as a translator lor communication between a computer and other
devices on the network. It enables all types of devices to simply connect Into improsipty networks, making
aceess o and delivery of new network services as simple as plugging. It enables all tvpes of devices to

work together in a community pul together without extensive planning, installation, ot human intervention.

Jini is a distributed computing network environment that offers. “Network plug and play”. Jini1s

connection technology is base on a simple concept that “*device should work together.” no driver to find, 00

operating system issues, no wired cables and connectors.

JTINI Service-Oriented Architecture

© PHOTOCOPY SEWA  ©Er. Shulav Parajuli ©Er. Aashish Aryal

Lookup Service

H“r\-‘ﬂ 11- Hﬂ“h‘h“'ﬂu

+ Provider |
3. Tund to the service il

JINI Process

Discover: find a Lookup service.

join: send a copy of the service proxy to the Lookup service.
Discover: find a Lookup service.
Lookup: request a service.

Receive a copy of the service proxy.

Advantages

— : no fees
Jini is open-source, meaning that the program code is freely available on the Internet and therc 21€ 7%

for ug—'mg 4
e to where 1t is needed.

Ini , ants ¢ e cod
Jini supports an extrem ely flexible network as Services and Clients can move

S : ; rk.
New services are easy to program in Java, and can b€ casily added to the netwe
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ii) IDL

An Interface Definition Language (IDL) is a language that is used to define the interface between 5 dli
Ient

and server process in a distributed system. Each interface definition language also has a set of associa
dled

IDL compilers, one per supported target language. An IDL compiler compiles the interface specifi

. ; Eatinns!l
listed in an IDL input file, into source code (e.g., C/C++, Java) that implements the low-leve]

communication details required to support the defined interfaces. IDL can also be used to populate a5

implementation repository, which other programs can use to look up information on an interface g untip
e

This is necessary when a program, such as a debugger or interface browser, does not have access g an

application's IDL file. One advantage of an interface definition language is that it does not contain any

mechanism for specifying computational details. The stubbed-out routines, generated by the IDL compiley

must be filled in with implementation specific details provided by the application developer. Thus, an DL

clearly enforces the separation of a distributed application’s interface from its implementation,

IDL defines the modules, interfaces and operations for the applications and is not considered a

programming language.

C.Ces ) ( Smaltax COBOL.
" PL
DL | m DL 1oL DL
= I
_ Client | Servel
Objact Request Broker (ORB)

iii) Distributed cut

A cut is a set of cut events, one per node, each of which captures the state of the node on wh ich it occt

152 |
© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Fr. Aashish Aryal

-



154

© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Aryd

paitrd
(ain the major challenges in designing the distributeq system, |

ExP s? | . 2 - How ip

1) ges i1 tﬂbutﬂd information system is defined as “a numbe of

dist?} cing information among them”. A distribute s

G d ; . d i i
Al for sh that communicate or exchange informa nformai

7 on syst H
ol uters t ystem consists of :
ewo computet: o i ion thro s 0
';umﬂnm” shﬂllengﬂs in designing the distributed system are: ugh a compuyer network.

.Ur G

s ity is applied to the netw
eity: Heterogen«! ork, compute
Hgterﬂgef" ¢ different developers. A key component of the hpeterro ey

I tion: O : 1 :
5 F‘Emﬂﬂt-ﬂrunﬂ‘-e“t is middleware. Middleware is a set of services thay
erver n:r:ith each other across a heterogeneous distributed system_

- eacts ¥ f the distributed system is d : i
interac . The openness 0 ) ystem 1s determined prim
ness: ng services can be made available to the users. primarily by the degree to which new

s Security of information system has three compenents Confidentially. intesr:

. ; i : . | . T
3, Secuntty otects shared resources, keeps sensitive information secrets when tran T:Entt; S
En‘:IIfF{ bility: gcalability of the system should remain efficient even with a Signiﬁm-[ increase in th
4 Scald sers and resources connected. in the

b handling: Failure handling is difficult in distributed systems because the failure is partial i.e

- ¥ E L] r 3
5, Fmgmpﬂnmts fail while others continue to function.
Eﬂn;mcuﬂﬂ“'zf: There is a possibility that several clients will attempt to access a shared resource at the

¢ time. Multiple users make requests on the same resources, i.¢. read, write, and update.
; Tﬁnspaﬁm}r: Transparency ensures that the distnibutes system should be perceived as a single entity by
: lication programmers rather than the collection of autonomous systems, which is

teraction model handles

“Pendent computers Jinked by a

are, operating s :
- op ystem, and
£&neous distributed system client-

enables application and end-user to

he users OF the app

,;mperﬂﬁng.
2) Location transparency: The users cannot tell where resources are located

b) Migration transparency: Resources can move at will without El:lﬂﬂg:lr_lg their names
¢) Replication transparency: The users cannot tell how many copies EHIEI_.'

d) Concurrency transparency. Multiple users can st}are resources automatically. |

o) Parallelism transparency: Activities can happen in parallel without users knowing.
8. Quality of service

9, Reliability

10. Performance

Second part ,
on : iv K drifts etc.
Interaction model are for handling time i.e., for process execution, message delivery, cloc

Interaction model in Synchronous and Asynchronous distributed systems.
53""_'3hmnm|5 distributed systems
Main features: _
:lfwer and upper bounds on exec ution time of processes can be set.
[}mlsmllmd messages are received within a known bounded time.
imﬁéﬂlas between local clocks have a known lfnnund. N
ak““‘wa:u“r E]IE'T"_S'Zfiuenth::}: In a a}=11c}1runn115 dlSIlf‘lhult':d syste

nly Synt‘:‘“[“’t precision depending on the dritt 3!-6]-1}!&
tan be u%dr?“m"‘ distributed systems have a pre icta
na SYnE: o or h‘?""q real-time applications. s
Process or mm""‘ dlﬁ“ I‘lPulEfi system, 1L 18 possi

Ote: It js dit—?"‘llmcalmn link.

¥nchy cult and costly to implement synchron

onous distributed systems | 155

ofr. Aashish AV

notion of global physical e (with

jmi . guch systems
behavior in lerms of timing. Only Suct >

- - t‘ .1 f

ous distributed systems.
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: . those on the Internet) are asynchronous. - Ng p .
1 slems (lnﬂllld"lg t T ound-q
: nbuz:ilﬁfni can be assumed about speed, load, ;“d ;Ehf‘hlhty :‘;f computers). -Ng %Epr“'-‘tss
. E = . a G
s :i:llu;missiun delays {n(?thmg = \ﬂ::;::cks TR TRy rl"'*“Eﬂ::»ili't“ﬂ‘mn
g ections) - NO bounds on drift rates between 10€ - Y of
jnterconiy :
E EEE- : - " . .
|mportant c?;iﬁ:ndistﬁbulﬂ d system, there is n0 gluh:_il physical time. Reasoning can be only in (e
In an async T

; ' d state).
. - Jecture on time an . ; L,
logical l{:tmﬁ Eﬁgjmribmd systems are unpredictable 1n terms of timing.
chrono

_ Many dis

: be used. : :
Mo “mjzn::iﬁ?;nﬂus systems are widely and successfully used in practice.
Note: AS

tice timeouts are used with asynchmnﬂus systems ’_t:.:ér gan]i,:m dﬂéecﬂ i,

However, adiional e applied to avoid duplicated messages, duplicat :
However, additional measures must be app P nr
operations, etC.

vent and notification system during the communica
Q‘ 2}'hwth:lltusr:tt$EExn:::i:1 ::e flistrihute:'_l eventr nnlfiﬁcf_ttiﬂll Pl‘ﬂtes;s in detail. | tion
distribu E'h : g d system requires entities which reside in different adf_‘l‘lESE spaces potentially on dif,
Ans. Distriot Dm;unicalﬂ- Distributed object means that objects reside in separate address ik, rent
machines Enfiis can be access on remote address space potentially on different machines. The Tm?nd
i};fﬁ;drt;\ is issue in an address space separated from the asidre?"s_spa-:e where the target object residca.:
The code issuing the call is refers to as client. The target object is referred to as server object or fﬂm‘ui.;
g:ﬁ: an event occurs at an object of interest as the result of the cnmpleti_nn F'f a method execution. The
idea behind the use of events is that one object can react to exchange occurring in another object.
Notification: is an object that contains information about an event. Notifications of events are essentially
asynchronous and determined by their receivers. | | |

Distributed event-based systems extend the local event model by allowing multiple objects at differen
locations to be notified of events taking place at an object.

amﬂng

Event service
object of interest subscriber
i 8 _ notification E
object of intefest observer subscriber
2. 8 notification 9 notification 'B
object of interest observer subscriber
W— ]
3. @S notification

Figure shows an architecture that specifies the roles played by the objects that participate in distributed

event-based systems. The main component is an event service that maintains a database of publishe
events and of subscribes’ interests.

The roles of the participating objects are as fﬂlinws:

The object of interest: an object that experiences changes of state, because of its operations being jnvoked
and is considered as part of the event service if it transmits notifications. _

Event: an event occurs at an object of interest as the result of the completion of a method execution e
Notification is an object that contains information about an event. Typically, it contains the tyPe

event and its attributes.
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object that has 5ub§crihed 10 SOme type of eyer -
be P e ts: 10 dgcnllple an Dbj‘_-:‘:t.‘:t of interest from itg 5 ]: :
’ ect that declares that it o oscribers

will generate notif;
notificat;
‘et of interest or an observer, Caliopg

I:I : . . >
an 0 piect of 1nterest inside the eyep : .

: subscribers. An object of interest inside |he
ctly o d: nnuﬁﬂatiﬂnﬂ via the observer to the Sﬂhqcﬁwem 5€
die”  gen scr

5 er ' : -
1m£r55 this €25 an ODSEIVET quUETIES the object of intere
the subscribers.

ufllilianic
ular types of Vents. A publisher
an oy

R, T
IVice wi - 1sends notifieatiane
bers. Ap ob th 2n ohsen, ations

- €r. Thﬂ h H
; 1ect ; 0nject o

the major features of SUN NF§?

' Explain the Operation of SUN Nps with

ﬂchif; u:ariiﬁﬁt successful distributed system could be attributed 1o gy Microsy i

k File System (NFS). NFSv2 was the standard protocal followed fﬁrn:: stems, which developed

th al of Eimp[f: and fast SE["'-"?T crash recovery. This EDE'l is of - any jfl‘.larg_ dﬁi;ﬂ'ﬂd i
0 er-based network architectures because a single instant of sery portance in

The entire system gOes down.

Jtures of SUN NFS are:

\fachine and Operating System Independence: The protocols used should be independent
 + an NFS server can S.U]}]:!l}’ files to many different types of clients. The protocols should also be si

- yeh that they can be implemented on low-end machines like the PC. S0 be simple
;r,mE;aﬁh Recovery: When clients can mount remote ﬁlﬁ}'ﬂtﬂmﬂ from many different servers it is very
important that clients and 'SET‘H'EI'S be able _tn recover E:asﬂ}-'_ from machine crashes and network problems. ‘
. Transparent ACCESS: We want to provide a system which allows programs to access remote files in the
same way as local files, without special pathname parsing, libraries, or recompiling. Programs should not
need or be able to tell whether a file is remote or local.

4. UNIX Semantics Maintained on UNIX Client: For transparent access to work on UNIX machines. UNIX
filesystem semantics have to be maintained for remote files.
e. Reasonable Pe

multi-client ang

=
u-naset '

of UNIX so

rformance: People will not use a remote filesysiem if it is no faster than the existing

networking utilities, such as rcp, even if it is easier to use. Our design goal was to make NFS as fastas 2
small local disk on a SCSI interface.

. T, ShiShAWui
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Server

/’/'EIEE[/-

virtual file system layer

F

Virual file system layes

l Local O.8.

[N’FS client NES server

erver \MSG from client .
Local disk ‘ o ¥ Local disk
Q
Herwl;'urk
Basic Design . ; | |
The NFS design consists of three major pieces: the protocol, the server side and the client side.

NFS Protocol:
NES uses a stateless protocol. The NF

S protocol 1s defined in terms of a set of procedures, their arguments

and results, and their effects. Remote procedure calls are synchronous, that is, the client application blogs
until the server has completed the call and returned the results. This makes RPC very easy to use ap

understand because it behaves like a local procedure call.
The Server side:

Because the NFS server is stateless, when servicing an NFS request it must commit any modified data to
stable storage before returning results. The implication for UNIX based servers Is that requests which
modify the filesystem must flush all modified data to disk before returning from the call. For example, ona
write request, not only the data block, but also any modified indirect blocks and the block containing the

-inode must be flustied if they have been modified.
The Client Side: '

The Sun implementation of the client side provides an interface to NFS which is transparent to applications.
To make transparent access to remote files work we had to use a method of locating remote files that does
not change the structure of path names. Some UNIX based remote file access methods use pathnames like
host: path or /.../host/path to name remote files. This does not allow real transparent access since existing

programs that parse pathnames have to be modified.

Q 4) What are the RPC communication semantics? Explain the components of C
environment. _

Ans: In RPC the L::alier and callee processes can be situated on different nodes. The normal func
an RPC may get disrupted due to one or more reasons mentioned below:

i. Call message is lost, or response message 18 lost
ii. The callee node crashes and is restaried

iii. The caller node crashes and is restarted.

158 |
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ORBA

(ioning of

b. Las,t-Dl'lE

. the weakest semantics in which a timeoy, Mechany
nism

15 used

¥ ... indefinitely for 8 response from the callee. 'hat preveats the callr from

: ns that the caller waits until a pre-q ined 1
| This mea Pre-delermined timeqy, period and e
: Tl continues {g

execute:

 this semantics does not guarantee the receipt

~ of call
H MEssage nor the execution. This

is applicab]e where the response message is less

antics | =
- mportant and applications that Operate

within @ local network with successful transmission of messages

e Call Semantics

This call semantics uses the 1dea of retransmitting the call message based on timeouts umil th
1 c

caller receives a response.

. The call, execution and result of will keep repeating uniil the result of procedure execution is

received by the caller.

. The results of the last executed call are used by the caller. hence it known as last-one semantics.

. Last one semantics can be easily achieved only when two nodes are involved in the RPC, but it 1s

tricky to implement it for nested RPCs and cases by orphan calls.

¢. Last-of-Many Call Semantics

' : - o ' hose caller
+ This semantics neglects orphan calls unlike last-once call semantics. Orphan call 15 one whose cal

has expired due to node crash.

* Toidentify each call, unique call identifiers are used which to neglect orphan calls.

ach response MESSAgE has 3

‘ a new call identifier and €

When a call is repeated. 1t is assigned 10

Co 1 ' 1
fresponding call identifier.

e ) "
with it matches the identifier Of the ma

A tesponse is accepted only if the call identifier associated

re Ty
cent call else it is ignored. o

ajull @Er. Aashish Aryal
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d Al-Lcasﬁ:—Dncﬂ Call gemantics

This semantics guarantecs that the call is executed one or more times but doeg rmt. 5
. Pecify
' ¥ Whi
th

results are returned to the caller.

It can be implement

ed usiﬁg timeout-based retransmission without considering the orph
an ca|
5,

¢. Exactly-Once Call Semantics

This is the strongesl and the most desirable call semantics. It eliminates the F'Gslsil;,]-
| tity of
a

: pmccdurt'haing executed more than once irrespective of the number of retransmitted calls

. The implementation of exactl

y-once call semantics i$ based on the use of timeouts, retrq
; nﬁn‘"sﬁl
. . : = I‘-'ﬂ'..w
call identifiers with the same identifier for repeated calls and a reply cache associateq with
' b | lhl&

callee.

Second part.

CORBA Architecture

Object lmMplermentation

\\;,J/J._ i

Client

I

10L
Dynamic I0L oOREBE Skeleton Obje cx
Inwocation Stub = Inter face Sdapter
ORB Core

The Common Object Request Broker Architecture (CORBA) describes a messaging mechanism by which
objects distributed over a network can communicate with each other irrespective of the platform ﬂ_“d
language used to develop those objects. CORBA' enables collaboration between systems o d‘ff‘:“::é

operating Systems, programming languages, and computing hardware. CORBA uses an object-onen

model although the systems that use the CORBA do not have to be object-oriented. o

Dynamic Invocation - This interface allows for the specification of requests at cuntime. This 1
when the object interface is not known at run-time. Dynamic Invocation works In conjunction
interface repository. | il D
IDL Stub - This component consists of functions generated by the IDL interface definitions _ﬂﬂd l"; efort
the program. The functions are a mapping between the client and the ORB implemenlalm“- Th

s necessad
with the
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n be made available for any olisgs

? Eﬂpabili;::?gns are called just as if it was a local ob; tio
; ping: F“I;E " The ORB interface may be called b}r}:_“:{ " for which the
P intfl‘fﬂ - des ganctions of the ORB which may pe lther the cliep, or

o S dire : objegt ;
() rfﬂcﬁ |:|I' : Dbj,ﬂ":tr] or b},- the Dh_]ﬂﬂt ImPIEmEn[aﬂﬂn Eﬂ:lr ﬂcﬂﬁSﬁgd ko = ﬂb].:tl lmplﬂmgnlatinn The

e {0 . 5. This : ecli
e ence e ORB !ntﬂl’fﬂﬂﬂ ml:15t be supported by any ORR Merface js Mapped f:i.:'f-llth a5 retrieving a
p 1088 Underlying mechanism used as the transport 1,:”‘:'1 lip e host Programming
¥ 2 Tﬂ\'idﬂs haﬁh‘:

¢

of€ ~
DRH cr ub- compon ents. ,
€

Ommunicat;
th ton of ¢
10 ﬂL gieletor equests

'7“"3.“{5[' apters (OA) - P!'cwd? hETH object implementations access mo
ﬂhjef . and 1nterprf:tal1r::n ol object refrﬂ[:ences, method - sl DBB services, This in 1
uests a service from the object implementation _;Em security, and activatior cludes the
ke method using object adapters and the IDL skeleton - The O - Requests -
voK® apters - Object hﬁapﬁcrs (Ell:lh) are the primary DRB.seﬁ-j‘EE . |
2 Puhhc hntorfase CUSLIRTEP by the object implementation and a P;i?a:: ;:3]:;1 implementations.
. eriace that is used by

iranspons the request, which

e IDL skeletor

s Why vector clock is important? Explain the types of Distributed cut with examples. How d
- How do you

e T
erform state recording.

Ans, Vector Clock 15 an algorithm that generates partial ordering of events and detects causali
ausality

- jations in @ distributed system. These clocks expand on Scalar time to facilitate a causally consistent

view of the distributed S}fsu;m, they detect whether a contnibuted event has caused another event 1
distributed system- It Essclntial'h{ captures all the causal relationships. This algorithm helps us l:l?;lm -thc
process with a vector (a list of integers) with an integer for each local clock of every process uﬁth?;i{,:;
system. So, for N given processes. there will be vector/ array of size N.

Advantages of vector clock:

. Vector Clocks are used 1n distributed systems to determine whether pairs of events are causally
correlated.

+ Using Vector Clocks, timestamps are created for each event in the system, and their fundamental
relationship is determined by comparing those timestamps.

decond part.

Acutis a set of cut events. one per node, each of which captures the stat€ of the node on which 1t 0CCUTS.

Mlllc:‘i:l 2 : : £ ites there arc
(8 o o 7045 ¢3. ...} is consistent if for al| sites there

©) and (&) --> cj) and (ei -/-> c1). | 161
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Instant of local Time
nhsﬂ'\l'ﬂliﬂ'ﬂ .
inktial
value E
1
1
PAO— 7 . T T
. ideal consistent inconsistent
(v rtical) cul cutl
ot attainable equivalent to a vertical cut can't be made vertical
l n I (rubber band transformation) (message from the future)

Inconsistent Cut:
AcutC={cl,c2,c3,,..}i5 :
(ei > ¢j) and (] --> cj) and (e1 -/-> ci).

‘nconsistent if for all sites there are events ei and ej such that:

ates of each individual processes involved in the
the distributed application, i.e., a global

Third part.

The global state of a
system plus the state
picture is useful.

o Checkpointing: can restart
o Garbage collection of objects: obj

pointers to them
o Deadlock detection: Useful in database transaction systems
o Termination of computation: Useful in batch computing systems like Folding@Home, SETI@Home

The algorithm has three phases: Initiation, Propagation and Termination and works as follows:
1. Initiating a Snapshot

distributed system is the set of local st
of the communication channels. Snapshot of

distributed application on failure
ects at servers that don’t have any other objects (at any servers) with

« Process Pi initiates the snapshot.

. The initiator, Pi records its own state and creates the marker message.

« Pi then forwards the marker message to all other processes using the using N-1 outbound

channels Cij(j=1to N & j !=1).

. Pj starts recording all incoming messages from channels Cji (j = 1 to N &j!=1)

2; Pmp#gating a Snapshot ’
If a protess Pj receives a Marker arker that t]

IS seeing:

message on an incoming channel Ckj, and if this is the first M

162 :
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pi recor ds its-own state and mark Ckj as empty

. - ~wards the mark
pj thent foryr reeT message to all other Processes yq; |
thound chanpe
Is.

pj starts recording all Incoming messages . m channels
fro o
J

¢ Pj has already seen a Marker message:

for | ngy €qualtojor k.

(fthe pro ;
_Mark the state of channel Ckj as all

turme

the messa
i £es that haye armived o iy <
d on for Ckj. sInge the recording was

(minating @ Snapshot

3T |
The a‘igurithm termin

ates when:

Processes have received a marker

- (which implies that process state has been recorded
orded)

All processes have received a marker on all the N-1 incoming channels (which impli
of all channels has been recorded) ich implies that state

Later, if needed, the central server collects all these partial states 0 build the global h
snapshot.

Q 6) Why election algorithm is important? Explain bully algorithm with example.

ans: Election algorithms choose a process from group of processors to act-as a coordinator. If the

coordinator process crashes due to some reasons, then a new coordinator is elected on other processor
Election algorithm basically determines where a new copy of coordinator should be restarted L

Election algorithm assumes that every active process in the system has a unique pnonty number. The
process with highest priority w ill be chosen as a new coordinator. Hence, when a coordinator fails, this

algorithm elects that active process which has highest priority number. Then this number is sent 1o every

active process in the distributed system.

We have two election algorithms for two different configurations of distributed system.

a. Bully Algorithm

0. Ring Algorithm

Bully Algorithm
Thi - _ AT in the
his ﬂlgnnthm apphcg 1o system where every process can and a message 1o every other process 1

System,

Algori . ' :
gorithm — Suppose process P sends a message 10 the coordinalor.

-:‘ interval T, then it is gssumed that

L. If coordinator does not respond to it within a tim

coordinator has failed.
143

© PHOTOCOPY SEWA  ©Er. Shulav parajuli




Now process P sends election message to every process with high priority Number

'En.]

3 Tt waits for responses: if no one responds for time interval T then process P eleqys ;
. : lself
a5 a

coordinator.

4. Then it sends a message to all lower priority number processes that it is elected a5 th

coordinator.
],'.

s However, if an answer is received within time T from any other process Q,

- waits for time interval T’ t i :
. (1) Process P again waits for time 1n T’ to receive another message frop, 0

that it has been elected as coordinator.

. (IHIFQ doesn't respond within time interval T" then it is assumed to haye faileg
ile

and algorithm 18 restarted.

Previous mﬁrdhatur
has crashed

(a) (b) (c)

« Process 4 holds an election
« Process 5 and 6 respond, telling 4 to stop

. Now 5 and 6 each hold an election

164
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| O ' 3

Y ®

| (d) (€)
Fmﬁgss gells 510 stop

process 6 wins and tells everyone

ou claim that replication is one of the scaling i R
7) How can !rﬂfl C : s g techniques in distrib :
?gu]ensﬂl’ﬂ the high available services in DS? Explain with a suitable aﬁpmn:h. R RpieR How de

Ans: |
Replication as Scaling

Keeping copies up 1o date may require more network bandwidth. If the access-to-update ratio is very low.
+oneed to install a local replica. )
| * Keeping multiple copies consistent itself is subject to serous scalability problems. lmplementing
domicity with a larse number of replicas across 2 large-scale metwork is inherently difficult when
operations are also required to complete quickly. Difficulties come from the need to synchronize all
replicas.
In many cases, the real solution is to loosen the consistency constraints.
+To what extent consistency can be loosened depends on the access and
l update patterns of the replicated data, as well as on the purpose for

which those data are used

Second part. | -
High availability (FLA) can be achieved when systems are equipped to operate continuously without !a-.lurz
or a long duration of time. The phrase ::uggcl:ts that parts of a system have been thoroughly tested &
tccommodated with redundant components 10 remain functional whena failure occurs.

L. Midd]
; eware HA — load balanc - Yoy
A Farr o : vad balancer : . ine. Load balancing 3
.“;Lw h'gh‘“‘-'i‘niuhnil} solutions exist such as load balancing and basic Emsfziimﬁnna'lm (o evisting
nnL“ 1 as horizontal scaling can be achieved by adding e nodes With ICTHER 7o avalable serers
o S v ! i o = g & T 1 a 1
S Tedistributing the load amongst them all. B exclusively red

Teliabil;
". [ YRR g . +
¥ and availability can be maintained.

irecting TEQUESLS

YRl o :
hStﬂh“H u
P and down
165
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In companies, high availability is achieved by scaling the servers up ot down depending on the applicgy;
server's load and availability. It is done mostly outside the appli::atibn at the server level, b 1Catiqy
3. Implementing multiple application servers

Overburdened servers may crash and cause an outage; it is advisable to d:.:p'ID}' applications over mult;
servers to keep the applications running all the time. It creates a sense of being always operational .u tiple

4. Multi-region deployments

When it comes to cloud environments, systems are deployed in units and are referred to as reg;
region can be defined as a data center, or it may be consisting of a set of data centers located snr::m' i
close to each other. Then there comes a more granular unit inside of the regions and is kﬁﬂxEWhal
availability zone. So, each availability zone is 8 single data center within one region. e

. 5. Clustering techniques
Clustering techniques are generally used to improve and increase the performance and availability
complex system. A cluster is usually designed as a redundant set of services rendering tire same SE‘:H
functionalities and capabilities. %

High Availability Cluster
Application Clients (End Users)

Internet Load Balancer

RN |
@/‘

Replicated Servers
(Avallable il Nezded]

Q 8) Write the Lock compatibility rules for two-phase locking. Describe the methods for concurrency
control in distributed system.

Ans: Two-Phase Locking =

A transactior is said to follow the Two-Phase Locking protocol if Locking and Unlocking can be done in two phases:
Growing Phase: New locks on data items may be acquired but none can be released.

Shrinking Phase: Existing locks may be released but no new locks can be acquired.

: nd
Note — If lock conversion is allowed, then upgrading of lock( from 5(a) to X(a) ) is allowed in the Growing phase, @

downgrading of lock (from X(a) to 5(a)) must be done in shrinking phase.
Let’s see a transaction implementing 2-PL.
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T2
B siA) k-S(A)
imck loc !
ilﬂ‘k'ﬂm ......
5 u|'|.1l'.'-"t:i':"'ll:i':i Luck*:’:{f-]
b
; iockd ]'I unlock(A)
g unlock(C)
1]
1“-"“'.'5 iyst 2 .keleton transaction that shows how

This | ian 1+
Traniﬂf-: phase is from steps 1-3.
The E""’:mk,m g Phase is from steps 5-7.

ction T2
Tﬁn:ﬂwing Phase is from steps 2-6.

The shrinking phase is from steps 8-9.
|ock Point 3t 6 '

second part. ;
yarious concurrency control technigues are:

1. Two-phase locking Protocol

3 Time stamp ordering Protocol

3 Multi version concurrency co ntrol
4 Validation concurrency control

Time.Stamp Ordering Protocol

A timestamp is a tag that can be attached to any transaction or any data item, which denotes 2 specific
ime on which the transaction or the data item had been used in any way. A timestamp can be
implemented in 2 ways. One is to directly assign the current value of the clock to the transaction of data
tem. The other is to attach the value of a logical counter that keeps increment as new tmestamps A
required. '

The timestamp' of a data item can be of 2 types:

o (I)YW-timestamp(X):

This means the latest time when the data item X has been wntien into.

L

(i1) R-timestamp(X): | -
3 ; : . These 2 timestamps &
This means the latest time when the data et X has been read fro

jtem X.
; Ton 1 4 on the data item -
updated each time a successful read/Write operation 18 performe

Multi verei

ﬁm Concurrency Control: s

Mul vzrsfan schemes keep old versions of data item to increase concurrency.

rsion 2 phﬁﬁ :
e locking:
E 167
uli ©Er. gshish ATYO
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f 2 new version of the data item written, Timestamps
ErE T}

results in the creation 0 d. sel iat ion of sed
ed, select an appropriate version of X bas Sdt
ed on the timestap, O labg,

ful write SRR
Each success read(X) operation 1s issu

the versions. When &
transaction.

oncurren ontrol:

pproach assumes
locking nor time stamp
Using an optimistic approac

validatio
The gpumiﬂit d
requires neither
it is mmmit‘ted.

validation and write. .
(i) During read phase, the transactio

ypdates to 3 private copy of the databas
temporary update file, which is not accesse

that most of the database operations do not conflict. The optim
ing techniques. Instead, a transaction is executed withoyt re
h, each transaction moves through 2 or 3 phases, refer

Isti
Stfitt'lDHE unt_l
]

red to as rEEd
n reads the database, executes the needed computations an |

e values. All update operations of the transactions are
d by the remaining transactions. - |

d' l'nakE
51
rEEﬂrﬂEd mh:

(ii) During the validation phase, the transaction 15 ualiu.:iated to ensure that the changes made will not aff
integrity and consistency of the database. If the validation test is positive, the transaction goes to a write BCt the
. tive, he transaction is restarted and the changes are discarded. Phase, i

the validation test is nega

(iii) During the write phase, the changes are permanently applied to the database.

Q 9) Explain the types of faults and failures. How do you detect arbitrary faults? Explain with respect
to

Byzantine failure.

Types of failure

|

Secondary storag
failure

Communication

tem failure z
Syste medium failure

Method failure

Ans:

1. Method failure:
In this type of failure, the distributed system is generally halted and unable to perform the execution. Sometimes it

leads to ending up the execution resulting in an associate incorrect outcome. Method failure causes the system
state to deviate from specifications, and also method might fail to' progress.

2. System failure:
In system failure, the processor associated with the distributed system fails to perform the execution. This is caused

by computer code errors and hardware issues. Hardware issues may involve CPU/memory/bus failure. This is,

assumed that whenever the system stops its execution due to some fault then the interior state is lost.

3. Secondary storage device failure:
A storage device failure is claimed to have occurred once the keep information can’t be
sometimes caused by parity error, head crash, or dirt particles settled on the medium.

accessed. This failure i5

4. Communication medium failure:

A communication medium failure happens once a web site cannot communicate with anoth
within the network. it's typically caused by the failure of the shift nodes and/or the links of the huma
system. :

er uperat‘u::nal s'!te
n activity

Second part
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© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Er. Aashish Arydl

Irals problem (Lampert’s Algorithm)
e node can also generate arbitrary dat,

e
I E I
E'Idhl.lsgaﬁe.l{ Jlt thEI'_ﬂnt d:lfﬁl:UIt. L p [Endmgtubeamr
Iﬁttmakiﬂg 3 &b faulty process | sends vi to every other i rect one,
U ry N

Oce
wh'y.eve 7 send anything. 5

55 '
PO gguitof the announcements of step 1 are collecteq
.The

-
U3INg reliable Unicasting,
in the form of

; ing | ct
ry process prssing TR VO from to every other Process, (Prg
E.'IEP : Cess may get n 1
5 ﬂ;}.aﬁh roces
srep ™ 252 mﬂjﬂ'rlwf

s examines t'[‘le ith Flement of each of the newly recei
that value is put into the result vector. Of ng 'ua:"':EWEd vectors, If any
t of the result vector is marked UNKNOwN U has majority, the

s reach agree ment with a perfect channel if M oy

0e  neral
N 2

t of N may be traitors)

Faulty process

N = 4(processor)

M=1(traitor)

The Byzantine agreement problem for three non-faulty and one faulty process.
|3) Each process sends their value to the others.

b} The vectors that each process assembles based on (a).

|c] The vectors that each process receives in step 3.

1 Got(1,2, x, 4) 1 Got 2 Got 4 Got
2 Got(1,2,y, 4) 4.2, v4) {2x4) (1,2x4)
3 Gol(1,2,3,4) @b, cd) (@fgh (1.2%
4 Got(1, 2,2, 4) 1.2 2,4) (1,224 (bi k)
Eﬁnﬂuaiun:
sui:.:: efa:w processes, agreement is possible only if 2m + 1 processes function correctly.

3, m=1, Agreement cannot be reached.

. hish Aryal
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2 Got

1 Got

(1,2, y)
(a,b, C)

(1,2, X)
(d, e, f)

With two correct pr::u:es's and one faulty process. No majority. Cannot reach an agreement.

Q 10) Write short notes on: (Any two)

a) Monolithic kernel

b) IDL

c) Check pointing approach for recovery in AS
d)JINI

a) Monolithic kernel

A monolithic kernel is an operating system architecture where the entire operating system is working in kernel
space. The monolithic model differs from other operating system architectures (such as the rl‘l'ﬂiffil_"‘f”"Ei
architecture) in that it alone defines a high-level virtual interface over computer hardware. A sét of primitives of
system calls implement all operating system services such as process management, cOncurrency, and memory
management. Device drivers can be added to the kernel as modules.
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. . VArtual File Sy
Inter process Communication

Scheduler
Virtual Memory

Device Drivers
Dispatcher

]

Application

RNEL 4
KE ODE

'l_.'InnuI'tthil: Kemel Operating System

DL : . .
| bln terface Definition Language {1DL) is a language that is used to define the interface between a client and server

| or0CeSS in a distributed system. Each interface definiﬁiun language also has a set of associated IDL compilers, ane
ser supported target language. An 1DL compiler compiles the interface specifications, listed in an IDL input file, into
ource code (e.g., C/C++, Java) that implements the low-level communication” details required. to support the
defined interfaces. IDL can also be used to populate an implementation repository, which other programs can use
1o look up information on an inte face at runtime. This is necessary when a program, such as a debugger or
interface browser, does not have access to an application's IDL file. One advantage of an interface definition
language is that it does not contain any mechanism for specifying computational details. The stubbed-out routines,
generated by the IDL compiler, must be filled in with implementation specific details provided by the appﬁcat‘u:lm
developer. Thus, an IDL clearly enforces the separation of a distributed application’s interface from its

implementation. . _ ‘ ‘

] DL defines the modules, interfaces and operations for the applications and is not considered a programming
language. -

|

|

|

| "

: ashish AYd
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Object Request Broker (ORB)

¢} Check pointing approach for recovery in AS |
Checkpointing and recovery are two techniques that must be developed hand in hand to enhance the avaij abllity of

a cluster system. We will start with the basic concept of checkpointing. This is the process of periodically saving th
state of an executing program to stable storage, fromn which the system can recover after a failure. Each it e
state saved is called a checkpoint. The disk file that contains the saved state is called the checkpoint file, AlthuurE
all current checkpointing software saves program states in a disk, research is underway to use node mEmuriesgin
place of stable storage to improve performance.

Checkpointing techniques are useful not only for availability, but also for program debugging, process migration
and load balancing. Many job management systems and some operating systems support checkpointing to a ce n;airr.
degree. The Web Resource contains pointers to numerous check-point-related web sites, including some public
domain software such as Condor and Libckpt. Here we will present the important issues for the designer artd the
user of checkpoint software. We will first consider the issues that are common to both sequential and parallel

programs, and then we will discuss the issues pertaining to parallel programs.

d) JINI

Jini is a way to do distributed computing that helps you manage the dynamic nature of networks,

Provides mechanisms to enable smooth adding removal, and finding of devices and services on the network
* Provides a programming model for refiable, secure distributed services and makes it easier for
programmers to get their devices talking to each other.
Jini technology promises to be a reality in the immediate future as an architecture to enable
connections between devices anytime, anywhere.

© PHOTOCOPY SEWA  ©Fr. Shulav Parajuli ©Fr. Aashish Aryal
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A JavaSpace
neral urgamzatiun of a JavaSpace in Jini.
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onling panking | )
onliné gaming (e.g., multiplayer systems)

Additional areas of application for distributed computing include e-learn;
intelligence, and e-commerce, \ng platforms, artificjal

jyaniages of Distributed System
Adv

|, Cost Effective

Although distributed systems consist of high implementation costs, they are cost effective in the long run.
7, Efficiency

Distributed systems are made to be efficient in every aspect since they possess multiple computers. Each of

these computers could work independently to solve problems. This not only considered to be efficient. but

it also significantly saves time of the user.

3. Scalability

Distributed systems are made on default to be scalable. Whenever there is an increase in workload, users

can add more workstations. There is no need to upgrade a single system. Moreover, no any restrictions are

placed on the number of machines.
4, Reli‘al:-ility

sy _ ~ p— ofa
The distribyted systems are far more reliable than single systems in terms of failures. Even in the case

' ‘ : can continue
ngle node malfunctioning, it does not pose problems to the remaming servers. Other nodes

© funetion fine.

3. Lﬂtﬁl‘[c}r
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Distributed systems result on low latency. If a particular node is located closer to the user, the distriby,
. ed
systemn makes sure that the system receives traffic from that node. Thus, the user could notice mycp, |
ess

time it takes to serve them.

Disadvantage of Distributed System

1. Startup Cost

Compared to a single system, the implementation cost of a distributed system is significantly higher, The

infrastructure used in a distributed system makes it expensive. In addition to that, constant transmissiop of

information and processing overhead further increases the cost.

2. Security

Distributed systems always come with security risks since it contains open system characteristics. The data

of the usér is stored in different workstations. Thus, the user needs to make sure that their data is secured iy,

each of these computers. Moreover, unlike in a centralized computing system, it 1s not an easy task to

manage data access in a distributed system.

3. Complexity

The difficulty involved in implementation, maintenance and troubleshooting makes distributed system a

complex strategy. Besides hardware complexity, dis

software used in distributed system needs to be well attentive when handling communication and security.

4. Overheads

Over heading is a common problem faced by a distributed system. This happens when all the workstations

try fo operate at once. Even though this essentially brings desired results, eventually there will be an

increase in computing time. This ultimately impacts the system's response time.

5. Network Errors

Distributed systems are prone to network errors which results in communication breakdown. The

information may fail to be delivered or not in.the correct sequence. And also, troubleshooting errors is @

difficult task since the data is distributed across various nodes.

Q2)What are the requirements of Distributed File System? Describe file service architecture for

Distributed File System.

76 ©Er. Shulav Parajuli ©Er. Aashish Aryal
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tributed system posses difficulty in software too. The .

form
S';pliait}’ gl castalse
1

High ﬂvailﬂbilit}'
igh reliability

pata intﬂgﬁ ty
- {d one al I‘E.ﬂdY}

ing is necessary in distributed system?

| main Naming Service (DNS) with its

Haﬂ;e:‘. play @ very important role in all computer systems. They are used to share Tesou
Tces, 10 uniquely

" ties, to refer to locations, and more. An i ' " i i
iy ntities. mportant issue with naming is that a name can be

esalved 10 the entity it refers to. Name resolution thus allows a process to access the named "
ed entity.

' second part (done already)

() What are the advantages of micro-Kemal over monolithic kernel? In your view, which kernel is

~ preferable for distributed Operating system and why?
Ans:

The advantages of micro-kemel over monolithic kernel are:

| Microkemel is more secure than monolithic kernel as if a service fails in microkernel the operating system

remaj - : . e i e
| tmains unaffected. On the other hands, if a service fails in monolithic kernel entire system fails.

Monalithic La s o i
| nolithic kernel designing requires less code. which further leads to fewer bugs.

Hhink mier , X
! "k microkernel is preferable for distributed operating system-due 10 the following reason
reSoUTEs-

gﬁ.ﬁﬂ'

it manages all systerm

|
| A Microl ;
rokemel kernel. Bemng a kernel.

s one of the classifications of the
1 different address spé

.dSEI- Seryi s |: dd ress ﬁ‘l"“ﬂ" Ihub
. 3 . . ) emet &
I€es are kept in user address space, and kernel services arc kept under k |

dlsg
rEdU‘EE . P - )
Sthe size of kernel and size of an operaling system as well. i1

Win g m: : :
Microker , ;
licrokernel, the user services and kerel services are implemented |

: - uihishﬁ’?“"
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b) What do you

Applcations
Libranes
User mode E E
e | 2 8 £
= Eh . =
g = w E =
SE| 2% | °
E =
Kemel mode Nficrokemel
Hardware

It provides minimal services of process and memory management. The communication between client

pmgrama’applipatinn and services running in user address space is established through message passing

reducing the speed of execution microkernel.

The Operating System remains unaffected as user services and kernel services are isolated so if any

user service fails it does not affect kernel service. Thus it adds to one of the advantages of a

microkernel.

It is easily extendible i.e., if any new services are o be added they are added to user address space and

hence require no modification In kernel space.

It is also portable, secure, and rehable.

e Advantages of Microkemel —

The architecture of this kernel is small and isolated hence it can function better.
e Expansion of the system 1s easier, it is simply added to the system application without disturbing

the kernel.

Q5)a. What are the components of CORBA environment?

Done already

Done already
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mean by logical clock? Explain Lamport's Logical clock.
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distrihuted coordination in DS?

n“l
“

pefine replication and fault tolerance in DS and explain why are they n
ecessary? Explain how

cation .phanced scalability for DS.

rEF“

g What ;s LOCK and DEADLOCK in DS? Discuss the methods of distributed deadlock

qyoidance.

Alockisa variable associated with a data item that determines whether read/write operations can be

performed on that data item.

A Deadlock 1s a situation where a set of processes are blocked because each process is holding a resource

and waiting for another resource occupied by some other process.

Deadlock Avoidance

Deadlock avoidance can be done with Banker's Algornithm.

Banker's Algorithm

Bankers's Algorithm is resource allocation and deadlock avoidance algorithm which test all the request

made by processes for resources, it checks for the safe state, if after granting request system remains in

the safe state it allows the request and if there is no safe state it doesn’t allow the request made by the

process.

1 ;
puts to Banker's Algorithm:
Max
need of resources by each process.
Curre '
ently, allocated resources by each process.

Max fr,
rl. . "
€€ available resources in the system.
179
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. The reques

¢ will only be granted under the below condition:

. If the request made by the process is less than equal to max need to that
process.

&
system.

Example:

Total resources In system:
ABCD

6576

Available system resources are.
ABCD

. o

Processes (currently allocated resources):

ABCD
Pl 1221
P2:1033

P3 1210

Processes (maximum resources):
ABCD
Pl1 3322

P2 1234

P3 1350

180
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If the request made by the process is less than equal to the freely available resouj
: source in the
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.

Need = e
es ([\E'Ed I'EEGUI'GES]:

FF‘J-EESS 3

ABCD

P.lz]ﬂl

g)Write short notes on:

j)Process Resilience

ii) Mach

done already
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Distributed System

<]

Q == Node/Computer

ms are svstems that use

{‘:gn[mliﬁfd 5}'5[6 :
Jienv/server architecture w here one or more

| client nodes are directly connected to a

| central server.
___..—-—-—'_-_-_-_

In decentralized systems, everv node makes
its own decision.

This is the most used tvpe of system in many
organizations where 2 client sends a request
lo a company server and receives the

Google search system. Ezch request is worked
upon by hundreds of computers which crawl
the web and return the relevant results.

| response.

Limitations of Centralized System —
e Can't scale up vertically after a certain

limit — After a limit. even if you
increase the hardware and software
capabilities of the senver node, the

| performance  will  not  increase
| appreciably leading to a cost’benefit
ratio < |.

* Bottlenecks can appear when the

| tralfic spikes — as the server can only
| have a finite number of open ports 10

Wt o : s 5
Vhich can listen to connections from

L

© PHOTOCOPY SEWA  ©Fr. shulav Parajul

Difficult to design an

Limitations of Distributed System —

d debug

algorithms for the system. These

alporithms are di fficult because of the

absence of a common clock: 0 no

temporal ordenng of commangds logs

can take place. Nodes can have

different latencies W

hich have to be

kept in mind W hile designing such

aleorithms. The complexity InCreases

with the wcrease 10
nodes. V isit this lin

information

SFr. A

the number of

k. for more

LHH__H__":‘H nodes. So, when high trai“i"_//_’/”’

gshish Aryal
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[ oceurs like a shopping sale, the server o
can essentially suffer a Denial-of- the temporal ordering of
Service attack or Distributed Denial- events/transactions

of-Service attack., 1 * Difficult for a node to get the global
view of the system and hence take
~ informed decisions based on the state

of other nodes in the system

Advantages of Distributed System —

« Easy to physically secure. It is * Low latency than a centralized system

easy to secure and service the — Distributed systems have low
server and client nodes by virtue | latency because of high geographical
of their location spread, hence leading to less time to

get a response
« Smooth and ‘elegant personal

experience — A client - has a
dedicated system which he uses

(for example, a

personal
computer) and the company has a
similar system which can be

modified to suit custom needs

* Dedicated resources (memory,

CPU cores, etc)

e More cost-efficient for small
systems up to a certain limit — As
the central systems take fewer
funds to set up, they have an edge

when small systems must be built

e Quick updates are possible — Only

one machine to update.

o« [FEasy detachment of a node from
the system. Just remove the

connection of the client node

No common clock cayses difficulty ip

Advantages of Centralized System — | ===
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i |

server and voila! Node

\

from the

.dﬂfﬂﬁhsd'

e
part |

W,ﬁgﬁu . Heterogeneity 1s applied to the network, COmputer hardware. gperar
| » Operaty
cation of different developers. A key component of the %

secon

8. system. and

heterogenequs distributed system

. ? St of services that enbles application
Jnd end-user to interacts with each other across a heterogenegys distributed system

impleme?

ljent-server environment is middleware. Middleware is
c *

. Q-EEMLS‘S': The openness of the distributed systenr is determined primarily by the degree to which
' o 1c

e resource-sharing services can be made available to the users. Open systems are characterized
by the fact that their key interfaces are published. It is based on a uniform communication

mechanism and published. interface for access to shared resources. It can be constructed from

heterogeneous hardware and software.

10. Scalability: Scalability of the system should remain efficient even with a significant increase in the

number of users and resources connected.

11. Security: Security of information system has three components Confidentially. integrity and
availability. Encrvption protects shared resources, keeps sensitive information secrets when

transmitted.

12. Failure Handling: When some faults occur in hardware and the sofiware program, it may produce

incorrect results or they may sfop before they have completed the intended computation so

corrective measures should to implemented to  handle this  case

Failure handling is difficult in distributed systems because the failure 1is partial 1, e, some

components fail while others continue to function.

: T : = 35 resource at
13. Concurrency: There is a possibility that several clients W ill attempt to access a shared

. : < i e read. write, and update. Each
the same time. Multiple users make requests on the same resources, 1.€ read, w paa

A resource a
: R sents a shared resourc
resource must be safe in a concurrent environment. Any object that repre

15tr1 ; n t environment.
distributed system must ensure that it operates correctly in a COnCUren

- a single
; e - should be yerceived 38
4. Transparency: Transparency ensures that the distributes system shot P

tl- 1'| | . - SR L1 Em Illl tilﬂr

| mous
than the collection of autonom

ices are ]{'H:E!fd and

ystems, which is cooperating. The user should be u

1 . nh-ph.:l-mnt'
1 x 3 L'\. R x = % 1- :‘hl"luld h{- Ir\l
he tranhim ing from a local machine to a remote O 185
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Q2) Discuss the importance of distributed file system (DFS). Describe the operations of SUN
with its properties. NFs

Ans: 2
the data to be share remotely. It improved the availability of file, access time, and network
e I

It allows
efficiency. Improved the ca

the data. Distributed File System provides transparency of data even if server or disk fails.

Second part:
SUN NFS

Server

Client

System call layer

2

Virtual file system layer

Virtual file system layer
Local O.S. NFS client NFS server Local O.S.
MSG to server MSG from client w

Network

Sun’s Network File System:

The earliest successful distributed system could be attributed to Sun Microsystems, which developed the

Network File System (NFS). NFSv2 was the standard protocol followed for many years, designed with

e and fast server crash recovery. This goal is of utmost importance in multi-client and
rash means that all clients

the goal of simpl
single server-based nefwork architectures because a single instant of server ¢

are unserved. The entire system goes down.

Stateful protocols make things complicated when it comes to crashes. Consider 2 client A trying to access
d, the server crashed. Now, when the serveris

does not know which file

some data from the server. However, just after the first rea
up and running, client A issues the second read request. However, the server
the client is referring to, since all that information was temporary and lost during the crash.

Stateless protocols come to our rescue. Such protocols are designed so as to not store any state

information in the server. The server is un
caching, which files are opened by them and where their current filep
delivers all the information that is required to service a client request.
would simply have to retry the request. Because of their simplicity, NFS imp

If a server crash happens,

186
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il
Flt- Unlu

pacity to change the size of the data and also improves the ability to exg}
c Iﬂﬂg{g

aware of what the clients are doing — what blocks they are

ointers are. The server simply
the elient

lements a stateless protocol:

niquely identify a file or a directory

1 that the ¢y "
ists of the following components: TTent operation is being

dles: ndlestod
s fil€ ﬂ:_ This cons

mé Identifier = An NFS server may have multiple file SYSIems or partitions, Th
' ns. The volume

p ifier tells the server which file system is being referred 1o
iden '

r— This number identifies the file within the partition

[ node Numbe

G peration Nurmber — This number is used while reusing an inode number
e :

" tﬂs: E H [l -
cile ﬁ‘m}ﬁtes" is a term cﬂnt‘jfl“““h" E‘“dt.’“ “’15 ‘“"“:1‘}?";53’- This is a collective term for the tracked
o attrl . luding file creation time, last modified, size i g :
+file ot file, including » S1ze, ownership permissions e
of @ ing stat () on the file. te. This can

L

data
:c::cessﬂd by call
|ain RMI with suitable diagram. How RMI is superior to RPC.
Q3 ExP o
Ans:
s = o T,
lr‘ cient Application | Applicationlayer | Server Application
b e - 1 - ;
'. Swb Proxy Layer t, Skeleton —
e S _-1_—._-_
| Remote Reference Layer -_ % RMI System
:. Transport Layer '
RMI Architecture

RMI stands for Remote Method Invocation. It is an API provided by java that allows an object fﬂiﬂ?ﬁ;“
one JVM (Java Virtual Machine) to access or invoke an object running on another JVM. The other

could be on the same machine or remote machine.

Let us now discuss the components of this architecture. .

~ , st
* Transport Layer — This layer connects the chent and the server. It manages the ex!

and sets up new connections.
ides 1 jent
ote object at client. It resides in the cl

* Stub— A stub is a representation (proxy) of the rem
System; it acts as a gateway for the client program.

187
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. Skeleton — This is the object which resides on the server side. stub cummunic:at wi
€5 with

to pass request to the remote object. this skeletqp

. RRL (Remote Reference Layer) — It is the layer which manages the references mage 1,
€ by the

to the remote object. clieny

Following are the features of RMI —

. To minimize the complexity of the application.
« To preserve type safety.
« Distributed garbage collection.

. Minimize the difference between working with local and remote objects,

Second part:

RMI:

It supports object-oriented programming.

It is more efficient in comparison to RPC. -

It creates less overhead in comparison to RPC. In this, objects are passed as parameters.

Q4) What is the role of middleware in DS? Explain about CORBA and its services.

Ans:
Same interface everywhere
Computer 4
Appl.C
* Distributed-system layer (middleware)
Local OS 1 Local OS2 | Local OS 3 Local OS 4
Network

Fig: middleware in DS
Middleware in the context of distributed applications is software that provides services beyond those

provided by the operating system to enable the various components of a distributed system to communicate
and manage data. Middleware supports and simplifies complex distributed applications

Second part:

© PHOTOCOPY SEWA  ©Er. Shulav Parajuli ©Fr. Aashish Aryal

~y

CcORBA Architecture

Object Implernentation

1oL
oRBE Skeleton Objecx
OREBE Core

a Object Request Broker Architectunﬁ: (CGR]:Z’-A} describes avmessagi_ng mechanism by which
ommo! ted over a network can communicate with each other irrespective of the platform and
ghjects dlstﬂg“m develop those objects. CORBA enables collaboration between systems on different
languag® usztﬂms programming languages, and computing hardware. CORBA uses an object-onented

e S}L_g’h th;: systems that use the CORBA do not have to be object-oriented.
modc a-I:h]imcmmn _ This interface allows for the specification of requests at runtime. This 1s necessary
gs.-he:ﬂtlll‘tf object interface is not known at run-time. Dynamic Invocation works in conjunction with the
ilerface repository. . N ; & ; :
DL Stub - This component consists of functions generated 'I;n the IDL mtf:rfam? definitions _::md linked into
the program. The functions are a mapping between the client and the ORB implementation. Therefore.
ORB capabilities can be made ay ailable for any client implementation for which there 1s a language
mapping. Functions are called just as if it was a local object.
ORB Interface - The ORB interface may be called by either the client or the object implementatien. The
interface provides functions of the ORB which may be directly accessed by the client (such as retrieving a
reference to an object.) or by the object implementations. This interface is mapped to the host programming
language. The ORB interface must be supported by any ORB.
ORB core - Underlying mechanism used as the transport level. It provides basic communication of requests
1o other sub-components.

:l'.:”-fkelemn Interface - The ORB calls method skeletons to invoke the methods that were requested from

lEnts,

Ubject Adapters (OA) - Provide how object implementations access most ORB services. This includes the

_'d}';:‘;r;l;:rt m'fd i“mmrﬂmtiqn of object references, method irfrncatinn. security. and ﬂFti%'aiiﬂn- R*it]f;‘h

ok RP‘W‘HEZSH a service from the object implementation. The ORB transports the request, Wit

Ohjec &d; I'ﬂi.limd using object adapters and the H:JL skeleton. _ oo
pters - Object Adapters (OA) are the primary ORB service providers to object implemenie™

Kbugs a8 | T840 k S
the H;LE“LPTHIC interface that is used by the object implementation and a private interface that 1s s
skeleton, '

QS:I Di . 2 <ical
¢ Werentinge between physical and logical clock. Why it is difficult to synchronize pliysics

5 [ .
Ang; Seribe a method for physical clock.
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rF F!;ysica! Clock _ Logical Clock . S
Tied to the notion of real time Not tied to the notion of real i o
ti T
Perfect Synchronization pussihT: FR—

Perfect synchronization not possible because
of inability to estimate network delays exactly
The physical clocks are used to adjust the
time of nodes. Each node in the system can
share its local time with other nodes in the

A logical clock is a :

: mechanism for capturine
c!]mp':’lﬂgl‘-‘ﬂl and causal relationshji ng
distributed system. ' PSina

| system.

Second part:
Communication between processes in a distributed system can have

unpredictable delays,

processes can fail,

messages may be lost =
Synchronization in distributed systems is harder than in centralized systems because th d
; € neecd for

distributed algorithms.

Third part:
Cristian’s Method

o Emak‘cs use of a time server to get the current time and helps in synchronization of computer ext
X E‘m request, thf: Server process ﬁpravndes the time according to its clock to the requesting m"“ ernally,
- This method achieve synchronization only if the round trip times between client and time qcierc::s p.

: e

sufficiently short compared to the required accuracy.

Algonthm:

Time e
s

- A process p requests time in a message mr and receives time value t in a message mt. P’

total round trip time T(round) taken to send request mr and receive reply mt.
- Assuming elapsed time is splitted before and after S placed t in mt, the time estimate to w

set ifs clock is t + T(round)/2.

- Assuming min as the earliest point at which S could have placed time mt after p dispatches mr, then:
a) Time by S’s clock when reply arrives is in range.[t + min, t + T(round) — min]

b) Width of time range is T(round) — 2 * min
¢) Accuracy is +- (T(round) /2 — min) -

rocess p records

hich p should

Jiscussion:
If a time server fails, the synchronization is impossible.

To remove this drawback, time should be provided by a group of synchronized time servers.

rkeley’s Algorithm

©.PHOTOCOPY SEWA @Er.ﬁhulﬂv Parajuli ©Er. Aashish Aryal

A

———

. r inte
rith aster
R mputel' 15 ors are glaves
A c¢0 e comP

(@
l

(a) The time da

- Mast . i
. The master estimates

_Master calculates ave

_While calculating average. i
er by more than

ragec o
T’

from one anoth
_The master then sen

négalivf:. B
_Ifthe master fails, one of the

Nework Time Protocol (N TP)

-ltdefines an architecture o

(b) The machines answer,
(c) The time daemon te
er periodi-:all}' polls for the ime of slaves and the slaves send back their clock values to master.

local time of each slave

£ obtained time including its own time.
 eliminates faulty clocks by choosing a subset of clocks

a specified amount.
ds the amount by which e

emon asks all the other machines for their dock values.

lls everyone how to adjust their

by observing the round-tnp times.

ach slave should

<laves can be elected to take the place of master.

cnable clients, across the Intemet to

-t synchronizes against many tme servers.

Design Aims:

- Adjust system clock close 1o UTC over Internet.

- Handle bad connectin iy

- Enable frequent resynchronization

- Sr.:r:urit:.r
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juli
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that do not differ

adjust their clock which may be positive or

be synchronized accurately to UTC.
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Hierarchical Structure of NTP:

- N"_E'P 1s provided by a network of servers located across the Internet.
- Primary servers are connected directly to a time server.

- Secondary servers are synchronized with primary servers.

- - The logical hierarchy of server connection is called synchrﬁnizatinn subnet
- Each level of synchronization subnet is called stratum.

- Lowest level executes in user's workstation.

- Server with high stratum numbers are liable to have less accurate clocks.

Server synchronization can be done in following ways:
1. Multicast mode: '

- Servers periodically multicasts time to other servers in the network.
- Receivers set their clock assuming small delay.

2. Procedure Call mode:

- One server accepts requests from other computers.
- Server replies with its timestamp.

3. Symmetric mode:

- A pair of servers on higher subnet layers exchange messages to improve accuracy of synchronization over
time. |

Q6) What are the basic requirements for mutual exclusion in distributed system? Explain t!te non-
token based distributed mutual exclusion algorithm and compare it with token-based algorithm.

Ans:

Requirements of Mutual exclusion Algorithm:

« No Deadlock:

: : : Ive. -
Two or more sites should not endlessly wait for any message that will never armnv

192
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finite ti

ating critical section
tedly EX€C
['I:P':ﬂ

Fairness:

Eﬂﬂh gite sh[_'ll.ll

. n must be executed in the order they are made i.e. Critical section execution requests
ﬁﬂﬂtlﬂ >

|d be executed in the order of their arrival in the system.
shou '

Fault Tolerance:

Gite who wants to execute critical section should get an Opportunity to execute it in
Every

me: Any site should not ?.rait indefinitely to execute critical section while other site 1§

d get a fair chance to execute critical section. Any request to execute critical

In case of failure, it should be able to recognize it by itself in order to continue functioning
n =

without any disruption.

second part:
,..-"'"'--._._-_._._-_.—-_-_-_

Token Based__—

MNon Token Based

Tnkan-haﬁed algorithm, a Un?que
I| mgﬁ is shared among all the sites in
ginﬁhutﬁd Computing Systems.

In Non-Token based algorithm, there is nd

token even not any concept of sharing token
for access. '

.
|

[Here, asite 1S allowed to enter the Computer
Syst:;m if it possesses the token.

Here, two or more successive rounds of
messages are exchdanged between sites to
determine which site is to enter the
Computer System next.

The token-based algorithm uses the
sequences to order the request for the
Computer Systems and to resolve the

conflict for the simultaneous requests for the
Sysiem.

Non-Token based algorithm uses the
timestamp (another concept) to order the
request for the Computer Systems and to

resolve the conflict for the simultaneous
requests for the System.

The token-based algorithm _-[11-ndus:-;::a less

message traffic as compared to Non-Token
based Algorithm.

Non-Token based Algorithm produces more

message traffic as compared to the Token-
based Algorithm.

They are free from deadlock (i.c. here there
dreno two or more processes are inthe
queue in order to wait for messages that will
|“mﬂ!!}' can’t come) because of the existence
0funique token in the distributed system.
Here, it was ensured that 1'_;:{1uc:~;ts are

They are not free from the deadlock problem

as they are based on timestamp only.

thecuted exactly in the order as-they are
made in,

Here there is no surety of execution order.

Token- —

“f'kfﬂ based algorithms are more
®Y ¢an free your server [rom having to

store sey :

het S1on state and also they contain all
g eessary information which they need
O authenticar

———cllication,
g

scalable as | Non-Token based algorithms are less

scalable than the Token-based algorithms

because here server 1S not free from ils tasks. |

‘--‘-H_-_‘_-_H_-_'_‘—-—-—

Ie the s : T— . : - |18 n
access control is quite Fine-erained | Here the access contre

. : ish Aryal
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inside the token roles. is no token which can :
can specity roles ]
5,

rEéﬂus¢ here |
Lo iesey and resources can be casily permission, and resources for the
user.
. Itis transparent.

| specifying for the user.

MNon-Token based 'dl“ﬂl'i[llll'lﬁ can’ = =
=] an-t make I ¥ plicas o
cl fﬂ"lls, it 'Wi“ be EH.SH'_';’ handltd by re licas flhal nod

Token-based algorithms make authentication | authentication easy. r——
quite easy. Eve

p : Disadvﬂn[agEﬁl
Examples of Token-Based Algorithms are: Examples of Non-Token Based Algorithm |
(i} Singhal’s Heuristic Algorithm (i Lamport’s Algorithm s are: , It increases resource consumption. The greater the number of replicas, the ereat
(i) Raymonds_Tree Based Algorithm fii) Ricart-Agarwala Algorithm ot e —
(iii) Suzuki=Ka sami_algorithm (i Maekawa’s_Algorithm :

J . ltincreases the time complexity. If some change is done on one replica it should also be d
€ done

in all others.

for replication? Explain active replication model with its advantages
and

Q7) What are the reasons
mean by nested transaction? Explain optimistic concurrency control method with

disadvantages. |
Two primary reasons for replication: reliability and performance. its advantages Over the other concurrency control methods.
Ans:

« Increasing reliability: —If a replica crashes, system can continue working by switching to other repli
cas. —

Avoid corrupted data: = can protect against a single, failing write operation.
« Improving performance: — Important for distributed systems over large geographical areas. — Divide th
: e

work over a few servers. — Place data in the proximity of clients.
Second part: / / / /
Active Replication
Cient | —_— / / > 3
/ -
process prOCess process [ A ( naar Node i
—p Segquer’ 2l Exaculion O I:t.'ﬂl?r.".vi H-.?:];l
o Tt // Paralial Exacutian IE?;?;:I::::;:IIH
) " ) \ —

and a end point are known as nested

Fig: Nested | ransaction
d transactions here are

A transaction that includ
transactions. So, the nesung of the tr

server server sarver
In active replication each client requesl is processed by all the
introduced by under the name state machine replication. This req
servers is deterministic. Deterministic means that, given the same initial state and a requ
processes will produce the same response sequence and end up in the same final state 1o make all the
servers receive the same sequence of operations, an atomic broadcast protocol must be used. An atomic
broadcast protocol guarantees that either all the servers recelve a message or nonc, plus that they all feceive

messages in the same order. The big disadvantage for active replication is that in practice most of the real-
Still active replication is the preferable choice when dealing with real

thin its initiating point

servers. Aclive I{L-|1Iu-ulmn was first
is done in 2 transaction. The neste

uires that the process hosted by the
est sequence, all

o other rAnsactions W
.1!'!?2..!.61.10!15

transactions, and each sub-transaction <an

called sub-transactions
The top-ley el transaction 1n

open more cub-transactions (e

4 nested transaction can open sub
depth of nesting.

wn Lo any

is required o increase

sactions at 3 nume. It _
v arises. Concurrency

multiple tral :
pnsistens

Second part
the same data. then in¢

3 - %R o
Concurrency can simplhy be said 1o be execulinis

world servers are non-deterministic.
ime systems ire qul - ; - presence of [ - with systems that must - A CRss
ime systems Ithatx require quick responsc cven under the presence of faults or w ith system ime clliciency. 1f many trnsactions try 10 acces
andle byzantine faults. control required to mantati consislened data
u(dvantiages:
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For example. if we take ATM machines and do not use concurrency, multiple persons cann
here we need cONCUITENEY. ot draw Money

ot a ime in Jifferent places. This is W

Optimistic 2% ;
ot 1S and it 15 MOrE efficient to allow transactio .

[t assumes that Eﬂﬂﬂlﬂ:‘ IS rare, ions to proceed without i ; ' er1 Com

delays 1o ensure serializability. . ; ! ‘mposing Gomp? ol el Y § e vk Computer 4

n a multiuser environment, there are two mn_del.s1 for uFdatmg data in a database: optimistic con

and pi:*iiimisl‘.r: concurrency. The Dataset object 15 dﬁ.‘g’n':d 10 ENCOUTAES the use of optimistic :-lﬂ'enr_-? Appl. A Application B App

for lnng-mnning activiles, such as remoting data and interacting with data.Pessimistic cnn-:une:z Cufrenc — ©

involves locking rows at the data gource to prcvent other users from mud-.fymg data in a way th Di

the current USer. [n a pessimistic model, when a user pﬂrfnnﬂs an action that causes a lock tz béﬂ; af?:cts l - istributed system layer (middleware) \

other users cannot perform actions that would conflict with the lock until the lock owner TﬂlemPF ied, [L ocal OS 1 Tocal OS 2 ™

model 18 primaril:,r used in environments where there is heavy contention for data, so that the cnstlc;fThls s ekl \

h locks is less than the cost of rolling back transactions if concurrency conflicts oc _L -—L I
: cur. - EmEEE -------L

' Network

protecting data wit
¢ concurrency model, a user who updates a row establishes a lock. Until the
o one else can chan e that row. ' S T , : ;
d released the lock, no on l g row. For this reason, pessimistic A distributed operating system (DOS) is an essential type of operating system. Distributed systems use
many central processors to serve multiple real-time ap plications and users. As a result, data processing jobs

k times will be short, as n pmgrammaﬂc processing of record
a = = S- . -
eracting with data and causing records to are distributed between the progso:

Therefore, In 2 pessi misti

has finished the update an
concurrency is best implemr:nlt:d when loc
Pessimistic concurreney is not a scalable option when users are int

be locked in relatively large periods of time.
[t connects multiple computers via a single communication channel. Furthermore, each of thesg systems

has its own processor _and memory. Additionally, these CPUs communicate via high-speed buses or
telephone lines. Individual systems that communicate via a single channel are regarded as a single entity.

soti | Optimistic : -
Pessimistic s]'-:.r [hey're also known as loosely coupled systems.
Strategy ategy Types of Distributed Operating System
9 . : - _

Retrieve and lock the Retrieve the fow : Th_-:re are various types of Distributed Operating systems. Some of them are as follows:

e (unlocked) Client-Server Systems ; '

' Peer-to-Peer Systems
" . " - Middleware
arform othet application i Three-tier
o Relry if modified
: activities try N-tier
5: . Modify the :‘uﬂm‘” i . i) JINI
unch : emor el pooee
a Modify the row anged, m_ jn_'n is a way to do distributed computing that helps you manage the dynamic nature of networks,
therwise provides mechanisms to enable <mooth adding removal, and finding of devices and services on the network
E « provides a pmgramming model for reliable, secure distributed services and makes it easier for
programmers 0 get their devices talking to each other.
architecture to enable

eality in the immediate future as an

perform other application
Jini technology promises 10 bear

+—N20| §0 uopeINng—=

activities
connections between devices anytime, anywhere.
Commil Commit i
4 : |
Q9) Write short notes on: '
i) Distributed OS5
ii) JINI
) Distributed OS
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